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Questions # 1:

A malicious actor exploited firmware vulnerabilities and used rootkits in an attack on an
organization. After the organization recovered from the incident, an engineer needs to
recommend a solution that reduces the likelihood of the same type of attack in the future.
Which of the following is the most relevant solution?

Options:

 A.

Enabling software integrity checks

 B.

Installing self-encrypting drives

 C.

Implementing measured boot

 D.

Configuring host-based encryption

Answer

C
Explanation

The best solution to reduce the likelihood of firmware-level attacks and rootkits is to
implement measured boot. Measured boot is a hardware-assisted security mechanism that
leverages Trusted Platform Module (TPM) and Secure Boot processes. It records
cryptographic measurements of each stage of the boot process—from firmware to
operating system loaders—and stores them in the TPM. Security software, such as
attestation services, can then verify that the system booted into a known, trusted state. If
firmware or boot-level code has been tampered with, the measurements will not match
expected values, alerting administrators to compromise.

Option A (software integrity checks) validates application-level integrity but does not
address firmware rootkits that load before the operating system. Option B (self-encrypting
drives) protects data at rest but does not prevent rootkits. Option D (host-based
encryption) ensures confidentiality but does not detect or mitigate firmware-level
persistence.

Measured boot specifically targets low-level tampering, making it the most relevant
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control to defend against rootkits and firmware exploits.

Questions # 2:

A security configure isbuilding a solution to disable weak CBC configuration for remote access
connections lo Linux systems. Which of the following should the security engineer modify?

Options:

 A.

The /etc/openssl.conf file, updating the virtual site parameter

 B.

The /etc/nsswith.conf file, updating the name server

 C.

The /etc/hosts file, updating the IP parameter

 D.

The /etc/etc/sshd, configure file updating the ciphers

Answer

D
Explanation

The sshd_config file is the main configuration file for the OpenSSH server. To disable weak
CBC (Cipher Block Chaining) ciphers for SSH connections, the security engineer should
modify the sshd_config file to update the list of allowed ciphers. This file typically contains
settings for the SSH daemon, including which encryption algorithms are allowed.

By editing the /etc/ssh/sshd_config file and updating the Ciphers directive, weak ciphers
can be removed, and only strong ciphers can be allowed. This change ensures that the
SSH server does not use insecure encryption methods.

[References:, CompTIA Security+ Study Guide, OpenSSH manual pages (man
sshd_config), CIS Benchmarks for Linux, , , , , , ]

Questions # 3:
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During an incident response activity, the response team collected some artifacts from a
compromised server, but the following information is missing:

• Source of the malicious files

• Initial attack vector

• Lateral movement activities

The next step in the playbook is to reconstruct a timeline. Which of the following best supports
this effort?

Options:

 A.

Executing decompilation of binary files

 B.

Analyzing all network routes and connections

 C.

Performing primary memory analysis

 D.

Collecting operational system logs and storage disk data

Answer

D

Questions # 4:

A compliance officer isfacilitating abusiness impact analysis (BIA)and wantsbusiness unit
leadersto collect meaningful data. Several business unit leaders want more information about
the types of data the officer needs.

Which of the following data types would be the most beneficial for the compliance
officer?(Select two)
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Options:

 A.

Inventory details

 B.

Applicable contract obligations

 C.

Costs associated with downtime

 D.

Network diagrams

 E.

Contingency plans

 F.

Critical processes

Answer

B, C, F
Explanation

Understanding Business Impact Analysis (BIA):

ABIA assesses the effects of disruptionsto an organization ' s operations.

It helpsprioritize resourcesbased on the potential impact ofdowntime, compliance issues,
and critical processes.

Why Options B, C, and F are Correct:

B (Applicable contract obligations)→ Many companies havelegal and compliance
obligationsregarding downtime, availability, and SLAs. This information helps determine
whatrisk levelsare acceptable.

C (Costs associated with downtime)→ BIA quantifies the financial impact of system
failures. Knowinglost revenue, regulatory fines, and recovery costshelps in planning.

F (Critical processes)→ Identifyingcore business processesallows an organization
toprioritize recoveryeffortsandmaintain operational continuity.
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Why Other Options Are Incorrect:

A (Inventory details)→ While useful for asset management, it doesnot directly impact
business continuity planning.

D (Network diagrams)→ These help in security architecture but arenot directly related to
the financial/business impact analysis.

E (Contingency plans)→ BIA isperformed before contingency planningto identifywhat needs
protection.

[Reference:, CompTIA SecurityX CAS-005 Official Study Guide:Business Impact Analysis
(BIA) & Risk Management, NIST SP 800-34:Business Continuity & Contingency Planning, , ,
, , , , ]

Questions # 5:

To prevent data breaches, security leaders at a company decide to expand user education to:

• Create a healthy security culture.

• Comply with regulatory requirements.

• Improve incident reporting.

Which of the following would best meet their objective?

Options:

 A.

Performing a DoS attack

 B.

Scheduling regular penetration tests

 C.

Simulating a phishing campaign

 D.

Deploying fake ransomware
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Answer

C
Explanation

Phishing simulations are a proven method for reinforcing security awareness, meeting
compliance training requirements, and improving user incident reporting. In CAS-005,
social engineering testing is a recommended component of organizational security culture
programs.

DoS attacks (A) and penetration tests (B) assess technical security, not user
awareness.

Fake ransomware (D) can cause unnecessary alarm and operational disruption.

Questions # 6:

An organization is required to

* Respond to internal andexternal inquiries in a timely manner

* Provide transparency.

* Comply with regulatory requirements

The organization has not experienced any reportable breaches but wants to be prepared if a
breach occurs in the future. Which of the following is the best way for the organization to
prepare?

Options:

 A.

Outsourcing the handling of necessary regulatory filing to an external consultant

 B.

Integrating automated response mechanisms into the data subject access request process

 C.

Developing communication templates that have been vetted by internal and external counsel

 D.
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Conducting lessons-learned activities and integrating observations into the crisis management
plan

Answer

C
Explanation

Preparing communication templates that have been vetted by both internal and external
counsel ensures that the organization can respond quickly and effectively to internal and
external inquiries, comply with regulatory requirements, and provide transparency in the
event of a breach.

Why Communication Templates?

Timely Response: Pre-prepared templates ensure that responses are ready to be deployed
quickly, reducing response time.

Regulatory Compliance: Templates vetted by counsel ensure that all communications
meet legal and regulatory requirements.

Consistent Messaging: Ensures that all responses are consistent, clear, and accurate,
maintaining the organization’s credibility.

Crisis Management: Pre-prepared templates are a critical component of a broader crisis
management plan, ensuring that all stakeholders are informed appropriately.

Other options, while useful, do not provide the same level of preparedness and
compliance:

A. Outsourcing to an external consultant: This may delay response times and lose internal
control over the communication.

B. Integrating automated response mechanisms: Useful for efficiency but not for ensuring
compliant and vetted responses.

D. Conducting lessons-learned activities: Important for improving processes but does not
provide immediate preparedness for communication.

[References:, CompTIA SecurityX Study Guide, NIST Special Publication 800-61 Revision 2,
"Computer Security Incident Handling Guide", ISO/IEC 27002:2013, "Information
technology — Security techniques — Code of practice for information security controls", , ,
, , , , ]

Questions # 7:
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A network security architect for an organization with a highly remote workforce implements an
always-on VPN to meet business requirements. Which of the following best explains why the
architect is using this approach?

Options:

 A.

To facilitate device authentication using on-premises directory services

 B.

To allow access to directly connected print and scan resources

 C.

To enable usability of locally attached removable storage

 D.

To authorize updates to change the PIN on a smart card

Answer

A
Explanation

Always-on VPN ensures that devices connect automatically to the corporate network
whenever they are online, allowing seamless access to internal resources and enabling
authentication against on-premises directory services (such as Active Directory). This
supports centralized identity management, GPO enforcement, and compliance
requirements.

Options B, C, and D involve local or peripheral resources, which are unaffected by VPN
state.

Questions # 8:

A cloud engineer needs to identify appropriate solutions to:

• Provide secure access to internal and external cloud resources.

• Eliminate split-tunnel traffic flows.

•Enable identity and access management capabilities.
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Which of the following solutions arc the most appropriate? (Select two).

Options:

 A.

Federation

 B.

Microsegmentation

 C.

CASB

 D.

PAM

 E.

SD-WAN

 F.

SASE

Answer

C, F
Explanation

To provide secure access tointernal and external cloud resources, eliminate split-tunnel
traffic flows, and enable identity and access management capabilities, the most
appropriate solutions are CASB (Cloud Access Security Broker) and SASE (Secure Access
Service Edge).

Why CASB and SASE?

CASB (Cloud Access Security Broker):

Secure Access: CASB solutions provide secure access to cloud resources by enforcing
security policies and monitoring user activities.

Identity and Access Management: CASBs integrate with identity and access management
(IAM) systems to ensure that only authorized users can access cloud resources.

Visibility and Control: They offer visibility into cloud application usage and control over
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data sharing and access.

SASE (Secure Access Service Edge):

Eliminate Split-Tunnel Traffic: SASE integrates network security functions with WAN
capabilities to ensure secure access without the need for split-tunnel configurations.

Comprehensive Security: SASE provides a holistic security approach, including secure web
gateways, firewalls, and zero trust network access (ZTNA).

Identity-Based Access: SASE leverages IAM to enforce access controls based on user
identity and context.

Other options, while useful, do not comprehensively address all the requirements:

A. Federation: Useful for identity management but does not eliminate split-tunnel traffic or
provide comprehensive security.

B. Microsegmentation: Enhances security within the network but does not directly address
secure access to cloud resources or split-tunnel traffic.

D. PAM (Privileged Access Management): Focuses on managing privileged accounts and
does not provide comprehensive access control for internal and external resources.

E. SD-WAN: Enhances WAN performance but does not inherently provide the identity and
access management capabilities or eliminate split-tunnel traffic.

[References:, CompTIA SecurityX Study Guide, "CASB: Cloud Access Security Broker,"
Gartner Research, , , , , , , , ]

Questions # 9:

A company wants to implement hardware security key authentication for accessing sensitive
information systems The goal is to prevent unauthorized users from gaining access with a
stolen password Which of the following models should the company implement to b«st solve
this issue?

Options:

 A.

Rule based

 B.

Time-based

 C.
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Role based

 D.

Context-based

Answer

D
Explanation

Context-based authentication enhances traditional security methods by incorporating
additional layers of information about the user ' s current environment and behavior. This
can include factors such as the user ' s location, the time of access, the device used, and
the behavior patterns. It is particularly useful in preventing unauthorized access even if an
attacker has obtained a valid password.

Rule-based (A) focuses on predefined rules and is less flexible in adapting to dynamic
threats.

Time-based (B) authentication considers the time factor but doesn ' t provide
comprehensive protection against stolen credentials.

Role-based (C) is more about access control based on the user ' s role within the
organization rather than authenticating the user based on current context.

By implementing context-based authentication, the company can ensure that even if a
password is compromised, the additional contextual factors required for access (which an
attacker is unlikely to possess) provide a robust defense mechanism.

[References:, CompTIA SecurityX guide on authentication models and best practices., NIST
guidelines on authentication and identity proofing., Analysis of multi-factor and adaptive
authentication techniques., , , , , , , ]

Questions # 10:

Which of the following is the main reason quantum computing advancements are leading
companies and countries to deploy new encryption algorithms?

Options:

 A.

Encryption systems based on large prime numbers will be vulnerable to exploitation

 B.
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Zero Trust security architectures will require homomorphic encryption.

 C.

Perfect forward secrecy will prevent deployment of advanced firewall monitoring techniques

 D.

Quantum computers willenable malicious actors to capture IP traffic in real time

Answer

A
Explanation

Advancements in quantum computing pose a significant threat to current encryption
systems, especially those based on the difficulty of factoring large prime numbers, such as
RSA. Quantum computers have the potential to solve these problems exponentially faster
than classical computers, making current cryptographic systems vulnerable.

Why Large Prime Numbers are Vulnerable:

Shor ' s Algorithm: Quantum computers can use Shor ' s algorithm to factorize large
integers efficiently, which undermines the security of RSA encryption.

Cryptographic Breakthrough: The ability to quickly factor large prime numbers means that
encrypted data, which relies on the hardness of thismathematical problem, can be
decrypted.

Other options, while relevant, do not capture the primary reason for the shift towards new
encryption algorithms:

B. Zero Trust security architectures: While important, the shift to homomorphic encryption
is not the main driver for new encryption algorithms.

C. Perfect forward secrecy: It enhances security but is not the main reason for new
encryption algorithms.

D. Real-time IP traffic capture: Quantum computers pose a more significant threat to the
underlying cryptographic algorithms than to the real-time capture of traffic.

[References:, CompTIA SecurityX Study Guide, NIST Special Publication 800-208,
"Recommendation for Stateful Hash-Based Signature Schemes", "Quantum Computing and
Cryptography," MIT Technology Review, , , , , , , ]

Questions # 11:
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An application requires the storage of PII. A systems engineer needs to implement a solution
that uses an external device for key management. Which of the following is the best solution?

Options:

 A.

TPM

 B.

SBoM

 C.

vTPM

 D.

HSM

Answer

D
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