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Questions # 1:

Which of the following describes a situation where a user is authorized before being
authenticated?

Options:

O A.

Privilege escalation

O B.

Race condition

O C.

Tailgating

O D.

Impersonation

Answer

D
Explanation

Impersonation occurs when an attacker or unauthorized user is granted access
(authorized) by masquerading as a legitimate user, effectively bypassing or exploiting the
authentication process. This means authorization is mistakenly granted before proper
authentication.

Privilege escalation (A) involves gaining higher access after authentication. Race
conditions (B) are timing vulnerabilities. Tailgating (C) refers to physical unauthorized
access by following an authorized person.

Impersonation is a well-known identity attack vector detailed in the Threats and
Vulnerabilities domain of SY0-701[]6:Chapter 4tCompTIA Security+ Study Guide[].

Questions # 2:

A company wants to ensure employees are allowed to copy files from a virtual desktop during
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the workday but are restricted during non-working hours. Which of the following security
measures should the company set up?

Options:

O A.

Digital rights management

O B.

Role-based access control

O C.

Time-based access control

O D.

Network access control

Answer

C

Questions # 3:

A systems administrator needs to encrypt all data on employee laptops. Which of the following
encryption levels should be implemented?

Options:

O A.

Volume

O B.

Partition

O C.

Full disk

O D.

File
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Answer

Questions # 4:

Which of the following activities would involve members of the incident response team and
other stakeholders simulating an event?

Options:

O A.

Lessons learned

O B.

Digital forensics

O C.

Tabletop exercise

O D.

Root cause analysis

Answer

C
Explanation

A tabletop exercise is a simulation-based activity where incident response team
members and relevant stakeholders walk through a hypothetical security incident in a
discussion-based format. This exercise helps validate response plans, roles, and
communication channels without actual system disruption.

Lessons learned (A) is a post-incident review, digital forensics (B) is evidence collection
after an incident, and root cause analysis (D) investigates the underlying cause after an
event.

Tabletop exercises are standard practices within the Security Operations domain to
prepare teams for real incidents[]6:Chapter 14tCompTIA Security+ Study Guide[].
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Questions # 5:

The internal audit team determines a software application is no longer in scope for external
reporting requirements. Which of the following will confirm management’s perspective that
the application is no longer applicable?

Options:

O A.

Data inventory and retention

O B.

Right to be forgotten

O C.

Due care and due diligence

O D.

Acknowledgement and attestation

Answer

D
Explanation

Acknowledgement and attestationinvolveformal confirmationthat an application is no
longer in scope for compliance, auditing, or reporting requirements. This typically includes
documentation signed by relevant stakeholders confirming that the software no longer
processes, stores, or transmits relevant data.

Data inventory and retention (A)is related to managing data assets, not software scope
confirmation.

Right to be forgotten (B)pertains toprivacy laws (e.g., GDPR), allowing individuals to
request data deletion.

Due care and due diligence (C)focus on security best practices rather than software
applicability.

[Reference:CompTIA Security+ SY0-701 Official Study Guide, Security Program
Management and Oversight domain., , , , ]

Page 5 of 11



Questions # 6:

A security analyst is creating base for the server team to follow when hardening new devices
for deployment. Which of the following beet describes what the analyst is creating?

Options:

O A.

Change management procedure
O B.

Information security policy

O C.

Cybersecurity framework

O D.

Secure configuration guide

Answer

D
Explanation

The security analyst is creating a "secure configuration guide," which is a set of
instructions or guidelines used to configure devices securely before deployment. This
guide ensures that thedevices are set up according to best practices to minimize
vulnerabilities and protect against potential security threats.

References =
CompTIA Security+ SY0-701 Course Content: Domain 03 Security Architecture.

CompTIA Security+ SY0-601 Study Guide: Chapter on System Hardening and Secure
Configuration.

Questions # 7:

Which of the following would be the greatest concern for a company that is aware of the
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consequences of non-compliance with government regulations?

Options:

O A.

Right to be forgotten

O B.

Sanctions

O C.

External compliance reporting
O D.

Attestation

Answer

B
Explanation

Detailed Explanation:

Sanctions imposed for non-compliance can include fines, legal actions, and loss of
business licenses. These pose a significant financial and reputational risk to organizations.
Reference: CompTIA Security+ SY0-701 Study Guide, Domain 5: Security Program
Management, Section: "Regulatory Compliance Risks".

Questions # 8:

Which of the following describes the procedures a penetration tester must follow while
conducting a test?

Options:

O A.

Rules of engagement

O B.
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Rules of acceptance

O C.

Rules of understanding
O D.

Rules of execution

Answer

A
Explanation

Detailed Explanation:Rules of engagement specify the agreed-upon boundaries, scope,
and procedures for a penetration test to ensure compliance and avoid disruption to the
environment. Reference: CompTIA Security+ SY0-701 Study Guide, Domain 4: Security
Operations, Section: "Penetration Testing Procedures".

Questions # 9:

A user downloads a patch from an unknown repository... FIM alerts indicate OS file hashes
have changed. Which attack most likely occurred?

Options:

O A.

Logic bomb
O B.
Keylogger

O C.
Ransomware
O D.

Rootkit
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Answer

D
Explanation

The scenario indicates that a user downloaded an unofficial patch, applied it, and
afterward system files changed—detected by FIM. This strongly suggests the presence of
a rootkit, which is designed to deeply embed itself into the operating system, altering
core system files, modifying kernels, and hiding its presence.

Rootkits commonly replace or modify OS-level files, which results in changed file
hashes—exactly what FIM is detecting. Rootkits often gain privileged, persistent control
and are frequently disguised as legitimate updates or patches.

A logic bomb (A) is triggered by an event but does not typically modify OS files. A
keylogger (B) captures keystrokes but doesn’t modify system files broadly. Ransomware
(C) encrypts files, not silently alters system components.

Thus, the best match is D: Rootkit.

Questions # 10:

An accountant is transferring information to a bank over FTP. Which of the following
mitigations should the accountant use to protect the confidentiality of the data?

Options:

O A.
Tokenization
O B.

Data masking
O C.
Encryption

O D.

Obfuscation
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Answer

C

Questions # 11:

Which of the following is a reason environmental variables are a concern when reviewing
potential system vulnerabilities?

Options:
O A.

The contents of environmental variables could affect the scope and impact of an exploited
vulnerability.

O B.

In-memory environmental variable values can be overwritten and used by attackers to insert
malicious code.

O C.

Environmental variables define cryptographic standards for the system and could create
vulnerabilities if deprecated algorithms are used.

O D.

Environmental variables will determine when updates are run and could mitigate the likelihood
of vulnerability exploitation.

Answer

A
Explanation

Environmental variables store configuration settings, paths, and other system-related
information that applications and processes use. If an attacker gains access to these
variables, they could manipulate them to alter application behavior, gain unauthorized
access, or escalate privileges.For example, an attacker could modify the PATH variable to
execute malicious programs instead of legitimate ones. This can significantlyincrease the
scope and impact of an exploited vulnerability, making it a major security concern.

[Reference:CompTIA Security+ SY0-701 Official Study Guide, Security Architecture
domain., ,,, ]
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