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Questions # 1:

Which of the following items can be found under the IPS Policy tab of the HIPS Client UI?

Options:

O A.

IPS exceptions from ePO Policy
O B.

Locally created IPS Client Rules
O C.

Blocked Hosts

O D.

Firewall traffic

Answer

Questions # 2:

Where is Firewall traffic displayed within the HIPs Client UI?

Options:

O A.

Activity Log lab

O B.

Application Protection List tab
O C.

Blocked Hosts tab

O D.
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Firewall Policy tab

Answer

A

Questions # 3:

Which of the following are examples of client tasks? (Select the three that apply)

Options:

O A.

Agent Wakeup

O B.

Product Update

O C.

Repository Pull

O D.

Mirror Repositories
O E.

Event Migration

Answer

A B, D

Questions # 4:

When creating a User Defined signature, Rule Definitions can be based on which of the
following criteria? (Select the three that apply)
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Options:

O A.

Windows and UNIX Files and Directories
O B.

Windows Registry Keys

O C.

Windows Registry Hive

O D.

Windows Services

O E.

Windows and UNIX ports

Answer

A B, D

Questions # 5:

Which of the following steps should be performed first when troubleshooting issues with
custom signatures?

Options:

O A.

Use the Process Monitor and Process Explorer tools

O B.

Review violations in the HipShield.log file

O C.

Simplify the signature to find the point of failure

O D.

Disable the HIPs component
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Answer

Questions # 6:

Under which HIPs Policy category can IPS Engines be disabled for troubleshooting?

Options:

O A.

IPS Options

O B.

Firewall Rules

O C.

Trusted Applications (All Platforms)
O D.

Client Ul (Windows)

Answer

D

Questions # 7:

Which of the following items can be found under the IPS Policy tab in the HIPs Client UI?

Options:
O A.
IPS exceptions from ePO Policy

O B.
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Locally created IPS Client Rules
O C.

Blocked Hosts

O D.

Firewall traffic

Answer

Questions # 8:

Firewall client rules are created in Adaptive Mode using which of the following parameters?

Options:

O A.

Per-user

O B.
Per-process

O C.
Per-application
O D.

Per-signature

Answer

B

Questions # 9:

What McAfee proprietary protocol is used for secure communication between the McAfee
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Agent and server?

Options:
O A.
IPSEC

O B.
SPIPE

O C.

SSL

O D.

HTTP

Answer

Questions # 10:

Which of the following statements best defines the Application Protection (Shielding and
Enveloping) feature?

Options:

O A.

Applications, system registry and services are locked down against malicious activity

O B.

Applications are not permitted to access data, registry and services outside of their application
envelope

O C.
Applications are prevented from communicating with any undefined network services

O D.

Applications can only hook into processes that match a specific digital signature
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Answer

Questions # 11:

Which of the following operating systems does HIPs for Windows not support?

Options:

O A.

Windows XPSP 3 32-bit
O B.

Windows XPSP 3 64-bit
O C.

Windows 7 64-bit

O D.

Windows 2008 64-bit

Answer

B
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