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Questions # 1:

What are two requirements to enable the MSSP feature on FortiSASE? (Choose two.)

Options:

 A.

Add FortiCloud premium subscription on the root FortiCloud account.

 B.

Configure MSSP user accounts and permissions on the FortiSASE portal.

 C.

Assign role-based access control (RBAC) to IAM users using FortiCloud IAM portal.

 D.

Enable multi-tenancy on the FortiSASE portal.

Answer

A, C

Questions # 2:

When you configure FortiSASE Secure Private Access (SPA) with SD-WAN integration, you must
establish a routing adjacency between FortiSASE and the FortiGate SD-WAN hub. Which
routing protocol must you use?

Options:

 A.

BGP

 B.

IS-IS

 C.

OSPF



Page 3 of 10

 D.

EIGRP

Answer

A
Explanation

When configuring FortiSASE Secure Private Access (SPA) with SD-WAN integration,
establishing a routing adjacency between FortiSASE and the FortiGate SD-WAN hub
requires the use of the Border Gateway Protocol (BGP).

BGP (Border Gateway Protocol):

BGP is widely used for establishing routing adjacencies between different networks,
particularly in SD-WAN environments.

It provides scalability and flexibility in managing dynamic routing between FortiSASE and
the FortiGate SD-WAN hub.

Routing Adjacency:

BGP enables the exchange of routing information between FortiSASE and the FortiGate
SD-WAN hub.

This ensures optimal routing paths and efficient traffic management across the hybrid
network.

[References:, FortiOS 7.2 Administration Guide: Provides information on configuring BGP
for SD-WAN integration., FortiSASE 23.2 Documentation: Details on setting up routing
adjacencies using BGP for Secure Private Access with SD-WAN., , ]

Questions # 3:

You are designing a new network for Company X and one of the new cybersecurity policy
requirements is that all remote user endpoints must always be connected and protected
Which FortiSASE component facilitates this always-on security measure?

Options:

 A.

site-based deployment

 B.
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thin-branch SASE extension

 C.

unified FortiClient

 D.

inline-CASB

Answer

C
Explanation

The unified FortiClient component of FortiSASE facilitates the always-on security measure
required for ensuring that all remote user endpoints are always connected and protected.

Unified FortiClient:

FortiClient is a comprehensive endpoint security solution that integrates with FortiSASE to
provide continuous protection for remote user endpoints.

It ensures that endpoints are always connected to the FortiSASE infrastructure, even when
users are off the corporate network.

Always-On Security:

The unified FortiClient maintains a persistent connection to FortiSASE, enforcing security
policies and protecting endpoints against threats at all times.

This ensures compliance with the cybersecurity policy requiring constant connectivity and
protection for remote users.

[References:, FortiOS 7.2 Administration Guide: Provides information on configuring and
managing FortiClient for endpoint security., FortiSASE 23.2 Documentation: Explains how
FortiClient integrates with FortiSASE to deliver always-on security for remote endpoints., ,
]

Questions # 4:

A customer wants to ensure secure access for private applications for their users by replacing
their VPN Which two SASE technologies can you use to accomplish this task? (Choose two.)
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Options:

 A.

zero trust network access (ZTNA)

 B.

next-generation firewall (NGFW)

 C.

secure SD-WAN

 D.

secure web gateway (SWG) and cloud access security broker (CASB)

Answer

A, C

Questions # 5:

Refer to the exhibit.
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The daily report for application usage shows an unusually high number of unknown
applications by category.

What are two possible explanations for this? (Choose two.)

Options:

 A.

Certificate inspection is not being used to scan application traffic.

 B.
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The inline-CASB application control profile does not have application categories set to Monitor

 C.

Zero trust network access (ZTNA) tags are not being used to tag the correct users.

 D.

Deep inspection is not being used to scan traffic.

Answer

B, D

Questions # 6:

Which statement describes the FortiGuard forensics analysis feature on FortiSASE?

Options:

 A.

It can help troubleshoot user-to-application performance issues.

 B.

It can help customers identify and mitigate potential risks to their network.

 C.

It can monitor endpoint resources in real-time.

 D.

It is a 24x7x365 monitoring service of your FortiSASE environment.

Answer

B
Explanation

TheFortiGuard forensics analysis featureon FortiSASE is designed to help
customersidentify and mitigate potential risks to their network. This feature provides
detailed insights into suspicious activities, threats, and anomalies detected by FortiSASE.
By analyzing logs, traffic patterns, and threat intelligence, FortiGuard forensics enables
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administrators to investigate incidents, understand their root causes, and take proactive
measures to secure the network.

Here’s why the other options are incorrect:

A. It can help troubleshoot user-to-application performance issues:Performance
troubleshooting is typically handled by features like Digital Experience Monitoring (DEM)
or application performance monitoring tools, not forensics analysis.

C. It can monitor endpoint resources in real-time:Real-time endpoint monitoring is a
function of endpoint security solutions like FortiClient or FortiEDR, not FortiGuard forensics
analysis.

D. It is a 24x7x365 monitoring service of your FortiSASE environment:While Fortinet offers
managed services for continuous monitoring, FortiGuard forensics analysis is not a
dedicated monitoring service. Instead, it focuses on post-incident investigation and risk
mitigation.

[References:, Fortinet FCSS FortiSASE Documentation - FortiGuard Forensics Analysis,
FortiSASE Administration Guide - Threat Detection and Response, , , ]

Questions # 7:

When viewing the daily summary report generated by FortiSASE, the administrator notices
that the report contains very little data.

What is a possible explanation for this almost empty report?

Options:

 A.

Log allowed traffic is set to Security Events for all policies.

 B.

There are no security profile groups applied to all policies.

 C.

The web filter security profile is not set to Monitor.

 D.

Digital experience monitoring is not configured.
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Answer

A
Explanation

The issue of an almost empty daily summary report in FortiSASE can often be traced back
to how logging is configured within the system. Specifically, if "Log Allowed Traffic" is set
to "Security Events" for all policies, it means that only security-related events (such as
threats or anomalies) are being logged, while normal, allowed traffic is not being recorded.
Since most traffic in a typical network environment is allowed, this configuration would
result in very little data being captured and subsequently reported in the daily summary.

Here’s a breakdown of why the other options are less likely to be the cause:

B. There are no security profile groups applied to all policies:While applying security
profiles is important for comprehensive protection, their absence does not directly affect
the volume of data in reports unless specific logging settings are also misconfigured.

C. The web filter security profile is not set to Monitor:This option pertains specifically to
web filtering activities. Even if web filtering is not set to monitor mode, other types of
traffic and logs should still populate the report.

D. Digital experience monitoring is not configured:Digital Experience Monitoring (DEM)
focuses on user experience metrics rather than general traffic logging. Its absence would
not lead to an almost empty report.

To resolve this issue, administrators should review the logging settings across all policies
and ensure that "Log Allowed Traffic" is appropriately configured to capture the necessary
data for reporting purposes.

[References:, Fortinet FCSS FortiSASE Documentation - Reporting and Logging Best
Practices, FortiSASE Administration Guide - Configuring Logging Settings, , ]
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