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Questions # 1:

A security administrator is performing a gap assessment against a specific OS benchmark The
benchmark requires the following configurations be applied to endpoints:

• Full disk encryption

* Host-based firewall

• Time synchronization

* Password policies

• Application allow listing

* Zero Trust application access

Which of the following solutions best addresses the requirements? (Select two).

Options:

 A.

CASB

 B.

SBoM

 C.

SCAP

 D.

SASE

 E.

HIDS

Answer

C, D
Explanation

To address the specific OS benchmark configurations, the following solutions are most
appropriate:
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C. SCAP (Security Content Automation Protocol): SCAP helps in automating vulnerability
management and policy compliance, including configurations like full disk encryption,
host-based firewalls, and password policies.

D. SASE (Secure Access Service Edge): SASE provides a framework for Zero Trust network
access and application allow listing, ensuring secure and compliant access to applications
and data.

These solutions together cover the comprehensive security requirements specified in the
OS benchmark, ensuring a robust security posture for endpoints.

[References:, CompTIA SecurityX Study Guide: Discusses SCAP and SASE as part of
security configuration management and Zero Trust architectures., NIST Special Publication
800-126, "The Technical Specification for the Security Content Automation Protocol
(SCAP)": Details SCAP's role in security automation., "Zero Trust Networks: Building Secure
Systems in Untrusted Networks" by Evan Gilman and Doug Barth: Covers the principles of
Zero Trust and how SASE can implement them., By implementing SCAP and SASE, the
organization ensures that all the specified security configurations are applied and
maintainedeffectively., , , , ]

Questions # 2:

All organization is concerned about insider threats from employees who have individual access
to encrypted material. Which of the following techniques best addresses this issue?

Options:

 A.

SSO with MFA

 B.

Sating and hashing

 C.

Account federation with hardware tokens

 D.

SAE

 E.

Key splitting
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Answer

E
Explanation

The technique that best addresses the issue of insider threats from employees who have
individual access to encrypted material is key splitting. Here’s why:

Key Splitting: Key splitting involves dividing a cryptographic key into multiple parts
anddistributing these parts among different individuals or systems. This ensures that no
single individual has complete access to the key, thereby mitigating the risk of insider
threats.

Increased Security: By requiring multiple parties to combine their key parts to access
encrypted material, key splitting provides an additional layer of security. This approach is
particularly useful in environments where sensitive data needs to be protected from
unauthorized access by insiders.

Compliance and Best Practices: Key splitting aligns with best practices and regulatory
requirements for handling sensitive information, ensuring that access is tightly controlled
and monitored.

[References:, CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl,
NIST Special Publication 800-57: Recommendation for Key Management, ISO/IEC
27002:2013: Information Technology - Security Techniques - Code of Practice for
Information Security Controls, By employing key splitting, organizations can effectively
reduce the risk ofinsider threats and enhance the overall security of encrypted material., ,
, , , ]

Questions # 3:

A large organization deployed a generative AI platform for its global user population to use.
Based on feedback received during beta testing, engineers have identified issues with user
interface latency and page-loading performance for international users. The infrastructure is
currently maintained within two separate data centers, which are connected using high-
availability networking and load balancers. Which of the following is the best way to address
the performance issues?

Options:

 A.

Configuring the application to use a CDN

 B.
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Implementing RASP to enable large language models queuing

 C.

Remote journaling within a third data center

 D.

Traffic shaping through the use of a SASE

Answer

A
Explanation

A Content Delivery Network (CDN) caches and distributes static and dynamic web
content across multiple geographically distributed edge servers, reducing latency for
global users. This directly addresses page-loading delays caused by distance from the
primary data centers.

RASP is for runtime application security, not latency.

Remote journaling is for data replication, not performance optimization.

SASE can improve security and WAN routing, but a CDN is purpose-built for content
delivery performance.

Questions # 4:

A healthcare system recently suffered from a ransomware incident. As a result, the board of
directors decided to hire a security consultant to improve existing network security. The
security consultant found that the healthcare network was completely flat, had no privileged
access limits, and had open RDP access to servers with personal health information. As the
consultant builds the remediation plan, which of the following solutions would best solve these
challenges? (Select three).

Options:

 A.

SD-WAN

 B.



Page 6 of 19

PAM

 C.

Remote access VPN

 D.

MFA

 E.

Network segmentation

 F.

BGP

 G.

NAC

Answer

B, D, E
Explanation

Privileged Access Management (PAM)restricts elevated permissions, reducing the risk of
widespread ransomware attacks.Multi-Factor Authentication (MFA)protects against
credential theft and ensures that even if passwords are compromised, accounts are not
easily accessible.Network segmentationbreaks the flat network into secure zones, limiting
lateral movement by attackers. SD-WAN and BGP relate to network routing and efficiency,
not security architecture specifically. Remote access VPN secures external access but
does not solve internal flat network issues. Network Access Control (NAC) is helpful but
secondary compared to PAM, MFA, and segmentation in this context.

[Reference:CompTIA SecurityX CAS-005, Domain 2.0: Implement identity and access
controls, network segmentation, and authentication hardening to mitigate internal
threats., , , , ]

Questions # 5:

A company wants to invest in research capabilities with the goal to operationalize the research
output. Which of the following is the best option for a security architect to recommend?
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Options:

 A.

Dark web monitoring

 B.

Threat intelligence platform

 C.

Honeypots

 D.

Continuous adversary emulation

Answer

B
Explanation

Investing in a threat intelligence platform is the best option for a company looking to
operationalize research output. A threat intelligence platform helps in collecting,
processing, and analyzing threat data to provide actionable insights. These platforms
integrate data from various sources, including dark web monitoring, honeypots, and other
security tools, to offer a comprehensive view of the threat landscape.

Why a Threat Intelligence Platform?

Data Integration: It consolidates data from multiple sources, including dark web
monitoring and honeypots, making it easier to analyze and derive actionableinsights.

Actionable Insights: Provides real-time alerts and reports on potential threats, helping the
organization take proactive measures.

Operational Efficiency: Streamlines the process of threat detection and response, allowing
the security team to focus on critical issues.

Research and Development: Facilitates the operationalization of research output by
providing a platform for continuous monitoring and analysis of emerging threats.

Other options, while valuable, do not offer the same level of integration and
operationalization capabilities:

A. Dark web monitoring: Useful for specific threat intelligence but lacks comprehensive
operationalization.

C. Honeypots: Effective for detecting and analyzing specific attack vectors but not for
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broader threat intelligence.

D. Continuous adversary emulation: Important for testing defenses but not for integrating
and operationalizing threat intelligence.

[References:, CompTIA SecurityX Study Guide, "Threat Intelligence Platforms," Gartner
Research, NIST Special Publication 800-150, "Guide to Cyber Threat Information Sharing", ,
, , , ]

Questions # 6:

An administrator brings the company's fleet of mobile devices into its PKI in order to align
device WLAN NAC configurations with existing workstations and laptops. Thousands of devices
need to be reconfigured in a cost-effective, time-efficient, and secure manner. Which of the
following actions best achieve this goal? (Select two)

Options:

 A.

Using the existing MDM solution to integrate with directory services for authentication and
enrollment

 B.

Deploying netAuth extended key usage certificate templates

 C.

Deploying serverAuth extended key usage certificate templates

 D.

Deploying clientAuth extended key usage certificate templates

 E.

Configuring SCEP on the CA with an OTP for bulk device enrollment

 F.

Submitting a CSR to the CA to obtain a single certificate that can be used across all devices

Answer

A, E
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Explanation

For bulk PKI enrollment:

MDM integration with directory services streamlines certificate request and
deployment per device, leveraging existing authentication methods.

Simple Certificate Enrollment Protocol (SCEP) with one-time passwords allows
automated, secure, large-scale certificate issuance without manual CSR handling.

clientAuth templates are used for device authentication, but selecting it alone is
insufficient without automated enrollment mechanisms.

A single certificate for all devices violates PKI security principles and compromises
individual device accountability.

Questions # 7:

Audit findings indicate several user endpoints are not utilizing full disk encryption During me
remediation process, a compliance analyst reviews the testing details for the endpoints and
notes the endpoint device configuration does not support full disk encryption Which of the
following is the most likely reason me device must be replaced'

Options:

 A.

The HSM is outdated and no longer supported by the manufacturer

 B.

The vTPM was not properly initialized and is corrupt.

 C.

The HSM is vulnerable to common exploits and a firmware upgrade is needed

 D.

The motherboard was not configured with a TPM from the OEM supplier.

 E.

The HSM does not support sealing storage
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Answer

D
Explanation

The most likely reason the device must be replaced is that the motherboard was not
configured with a TPM (Trusted Platform Module) from the OEM (Original Equipment
Manufacturer) supplier.

Why TPM is Necessary for Full Disk Encryption:

Hardware-Based Security: TPM provides a hardware-based mechanism to store encryption
keys securely, which is essential for full disk encryption.

Compatibility: Full disk encryption solutions, such as BitLocker, require TPM to ensure that
the encryption keys are securely stored and managed.

Integrity Checks: TPM enables system integrity checks during boot, ensuring that the
device has not been tampered with.

Other options do not directly address the requirement for TPM in supporting full disk
encryption:

A. The HSM is outdated: While HSM (Hardware Security Module) is important for security, it
is not typically used for full disk encryption.

B. The vTPM was not properly initialized: vTPM (virtual TPM) is less common and not
typically a reason for requiring hardware replacement.

C. The HSM is vulnerable to common exploits: This would require a firmware upgrade, not
replacement of the device.

E. The HSM does not support sealing storage: Sealing storage is relevant but not the
primary reason for requiring TPM for full disk encryption.

[References:, CompTIA SecurityX Study Guide, "Trusted Platform Module (TPM) Overview,"
Microsoft Documentation, "BitLocker Deployment Guide," Microsoft Documentation, , , , , ]

Questions # 8:

A security analyst is reviewingsuspicious log-in activity and sees the following data in the
SICM:

>

Which of the following is the most appropriate action for the analyst to take?



Page 11 of 19

Options:

 A.

Update the log configuration settings on the directory server that Is not being captured
properly.

 B.

Have the admin account owner change their password to avoid credential stuffing.

 C.

Block employees from logging in to applications that are not part of their business area.

 D.

implement automation to disable accounts that nave been associated with high-risk activity.

Answer

D
Explanation

The log-in activity indicates a security threat, particularly involving the ADMIN account
with a high-risk failure status. This suggests that the account may be targeted by
malicious activities such as credential stuffing or brute force attacks.

Updating log configuration settings (A) may help in better logging future activities but
does not address the immediate threat.

Changing the admin account password (B) is a good practice but may not fully mitigate
the ongoing threat if the account has already been compromised.

Blocking employees (C) from logging into non-business applications might help in reducing
attack surfaces but doesn't directly address the compromised account issue.

Implementing automation to disable accounts associated with high-risk activities ensures
an immediate response to the detected threat, preventing further unauthorized access
and allowing time for thorough investigation and remediation.

[References:, CompTIA SecurityX guide on incident response and account management.,
Best practices for handling compromised accounts., Automation tools and techniques for
security operations centers (SOCs)., , , , , ]

Questions # 9:
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Which of the following includes best practices for validating perimeter firewall configurations?

Options:

 A.

CIS controls

 B.

MITRE ATT&CK

 C.

NIST CSF

 D.

ISO 27001

Answer

A
Explanation

The Center for Internet Security (CIS) Controls provide prescriptive best practices for
validating and securing perimeter firewalls. These controls are specifically designed to
offer detailed, actionable steps that organizations can follow to ensure firewall rules are
configured properly, access is restricted to least privilege, and unnecessary services are
disabled. CIS benchmarks also provide specific configuration guidance for different
vendors, making them highly practical for real-world implementation and validation.

MITRE ATT&CK (B) is a framework for adversary tactics, techniques, and procedures,
valuable for threat modeling but not a direct standard for firewall validation. NIST CSF (C)
provides a high-level framework for cybersecurity risk management but lacks specific
configuration guidance for firewalls. ISO 27001 (D) defines an information security
management system (ISMS) framework, focusing on governance and certification rather
than hands-on configuration best practices.

Therefore, the CIS Controls and Benchmarks represent the most direct and practical
resource for validating firewall configurations in line with recognized industry best
practices.

Questions # 10:
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A security architect wants to develop abaseline of security configurations These configurations
automatically will be utilized machine is created Which of the following technologies should
the security architect deploy to accomplish this goal?

Options:

 A.

Short

 B.

GASB

 C.

Ansible

 D.

CMDB

Answer

C
Explanation

To develop a baseline of security configurations that will be automatically utilized when a
machine is created, the security architect should deploy Ansible. Here’s why:

Automation: Ansible is an automation tool that allows for the configuration, management,
and deployment of applications and systems. It ensures that security configurations are
consistently applied across all new machines.

Scalability: Ansible can scale to manage thousands of machines, making it suitable for
large enterprises that need to maintain consistent security configurations across their
infrastructure.

Compliance: By using Ansible, organizations can enforce compliance with security policies
and standards, ensuring that all systems are configured according to best practices.

[References:, CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl,
Ansible Documentation: Best Practices, NIST Special Publication 800-40: Guide to
Enterprise Patch Management Technologies, , , , , ]

Questions # 11:
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Which of the following best explains the importance of determining organization risk appetite
when operating with a constrained budget?

Options:

 A.

Risk appetite directly impacts acceptance of high-impact low-likelihood events.

 B.

Organizational risk appetite varies from organization to organization

 C.

Budgetary pressure drives risk mitigation planning in all companies

 D.

Risk appetite directly influences which breaches are disclosed publicly

Answer

A
Explanation

Risk appetite is the amount of risk an organization is willing to accept to achieve its
objectives. When operating with a constrained budget, understanding the organization's
risk appetite is crucial because:

It helps prioritize security investments based on the level of risk the organization is willing
to tolerate.

High-impact, low-likelihood events may be deemed acceptable if they fall within the
organization's risk appetite, allowing for budget allocation to other critical areas.

Properly understanding and defining risk appetite ensures that limited resources are used
effectively to manage risks that align with the organization's strategic goals.

[References:, CompTIA Security+ Study Guide, NIST Risk Management Framework (RMF)
guidelines, ISO 31000, "Risk Management – Guidelines", , , , , ]

Questions # 12:
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A security analystreviews the following report:

>

Which of the following assessments is the analyst performing?

Options:

 A.

System

 B.

Supply chain

 C.

Quantitative

 D.

Organizational

Answer

B
Explanation

The table shows detailed information about products, includinglocation, chassis
manufacturer, OS, application developer, and vendor. This type of information is typically
assessed in a supply chain assessment to evaluate the security and reliability of
components and services from different suppliers.

Why Supply Chain Assessment?

Component Evaluation: Assessing the origin and security of each component used in the
products, including hardware, software, and third-party services.

Vendor Reliability: Evaluating the security practices and reliability of vendors involved in
providing components or services.

Risk Management: Identifying potential risks associated with the supply chain, such as
vulnerabilities in third-party components or insecure development practices.

Other types of assessments do not align with the detailed supplier and component
information provided:

A. System: Focuses on individual system security, not the broader supply chain.
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C. Quantitative: Focuses on numerical risk assessments, not supplier information.

D. Organizational: Focuses on internal organizational practices, not external suppliers.

[References:, CompTIA SecurityX Study Guide, NIST Special Publication 800-161, "Supply
Chain Risk Management Practices for Federal Information Systems and Organizations",
"Supply Chain Security Best Practices," Gartner Research, , , , ]

Questions # 13:

An organization determines existing business continuity practices areinadequateto support
critical internal process dependencies during a contingency event. Acompliance analystwants
the Chief Information Officer (CIO) to identify the level ofresidual riskthat is acceptable to
guide remediation activities. Which of the following does the CIO need to clarify?

Options:

 A.

Mitigation

 B.

Impact

 C.

Likelihood

 D.

Appetite

Answer

D
Explanation

Understanding Residual Risk:

Residual riskis the amount of risk remainingafter controls and mitigations have been
applied.

Risk appetitedefines the level of risk an organization iswilling to acceptbefore taking
additional actions.
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Why Option D is Correct:

TheCIO must clarify the organization’s "Risk Appetite"to determinehow much residual risk
is acceptable.

If risk exceeds the appetite,additional security measuresneed to be implemented.

This aligns withISO 31000andNIST Risk Management Framework (RMF).

Why Other Options Are Incorrect:

A (Mitigation):Mitigationrefers toreducing risk, but it doesn’t define the acceptable level of
residual risk.

B (Impact):Impact assessment measurespotential damage, but it does not determine what
is acceptable.

C (Likelihood):Likelihood is theprobability of risk occurring, but not what level
isacceptable.

[Reference:, CompTIA SecurityX CAS-005 Official Study Guide:Risk Management &
Business Continuity, NIST SP 800-37:Risk Management Framework, ISO 27005:Risk
Tolerance & Acceptance, , , ]

Questions # 14:

An enterprise is deploying APIs that utilize a private key and a public key to ensure the
connection string is protected. To connect to the API, customers must use the private key.
Which of the following would best secure the REST API connection to the database while
preventing the use of a hard-coded string in the request string?

Options:

 A.

Implement a VPN for all APIs

 B.

Sign the key with DSA

 C.

Deploy MFA for the service accounts

 D.

Utilize HMAC for the keys
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Answer

D
Explanation

HMAC (Hash-based Message Authentication Code)ensures the integrity and authentication
of API requests without exposing static or hard-coded private keys. It uses a secret key
and a hash function, preventing replay attacks and tampering. VPNs secure the transport
layer, MFA protects user accounts (not API-to-database communications), and DSA is a
signature algorithm but does not address hard-coding risk directly.

[Reference:CompTIA SecurityX CAS-005, Domain 3.0: Implement secure API practices
including the use of HMAC for key protection., ===========, , ]
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