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Questions # 1:

Which of the following file formats allows the user to compress the acquired data as well as
keep it randomly accessible?

Options:

 A.

Proprietary Format

 B.

Generic Forensic Zip (gfzip)

 C.

Advanced Forensic Framework 4

 D.

Advanced Forensics Format (AFF)

Answer

B

Questions # 2:

What does the Rule 101 of Federal Rules of Evidence states?

Options:

 A.

Scope of the Rules, where they can be applied

 B.

Purpose of the Rules

 C.

Limited Admissibility of the Evidence



Page 3 of 9

 D.

Rulings on Evidence

Answer

A

Questions # 3:

What is the purpose of using Obfuscator in malware?

Options:

 A.

Execute malicious code in the system

 B.

Avoid encryption while passing through a VPN

 C.

Avoid detection by security mechanisms

 D.

Propagate malware to other connected devices

Answer

C

Questions # 4:

Which layer of iOS architecture should a forensics investigator evaluate to analyze services
such as Threading, File Access, Preferences, Networking and high-level features?

Options:

 A.
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Core Services

 B.

Media services

 C.

Cocoa Touch

 D.

Core OS

Answer

D

Questions # 5:

James, a hacker, identifies a vulnerability in a website. To exploit the vulnerability, he visits
the login page and notes down the session ID that is created. He appends this session ID to
the login URL and shares the link with a victim. Once the victim logs into the website using the
shared URL, James reloads the webpage (containing the URL with the session ID appended)
and now, he can browse the active session of the victim. Which attack did James successfully
execute?

Options:

 A.

Cross Site Request Forgery

 B.

Cookie Tampering

 C.

Parameter Tampering

 D.

Session Fixation Attack
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Answer

D

Questions # 6:

Which among the following U.S. laws requires financial institutions—companies that offer
consumers financial products or services such as loans, financial or investment advice, or
insurance—to protect their customers’ information against security threats?

Options:

 A.

SOX

 B.

HIPAA

 C.

GLBA

 D.

FISMA

Answer

C

Questions # 7:

Andie, a network administrator, suspects unusual network services running on a windows
system. Which of the following commands should he use to verify unusual network services
started on a Windows system?

Options:

 A.

net serv



Page 6 of 9

 B.

netmgr

 C.

lusrmgr

 D.

net start

Answer

D

Questions # 8:

What technique is used by JPEGs for compression?

Options:

 A.

TIFF-8

 B.

ZIP

 C.

DCT

 D.

TCD

Answer

C

Questions # 9:
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NTFS sets a flag for the file once you encrypt it and creates an EFS attribute where it stores
Data Decryption Field (DDF) and Data Recovery Field (DDR). Which of the following is not a
part of DDF?

Options:

 A.

Encrypted FEK

 B.

Checksum

 C.

EFS Certificate Hash

 D.

Container Name

Answer

B

Questions # 10:

Checkpoint Firewall logs can be viewed through a Check Point Log viewer that uses icons and
colors in the log table to represent different security events and their severity. What does the
icon in the checkpoint logs represent?

Options:

 A.

The firewall rejected a connection

 B.

A virus was detected in an email

 C.

The firewall dropped a connection
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 D.

An email was marked as potential spam

Answer

C
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