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Questions # 1:

A central bank implements strict risk mitigations for the hardware supply chain, including an
allow list for specific countries of origin. Which of the following best describes the cyberthreat
to the bank?

Options:

 A.

Ability to obtain components during wartime

 B.

Fragility and other availability attacks

 C.

Physical Implants and tampering

 D.

Non-conformance to accepted manufacturing standards

Answer

C
Explanation

The best description of the cyber threat to a central bank implementing strict risk
mitigations for the hardware supply chain, including an allow list for specific countries of
origin, is the risk of physical implants and tampering. Here’s why:

Supply Chain Security: The supply chain is a critical vector for hardware tampering and
physical implants, which can compromise the integrity and security of hardware
components before they reach the organization.

Targeted Attacks: Banks and financial institutions are high-value targets, making them
susceptible to sophisticated attacks, including those involving physical implants that can
be introduced during manufacturing or shipping processes.

Strict Mitigations: Implementing an allow list for specific countries aims to mitigate the risk
of supply chain attacks by limiting the sources of hardware. However, the primary concern
remains the introduction of malicious components through tampering.

[References:, CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl,
NIST Special Publication 800-161: Supply Chain Risk Management Practices for Federal
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Information Systems and Organizations, ISO/IEC 20243:2018 - Information Technology -
Open Trusted Technology Provider Standard, , , , , , ]

Questions # 2:

A software vendor provides routine functionality and security updates to its global customer
base. The vendor would like to ensure distributed updates are authorized, originate from only
the company, and have not been modified by others. Which of the following solutions best
supports these objectives?

Options:

 A.

Envelope encryption

 B.

File integrity monitoring

 C.

Application control

 D.

Code signing

Answer

D
Explanation

Code signing uses cryptographic digital signatures to prove that software or updates come
from a trusted source and have not been altered. In the SecurityX CAS-005 objectives, this
is covered under security engineering and cryptographic assurance mechanisms.

Envelope encryption protects confidentiality but does not authenticate the source.

File integrity monitoring detects file changes but does not confirm the origin of the
update.

Application control manages which software can run but does not ensure authenticity
of distributed files.Only code signing meets all three objectives: verifying the source,
ensuring authorization, and proving integrity.
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Questions # 3:

During a security review for the CI/CD process, a security engineer discovers the following
information in a testing repository from the company:

Which of the following options is the best countermeasure to prevent this issue in the future?

Options:

 A.

Performing an application penetration test over the testing environment before moving to
production

 B.

Changing the repository technology to avoid inclusion of confidential information

 C.

Automating the upload process of code to the repository and improving the software
development life cycle

 D.

Using a secrets management platform to share and manage confidential information

Answer

D

Questions # 4:
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An organization recently implemented a policy that requires all passwords to be rotated every
90 days. An administrator observes a large volume of failed sign-on logs from multiple servers
that are often accessed by users. The administrator determines users are disconnecting from
the RDP session but not logging off. Which of the following should the administrator do to
prevent account lockouts?

Options:

 A.

Increase the account lockout threshold.

 B.

Enforce password complexity.

 C.

Automate logout of inactive sessions.

 D.

Extend the allowed session length.

Answer

C
Explanation

When users disconnect from Remote Desktop Protocol (RDP) sessions without properly
logging off, their sessions remain active on the server. If their passwords are changed due
to the 90-day rotation policy, these lingering sessions may attempt to reauthenticate
using outdated credentials, leading to multiple failed login attempts and potential account
lockouts.

Automating the logout of inactive sessions ensures that disconnected or idle sessions are
terminated after a specified period, preventing stale sessions from causing authentication
issues. This approach aligns with best practices for session management and helps
maintain security compliance.

[Reference: CompTIA SecurityX CAS-005 Exam Objectives, Domain 3.1: "Given a scenario,
troubleshoot common issues with identity and access management (IAM) components in
an enterprise environment.", , , , ]

Questions # 5:
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Within a SCADA a business needs access to the historian server in order together metric about
the functionality of the environment. Which of the following actions should be taken to address
this requirement?

Options:

 A.

Isolating the historian server for connections only from The SCADA environment

 B.

Publishing the C$ share from SCADA to the enterprise

 C.

Deploying a screened subnet between 11 and SCADA

 D.

Adding the business workstations to the SCADA domain

Answer

A
Explanation

The best action to address the requirement of accessing the historian server within a
SCADA system is to isolate the historian server for connections only from the
SCADAenvironment. Here’s why:

Security and Isolation: Isolating the historian server ensures that only authorized devices
within the SCADA environment can connect to it. This minimizes the attack surface and
protects sensitive data from unauthorized access.

Access Control: By restricting access to the historian server to only SCADA devices, the
organization can better control and monitor interactions, ensuring that only legitimate
queries and data retrievals occur.

Best Practices for Critical Infrastructure: Following the principle of least privilege, isolating
critical components like the historian server is a standard practice in securing SCADA
systems, reducing the risk of cyberattacks.

[References:, CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl,
NIST Special Publication 800-82: Guide to Industrial Control Systems (ICS) Security, ISA/IEC
62443 Standards: Security for Industrial Automation and Control Systems, , , , , ]
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Questions # 6:

An incident response team is analyzing malware and observes the following:

• Does not execute in a sandbox

• No network loCs

• No publicly known hash match

• No process injection method detected

Which of thefollowing should the team do next to proceed with further analysis?

Options:

 A.

Use an online vims analysis tool to analyze the sample

 B.

Check for an anti-virtualization code in the sample

 C.

Utilize a new deployed machine to run the sample.

 D.

Search oilier internal sources for a new sample.

Answer

B
Explanation

Malware that does not execute in a sandbox environment often contains anti-analysis
techniques, such as anti-virtualization code. This code detects when the malware is
running in a virtualized environment and alters its behavior to avoid detection. Checking
for anti-virtualization code is a logical next step because:

It helps determine if the malware is designed to evade analysis tools.

Identifying such code can provide insights into themalware's behavior and intent.

This step can also inform further analysis methods, such as running the malware on
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physical hardware.

[References:, CompTIA Security+ Study Guide, SANS Institute, "Malware Analysis
Techniques", "Practical Malware Analysis" by Michael Sikorski and Andrew Honig, , , , , , ]

Questions # 7:

A security architect is performing threat-modeling activities related to an acquired overseas
software company that will be integrated with existing products and systems Once its
software is integrated, the software company will process customer data for the acqumng
company Given the following:

Which of the following mitigations would reduce the risk of the most significant threats?

Options:

 A.

Privileged access management system with conditional access capabilities to prevent
unauthorized access

 B.

Rate-limiting capabilities on all authentication systems and leveraging single sign-on through
federation

 C.

Secure development process with gate checks and appropriate code scanning

 D.

Zero Trust architecture for all assets from the acquired company using microsegmentation
against sensitive applications
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Answer

C
Explanation

The table highlights that tampering threats (IDs 02 and 03) are rated Critical, making
them the most significant risks. These threats involve malicious insiders inserting
backdoors or attackers injecting malicious code into third-party libraries. To mitigate such
risks, organizations must implement a secure software development lifecycle (SDLC) with
formalized code scanning, gate checks, and supply chain validation.

Option C directly addresses these issues. Secure development practices include
static/dynamic code analysis, dependency checks, peer reviews, and mandatory approvals
before code promotion. This approach detects backdoors, prevents unauthorized
modifications, and reduces the likelihood of compromised libraries being integrated.

Option A (PAM with conditional access) mitigates privilege escalation but does not address
software tampering. Option B (rate limiting and federation) reduces brute-force
authentication risks (ID 05) but not critical tampering. Option D (Zero Trust with
microsegmentation) strengthens network defense but does not secure the integrity of
source code or libraries.

Therefore, a secure SDLC with gate checks and code scanning is the best mitigation for
the most critical threats identified.

Questions # 8:

Due to an infrastructure optimization plan, a company has moved from a unified architecture
to a federated architecture divided by region. Long-term employees now have a better
experience, but new employees are experiencing major performance issues when traveling
between regions. The company is reviewing the following information:
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Which of the following is the most effective action to remediate the issue?

Options:

 A.

Creating a new user entry in the affected region for the affected employee

 B.

Synchronizing all regions* user identities and ensuring ongoing synchronization

 C.

Restarting European region physical access control systems

 D.

Resyncing single sign-on application with connected security appliances
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Answer

B
Explanation

In a federated environment divided by region, if user identities are not synchronized
across regions, authentication may be slow or fail when employees travel. CAS-005 IAM
guidance states that identity synchronization ensures user attributes and credentials are
consistently available in all regions, reducing latency and login issues.

Option A creates separate identities, which breaks single identity management.

Option C is unrelated to the login performance issue.

Option D may resolve SSO appliance sync but not cross-region identity data
availability.

Questions # 9:

An organization is required to

* Respond to internal andexternal inquiries in a timely manner

* Provide transparency.

* Comply with regulatory requirements

The organization has not experienced any reportable breaches but wants to be prepared if a
breach occurs in the future. Which of the following is the best way for the organization to
prepare?

Options:

 A.

Outsourcing the handling of necessary regulatory filing to an external consultant

 B.

Integrating automated response mechanisms into the data subject access request process

 C.

Developing communication templates that have been vetted by internal and external counsel
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 D.

Conducting lessons-learned activities and integrating observations into the crisis management
plan

Answer

C
Explanation

Preparing communication templates that have been vetted by both internal and external
counsel ensures that the organization can respond quickly and effectively to internal and
external inquiries, comply with regulatory requirements, and provide transparency in the
event of a breach.

Why Communication Templates?

Timely Response: Pre-prepared templates ensure that responses are ready to be deployed
quickly, reducing response time.

Regulatory Compliance: Templates vetted by counsel ensure that all communications
meet legal and regulatory requirements.

Consistent Messaging: Ensures that all responses are consistent, clear, and accurate,
maintaining the organization’s credibility.

Crisis Management: Pre-prepared templates are a critical component of a broader crisis
management plan, ensuring that all stakeholders are informed appropriately.

Other options, while useful, do not provide the same level of preparedness and
compliance:

A. Outsourcing to an external consultant: This may delay response times and lose internal
control over the communication.

B. Integrating automated response mechanisms: Useful for efficiency but not for ensuring
compliant and vetted responses.

D. Conducting lessons-learned activities: Important for improving processes but does not
provide immediate preparedness for communication.

[References:, CompTIA SecurityX Study Guide, NIST Special Publication 800-61 Revision 2,
"Computer Security Incident Handling Guide", ISO/IEC 27002:2013, "Information
technology — Security techniques — Code of practice for information security controls", , ,
, , , ]

Questions # 10:
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A Chief Information Security Officer is concerned about the operational impact of ransomware.
In the event of a ransomware attack, the business requires the integrity of the data to remain
intact and an RPO of less than one hour. Which of the following storage strategies best
satisfies the business requirements?

Options:

 A.

Full disk encryption

 B.

Remote journaling

 C.

Immutable

 D.

RAID 10

Answer

B
Explanation

Remote journaling continuously sends log updates to a remote system, ensuring near-real-
time backup and an RPO (Recovery Point Objective) under one hour.

Key concepts:

RPO under one hour means minimal data loss.

Remote journaling provides rapid recovery by keeping near-live backups.

Other options:

A(Full disk encryption) protects against unauthorized access but does not aid recovery.

C (Immutable storage) prevents modification but does not ensure real-time backups.

D (RAID 10) improves redundancy but does not help against ransomware.

[Reference: CASP+ CAS-005 – Business Continuity and Disaster Recovery Planning, , , , , , ]
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Questions # 11:

A game developer wants to reach new markets and is advised by legal counsel to include
specific age-related sign-up requirements. Which of the following best describes the legal
counsel's concerns?

Options:

 A.

GDPR

 B.

LGPD

 C.

PCI DSS

 D.

COPPA

Answer

D
Explanation

The correct regulation is COPPA (Children’s Online Privacy Protection Act). COPPA is a U.S.
law that requires organizations to obtain parental consent and implement specific
protections before collecting personal data from children under the age of 13. Since the
legal counsel is advising about age-related sign-up requirements, the concern clearly
points to COPPA compliance.

GDPR (A) is a European regulation governing privacy and data protection but is broader
and not specifically tied to children’s age verification, though it has related provisions.
LGPD (B) is Brazil’s data protection law, similar in scope to GDPR. PCI DSS (C) is focused
on protecting cardholder data in payment environments, unrelated to age-related
concerns.

CAS-005 covers the importance of aligning software platforms with legal and regulatory
frameworks. For gaming and online services, COPPA compliance is crucial to avoid fines
and reputational harm, ensuring the platform properly handles children’s data.



Page 15 of 118

Questions # 12:

A company wants to implement hardware security key authentication for accessing sensitive
information systems The goal is to prevent unauthorized users from gaining access with a
stolen password Which of the following models should the company implement to b«st solve
this issue?

Options:

 A.

Rule based

 B.

Time-based

 C.

Role based

 D.

Context-based

Answer

D
Explanation

Context-based authentication enhances traditional security methods by incorporating
additional layers of information about the user's current environment and behavior. This
can include factors such as the user's location, the time of access, the device used, and
the behavior patterns. It is particularly useful in preventing unauthorized access even if an
attacker has obtained a valid password.

Rule-based (A) focuses on predefined rules and is less flexible in adapting to dynamic
threats.

Time-based (B) authentication considers the time factor but doesn't provide
comprehensive protection against stolen credentials.

Role-based (C) is more about access control based on the user's role within the
organization rather than authenticating the user based on current context.

By implementing context-based authentication, the company can ensure that even if a
password is compromised, the additional contextual factors required for access (which an
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attacker is unlikely to possess) provide a robust defense mechanism.

[References:, CompTIA SecurityX guide on authentication models and best practices., NIST
guidelines on authentication and identity proofing., Analysis of multi-factor and adaptive
authentication techniques., , , , , , ]

Questions # 13:

An organization is developing an in-house software platform to support capital planning and
reporting functions. In addition to role-based access controls and auditing/logging capabilities,
the product manager must include requirements associated with archiving data and
immutable backups. Which of the following organizational considerations are most likely
associated with this requirement? (Select two)

Options:

 A.

Crypto-export management controls

 B.

Supply chain weaknesses

 C.

Device attestation

 D.

Quality assurance

 E.

Legal hold compliance

 F.

Ransomware resilience

Answer

E, F
Explanation

The requirements for archiving data and immutable backups directly align with legal hold
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compliance (E) and ransomware resilience (F).

Legal hold compliance ensures that organizations can retain data in a tamper-proof
manner when required for litigation, regulatory mandates, or audits. Immutable backups
satisfy this by preventing unauthorized changes or deletion, ensuring evidence and
records are preserved.

Ransomware resilience is also a key factor. Immutable backups allow recovery from
ransomware attacks, as attackers cannot encrypt or delete data stored in read-only or
write-once media. This reduces downtime and supports business continuity.

Options A (crypto-export), B (supply chain), C (device attestation), and D (quality
assurance) do not relate directly to data archiving or immutable storage.

CAS-005 stresses aligning security controls with business continuity and compliance
requirements. By focusing on legal and ransomware-related considerations, the
organization ensures both regulatory and operational resilience.

Questions # 14:

An administrator needs to craft a single certificate-signing request for a web-server certificate.
The server should be able to use the following identities to mutually authenticate other
resources over TLS:

• wwwJnt.comptia.org

• webserver01.int.comptia.org

•10.5.100.10

Which of the following certificate fields must be set properly to support this objective?

Options:

 A.

Subject alternative name

 B.

Organizational unit
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 C.

Extended key usage

 D.

Certificate extension

Answer

A
Explanation

The Subject Alternative Name (SAN) field in an X.509 certificate specifies additional
hostnames, FQDNs, or IP addresses that the certificate will secure. To allow mutual TLS
authentication for multiple hostnames and an IP address, these identities must be
included in the SAN field.

Organizational Unit (B) is an informational attribute, not related to TLS
authentication.

Extended Key Usage (C) defines purpose (e.g., serverAuth, clientAuth) but not
hostnames.

“Certificate extension” (D) is a generic term; SAN is the specific required extension.

Questions # 15:

A company that relies on an COL system must keep it operating until a new solution is
available Which of the following is the most secure way to meet this goal?

Options:

 A.

Isolating the system and enforcing firewall rules to allow access to only required endpoints

 B.

Enforcing strong credentials and improving monitoring capabilities

 C.

Restricting system access to perform necessary maintenance by the IT team
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 D.

Placing the system in a screened subnet and blocking access from internal resources

Answer

A
Explanation

To ensure the most secure way of keeping a legacy system (COL) operating until a new
solution is available, isolating the system and enforcing strict firewall rules is the best
approach. This method minimizes the attack surface by restricting access to only the
necessary endpoints, thereby reducing the risk of unauthorized access and potential
security breaches. Isolating the system ensures that it is not exposed to the broader
network, while firewall rules control the traffic that can reach the system, providing a
secure environment until a replacement is implemented.

[References:, CompTIA SecurityX Study Guide: Recommends network isolation and firewall
rules as effective measures for securing legacy systems., NIST Special Publication 800-82,
"Guide to Industrial Control Systems (ICS) Security": Advises on isolating critical systems
and using firewalls to control access., "Network Security Assessment" by Chris McNab:
Discusses techniques for isolating systems and enforcing firewall rules to protect
vulnerable or legacy systems., By isolating the system and implementing strict firewall
controls, the organization can maintain the necessary operations securely while working
on deploying a new solution., , , , , ]

Questions # 16:

A company is adopting microservice architecture in order to quickly remediate vulnerabilities
and deploy to production. All of the microservices run on the same Linux platform. Significant
time was spent updating the base OS before deploying code. Which of the following should the
company do to make the process efficient?

Options:

 A.

Use Terraform scripts while creating golden images

 B.

Create a cron job to run apt-update every 30 days.

 C.
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Use snapshots to deploy code to existing compute instances.

 D.

Deploy a centralized update server.

Answer

A
Explanation

The best approach is to use Terraform scripts while creating golden images (A). Terraform
is an Infrastructure as Code (IaC) tool that allows organizations to automate infrastructure
deployment consistently across environments. A golden image is a pre-configured,
patched, and hardened system image used as a standard baseline. By creating golden
images via Terraform scripts, the company ensures that every microservice instance is
deployed on an already-updated and secure OS. This eliminates the need for repeatedly
patching the base OS before code deployment.

Option B (cron job with apt-update) applies patches but introduces delays (every 30 days)
and lacks consistency across new deployments. Option C (snapshots) saves deployment
states but risks replicating outdated or unpatched images. Option D (centralized update
server) is useful but still requires updates post-deployment, which slows the rollout of
microservices.

By automating golden image creation through Terraform, the company gains efficiency,
repeatability, and security assurance, aligning with DevSecOps principles and CAS-005
cloud-native best practices.

Questions # 17:

While investigating a security event an analyst finds evidence that a user opened an email
attachment from an unknown source. Shortly after the user opened the attachment, a group
of servers experienced a large amount of network and resource activity. Upon investigating
the servers, the analyst discovers the servers were encrypted by ransomware that is
demanding payment within 48 hours or all data will be destroyed. The company has no
response plans for ransomware. Which of the following is the next step the analyst should take
after reporting the incident to the management team?

Options:

 A.

Pay the ransom within 48 hours
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 B.

Isolate the servers to prevent the spread

 C.

Notify law enforcement

 D.

Request that the affected servers be restored immediately

Answer

B
Explanation

The immediate action after discovering ransomware is toisolate the affected serversto
prevent further spread of the malware to other systems in the network. Paying the ransom
is not recommended as it does not guarantee data recovery and encourages criminal
behavior. Notifying law enforcement is necessary, but containment must happen first to
limit damage. Requesting server restoration should only occur after containment and a
thorough investigation to ensure no remnants of ransomware remain.

[Reference:CompTIA SecurityX CAS-005, Domain 2.0: Execute incident response
procedures to contain and mitigate incidents., , , , ]

Questions # 18:

An attacker infiltrated the code base of a hardware manufacturer and inserted malware before
the code was compiled. The malicious code is now running at the hardware level across a
number of industries and sectors. Which of the following categories best describes this type of
vendor risk?

Options:

 A.

SDLC attack

 B.

Side-load attack

 C.
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Remote code signing

 D.

Supply chain attack

Answer

D
Explanation

This scenario clearly describes asupply chain attack, where the compromise occurs at the
vendor or manufacturing stage before the product reaches the customer. The attack
impacts many downstream organizations and sectors. SDLC attacks are focused on
software development life cycles, side-loading involves unauthorized app installations, and
remote code signing focuses on authenticating remote software, none of which fully
encapsulate the situation described.

[Reference:CompTIA SecurityX CAS-005, Domain 2.0: Assess vendor risks, including supply
chain compromises and mitigation strategies., ===========, , , ]

Questions # 19:

Operational technology often relies upon aging command, control, and telemetry subsystems
that were created with the design assumption of:

Options:

 A.

operating in an isolated/disconnected system.

 B.

communicating over distributed environments

 C.

untrustworthy users and systems being present.

 D.

an available EtherneVIP network stack for flexibility.

 E.
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anticipated eavesdropping from malicious actors.

Answer

A
Explanation

Step by Step Explanation:

Understanding the Scenario: The question focuses on the historical design assumptions
behind older operational technology (OT)systems, particularly in the context of command,
control, and telemetry.

Analyzing the Answer Choices:

A. operating in an isolated/disconnected system: This is the most accurate assumption for
many legacy OT systems. Historically, these systems weredesigned to operate in air-
gapped environments, completely isolated from external networks (including the internet).

[Reference: This aligns with the historical evolution of OT security. Initially, security was
based on physical isolation rather than network security controls. This is a common topic
in CASP+ discussions on OT security challenges., B. communicating over distributed
environments: While OT systems can be distributed, the core design assumption,
especially for older systems, wasn't centered around interconnectivity in the way modern
IT systems are., C. untrustworthy users and systems being present: This is a more modern
security principle (Zero Trust). Older OT systems often operated under a model of implicit
trust within their isolated environment., D. an available EtherneVIP network stack for
flexibility: Ethernet/IP is a relatively newer industrial protocol. Older OT systems often
used proprietary or less flexible communication protocols. Also, there is no such thing as
EtherneVIP., E. anticipated eavesdropping from malicious actors: While security was a
concern, the primary threat model for older, isolated OT systems didn't heavily emphasize
external malicious actors due to the assumed isolation., Why A is the Correct Answer:, Air
Gap: The concept of an air gap (physical isolation) was the cornerstone of security for
many legacy OT systems. These systems were not connected to the internet or corporate
networks, making them less susceptible to remote attacks., Legacy Protocols: Older OT
systems often used proprietary or serial communication protocols, not designed for
internet connectivity., Implicit Trust: Within the isolated environment, there was often an
assumption of trust among the connected components., CASP+ Relevance: The challenges
of securing legacy OT systems, especially in the face of increasing connectivity, are a key
area of focus in CASP+. Understanding the historical context and the shift in security
paradigms is crucial., Modern OT Security Considerations (Elaboration):, Convergence:
Today, the lines between IT and OT are blurring. OT systems are increasingly connected to
corporate networks and the internet, necessitating a shift from isolation-based security to
a more comprehensive approach., Threat Landscape: Modern OT systems face a wider
range of threats, including targeted attacks from sophisticated actors., Security Controls:
Modern OT security involves implementing network segmentation, intrusion detection,
access controls, and other measures to protect against these evolving threats., In
conclusion, the primary design assumption for many older OT systems was that they
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would operate in isolated or disconnected environments. This historical context is
important for understanding the security challenges faced by organizations today as they
integrate these legacy systems into modern, connected environments. This is a core
concept discussed in CASP+ in the context of OT security and risk management.,
=================, , , , ]

Questions # 20:

A user reports application access issues to the help desk. The help desk reviews the logs for
the user

Which of the following is most likely The reason for the issue?

Options:

 A.

The userinadvertently tripped the impossible travel security rule in the SSO system.

 B.

A threat actor has compromised the user's account and attempted to lop, m

 C.

The user is not allowed to access the human resources system outside of business hours

 D.

The user did not attempt to connect from an approved subnet

Answer

A
Explanation

Based on the provided logs, the user has accessed various applications from different
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geographic locations within a very short timeframe. This pattern is indicative of the
"impossible travel" security rule, a common feature in Single Sign-On (SSO) systems
designed to detect and prevent fraudulent access attempts.

Analysis of Logs:

At 8:47 p.m., the user accessed a VPN from Toronto.

At 8:48 p.m., the user accessed email from Los Angeles.

At 8:48 p.m., the user accessed the human resources system from Los Angeles.

At 8:49 p.m., the user accessed email again from Los Angeles.

At 8:52 p.m., the user attempted to access the human resources system from Toronto,
which was denied.

These rapid changes in location are physically impossible and typically trigger security
measures to prevent unauthorized access. The SSO system detected these inconsistencies
and likely flagged the activity as suspicious, resulting in access denial.

[References:, CompTIA SecurityX Study Guide, NIST Special Publication 800-63B, "Digital
Identity Guidelines", "Impossible Travel Detection," Microsoft Documentation, , , , , ]

Questions # 21:

A security engineer is given the following requirements:

• An endpoint must only execute Internally signed applications

• Administrator accounts cannot install unauthorized software.

• Attempts to run unauthorized software must be logged

Which of the following best meets these requirements?

Options:

 A.

Maintaining appropriate account access through directory management and controls

 B.

Implementing a CSPM platform to monitor updates being pushed to applications

 C.

Deploying an EDR solution to monitor and respond to software installation attempts
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 D.

Configuring application control with blocked hashes and enterprise-trusted root certificates

Answer

D
Explanation

To meet the requirements of only allowing internally signed applications, preventing
unauthorized software installations, and logging attempts to run unauthorized software,
configuring application control with blocked hashes and enterprise-trusted root certificates
is the best solution. This approach ensures that only applications signed by trusted
certificates are allowed to execute, while all other attempts are blocked and logged. It
effectively prevents unauthorized software installations by restrictingexecution to pre-
approved applications.

[References:, CompTIA SecurityX Study Guide: Describes application control mechanisms
and the use of trusted certificates to enforce security policies., NIST Special Publication
800-53, "Security and Privacy Controls for Information Systems and Organizations":
Recommends application whitelisting and execution control for securing endpoints., "The
Application Security Handbook" by Mark Dowd, John McDonald, and Justin Schuh: Covers
best practices for implementing application control and managing trusted certificates, , , ,
, ]

Questions # 22:

Acompany must build and deploy security standards for all servers in its on-premises and
cloud environments based on hardening guidelines. Which of the following solutions most
likely meets the requirements?

Options:

 A.

Develop a security baseline to integrate with the vulnerability scanning platform to alert about
any server not aligned with the new security standards.

 B.

Create baseline images for each OS in use, following security standards, and integrate the
images into the patching and deployment solution.

 C.
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Build all new images from scratch, installing only needed applications and modules in
accordance with the new security standards.

 D.

Run a script during server deployment to remove all the unnecessary applications as part of
provisioning.

Answer

B
Explanation

Creatingsecure baseline imagesensuresconsistent, repeatabledeployment aligned with
hardening standards. These images can be used acrosson-premises and cloud
environments, ensuring compliance and reducing misconfigurations.

Vulnerability alerts (A)are reactive, not preventive.

Building images from scratch (C)is time-consuming and unnecessary if baselines exist.

Scripts for cleanup (D)are useful but do not prevent initial insecure configurations.

[Reference:CompTIA SecurityX (CAS-005) Exam Objectives- Domain 3.0 (Security
Engineering), Section onSystem Hardening & Configuration Management, , , , ]

Questions # 23:

A company isolated its OT systems from other areas of the corporate network These systems
are required to report usage information over the internet to the vendor Which oi the following
b*st reduces the risk of compromise or sabotage' (Select two).

Options:

 A.

Implementing allow lists

 B.

Monitoring network behavior

 C.

Encrypting data at rest



Page 28 of 118

 D.

Performing boot Integrity checks

 E.

Executing daily health checks

 F.

Implementing a site-to-site IPSec VPN

Answer

A, F
Explanation

A. Implementing allow lists: Allow lists (whitelisting) restrict network communication to
only authorized devices and applications, significantly reducing the attack surface by
ensuring that only pre-approved traffic is permitted.

F. Implementing a site-to-site IPSec VPN: A site-to-site VPN provides a secure, encrypted
tunnel for data transmission between the OT systems and the vendor, protecting the data
from interception and tampering during transit.

Other options:

B. Monitoring network behavior: While useful for detecting anomalies, it does not
proactively reduce the risk of compromise or sabotage.

C. Encrypting data at rest: Important for protecting data stored on devices, but does not
address network communication risks.

D. Performing boot integrity checks: Ensures the integrity of the system at startup but
does not protect ongoing network communications.

E. Executing daily health checks: Useful for maintaining system health but does not
directly reduce the risk of network-based compromise or sabotage.

[References:, CompTIA Security+ Study Guide, NIST SP 800-82, "Guide to Industrial
Control Systems (ICS) Security", "Industrial Network Security" by Eric D. Knapp and Joel
Thomas Langill, , , , , ]

Questions # 24:

Which of the following best describes the reason PQC preparation is important?
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Options:

 A.

To protect data against decryption due to increases in computational resource availability

 B.

To have larger key lengths available through key stretching

 C.

To improve encryption performance and speed using lightweight cryptography

 D.

To leverage asymmetric encryption for large amounts of data

Answer

A
Explanation

Post-Quantum Cryptography (PQC) preparation is critical to protect data against future
quantum computing attacks that could break current cryptographic algorithms (e.g., RSA,
ECC). According to the CompTIA SecurityX CAS-005 study guide (Domain 3: Cybersecurity
Technology, 3.3), quantum computers with sufficient computational power could perform
calculations (e.g., Shor’s algorithm) to decrypt data protected by traditional algorithms.
PQC focuses on developing algorithms resistant to such increases in computational
resources, ensuring long-term data security.

Option B:Key stretching is a technique to strengthen passwords, not related to PQC.

Option C:PQC algorithms often have higher computational costs, not improved
performance.

Option D:Asymmetric encryption is not ideal for large data sets, and PQC is not specifically
about this use case.

Option A:This accurately describes PQC’s purpose to safeguard data against quantum-
driven decryption.

[Reference:, CompTIA SecurityX CAS-005 Official Study Guide, Domain 3: Cybersecurity
Technology, Section 3.3: "Prepare for post-quantum cryptography challenges.", CAS-005
Exam Objectives, 3.3: "Evaluate the need for PQC in response to quantum computing
advancements.", , , , , ]

Questions # 25:
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A security analyst notices a number of SIEM events that show the following activity:

10/30/2020 - 8:01 UTC - 192.168.1.1 - sc stop HinDctend

10/30/2020 - 8:05 UTC - 192.168.1.2 - c:\program files\games\comptidcasp.exe

10/30/2020 - 8:07 UTC - 192.168.1.1 - c:\windows\system32\cmd.exe /c powershell

10/30/2020 - 8:07 UTC - 192.168.1.1 - powershell —> 40.90.23.154:443

Which of the following response actions should the analyst take first?

Options:

 A.

Disable powershell.exe on all Microsoft Windows endpoints

 B.

Restart Microsoft Windows Defender

 C.

Configure the forward proxy to block 40.90.23.154

 D.

Disable local administrator privileges on the endpoints

Answer

C
Explanation

The first immediate action in an active incident iscontainment.Blocking the IP address
(40.90.23.154)at the network edge prevents further communication with the malicious
external server. Disabling PowerShell or removing local admin privileges are valid
hardening steps, but containment by network control is the highest priority during an
active compromise to stop data exfiltration or further command and control activity.

[Reference:CompTIA SecurityX CAS-005, Domain 2.0: Apply incident response techniques
focusing on immediate containment actions., , , , , ]

Questions # 26:



Page 31 of 118

Within a SCADA a business needs access to the historian server in order together metric about
the functionality of the environment. Which of the following actions should be taken to address
this requirement?

Options:

 A.

Isolating the historian server for connections only from The SCADA environment

 B.

Publishing the C$ share from SCADA to the enterprise

 C.

Deploying a screened subnet between 11 and SCADA

 D.

Adding the business workstations to the SCADA domain

Answer

A
Explanation

The best action to address the requirement of accessing the historian server within a
SCADA system is to isolate the historian server for connections only from the
SCADAenvironment. Here’s why:

Security and Isolation: Isolating the historian server ensures that only authorized devices
within the SCADA environment can connect to it. This minimizes the attack surface and
protects sensitive data from unauthorized access.

Access Control: By restricting access to the historian server to only SCADA devices, the
organization can better control and monitor interactions, ensuring that only legitimate
queries and data retrievals occur.

Best Practices for Critical Infrastructure: Following the principle of least privilege, isolating
critical components like the historian server is a standard practice in securing SCADA
systems, reducing the risk of cyberattacks.

[References:, CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl,
NIST Special Publication 800-82: Guide to Industrial Control Systems (ICS) Security, ISA/IEC
62443 Standards: Security for Industrial Automation and Control Systems, , , , , ]
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Questions # 27:

A security analyst is reviewing the following code in the public repository for potential risk
concerns:

typescript

CopyEdit

include bouncycastle-1.4.jar;

include jquery-2.0.2.jar;

public static void main() {...}

public static void territory() { ... }

public static void state() { ... }

public static String code = "init";

public static String access_token = "spat-hfeiw-sogur-werdb-werib";

Which of the following should the security analyst recommend first to remediate the
vulnerability?

Options:

 A.

Developing role-based security awareness training

 B.

Revoking the secret used in the solution

 C.

Purging code from public view

 D.

Scanning the application with SAST

Answer

B
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Explanation

The code snippet exposes a hardcoded access token in a public repository. According to
SecurityX CAS-005 secure coding best practices, the immediate action must be to revoke
the exposed secret to prevent unauthorized access.

Removing the code from public view without revoking the token leaves the secret
still usable by any attacker who has already seen or copied it.

SAST scanning would detect the issue but not mitigate it immediately.

Security awareness training is a long-term prevention measure but does not fix the
immediate exposure.Revoking the secret first stops ongoing exploitation, after which
the code can be removed, and preventative measures can be implemented.

Questions # 28:

A company wants to implement hardware security key authentication for accessing sensitive
information systems The goal is to prevent unauthorized users from gaining access with a
stolen password Which of the following models should the company implement to b«st solve
this issue?

Options:

 A.

Rule based

 B.

Time-based

 C.

Role based

 D.

Context-based

Answer

D
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Explanation

Context-based authentication enhances traditional security methods by incorporating
additional layers of information about the user's current environment and behavior. This
can include factors such as the user's location, the time of access, the device used, and
the behavior patterns. It is particularly useful in preventing unauthorized access even if an
attacker has obtained a valid password.

Rule-based (A) focuses on predefined rules and is less flexible in adapting to dynamic
threats.

Time-based (B) authentication considers the time factor but doesn't provide
comprehensive protection against stolen credentials.

Role-based (C) is more about access control based on the user's role within the
organization rather than authenticating the user based on current context.

By implementing context-based authentication, the company can ensure that even if a
password is compromised, the additional contextual factors required for access (which an
attacker is unlikely to possess) provide a robust defense mechanism.

[References:, CompTIA SecurityX guide on authentication models and best practices., NIST
guidelines on authentication and identity proofing., Analysis of multi-factor and adaptive
authentication techniques., , , , , , ]

Questions # 29:

Which of the following security risks should be considered as an organization reduces cost and
increases availability of services by adopting serverless computing?

Options:

 A.

Level of control and influence governments have over cloud service providers

 B.

Type of virtualization or emulation technology used in the provisioning of services

 C.

Vertical scalability of the infrastructure underpinning the serverless offerings

 D.

Use of third-party monitoring of service provisioning and configurations
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Answer

A
Explanation

In serverless computing, organizations rely heavily on CSPs to manage the infrastructure,
runtime, and scaling. A key risk is thelevel of control and influence governments have over
CSPs, potentially affecting availability, access, or confidentiality of hosted services due to
legal orders or government actions. Concerns about virtualization technologies, scalability,
or third-party monitoring are valid but less critical compared to the overarching legal and
control risks tied to CSP reliance.

[Reference:CompTIA SecurityX CAS-005, Domain 4.0: Understand the legal and regulatory
impacts and risks of adopting third-party serverless solutions., , , , , ]

Questions # 30:

Protected company data was recently exfiltrated. The SOC did not find any indication of a
network or outside physical intrusion, and the DLP systems reported no unusual activity. The
incident response team determined a text file was encrypted and reviews the following log
excerpt:

Which of the following is the most appropriate action for the team to take?

Options:

 A.

Review the email security settings for proper configurations.

 B.
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Investigate whether the employee had access to the data that was leaked.

 C.

Scan attachments with a third-party virus scan to independently confirm the results.

 D.

Analyze the hardware for undetected supply chain vulnerabilities that may have been
exploited.

Answer

B

Questions # 31:

A cloud engineer wants to configure mail security protocols to support email authenticity and
enable the flow of email security information to a third-party platform for further analysis.
Which of the following must be configured to achieve these requirements? (Select two).

Options:

 A.

DMARC

 B.

DKIM

 C.

TLS

 D.

SPF

 E.

DNSSEC

 F.

MX
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Answer

A, B
Explanation

To support email authenticity and enable analysis by a third-party platform, the protocols
must verify the sender’s identity and provide metadata for inspection. According to the
CompTIA SecurityX CAS-005 study guide (Domain 3: Cybersecurity Technology, 3.2):

DMARC (Domain-based Message Authentication, Reporting, and Conformance):DMARC
builds on SPF and DKIM to enforce policies for email authenticity and provides reporting
mechanisms to share authentication results with third parties for analysis.

DKIM (DomainKeys Identified Mail):DKIM adds a cryptographic signature to emails,
allowing recipients to verify the sender’s domain and ensure the email’s integrity.

These two protocols are essential for authenticity and reporting.

Option C (TLS):TLS ensures encryption during transmission but does not address
authenticity or reporting.

Option D (SPF):SPF verifies sender IP addresses but lacks reporting capabilities without
DMARC.

Option E (DNSSEC):DNSSEC secures DNS queries but is not specific to email authenticity.

Option F (MX):MX records define mail servers, not authenticity or reporting.

[Reference:, CompTIA SecurityX CAS-005 Official Study Guide, Domain 3: Cybersecurity
Technology, Section 3.2: "Configure email security protocols, including DMARC and DKIM.",
CAS-005 Exam Objectives, 3.2: "Implement technologies for email security and
authenticity.", , , , ]

Questions # 32:

An administrator reviews the following log and determines the root cause of a site-to-site
tunnel failure:

Which of the following actions should the administrator take to most effectively correct the
failure?
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Options:

 A.

Enable perfect forward secrecy on the remote peer.

 B.

Update the cipher suites configured for use on the server side.

 C.

Add a new subnet as a permitted initiator.

 D.

Disable IKE version 1 and run IKE version 2.

Answer

C

Questions # 33:

A security analyst is reviewing a SIEM and generates the following report:

Later, the incident response team notices an attack was executed on the VM001 host. Which
of the following should the security analyst do to enhance the alerting process on the SIEM
platform?

Options:

 A.

Include the EDR solution on the SIEM as a new log source.
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 B.

Perform a log correlation on the SIEM solution.

 C.

Improve parsing of data on the SIEM.

 D.

Create a new rule set to detect malware.

Answer

B
Explanation

The SIEM already contains multiple events that, if correlated, would have indicated an
active attack sequence on VM001—such as denied connections, IPS alerts, malware
detection, and then an allowed connection. CAS-005 Security Operations objectives
emphasize log correlation as a way to enhance detection by linking related events across
different time stamps and data sources into a single, higher-confidence alert.

Option A (adding EDR logs) could add visibility but does not address the need to
connect existing events for earlier detection.

Option C (improving parsing) ensures readability but does not create actionable
alerts.

Option D (creating a new malware detection rule) is redundant since malware
detection already appeared in logs; the issue was the lack of correlation to act on it
in time.

By correlating IDS, IPS, firewall, and malware detection logs, the SIEM can raise a higher-
priority alert before the attack is completed.

Questions # 34:

During a recentsecurity event, access from thenon-production environment to the production
environmentenabledunauthorized usersto:

Installunapproved software

Makeunplanned configuration changes
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During theinvestigation, the following findings were identified:

Several new users were added in bulkby theIAM team

Additionalfirewalls and routerswere recently added

Vulnerability assessmentshave been disabled formore than 30 days

Theapplication allow listhas not been modified intwo weeks

Logs were unavailablefor various types of traffic

Endpoints have not been patchedinover ten days

Which of the following actions would most likely need to be taken toensure proper
monitoring?(Select two)

Options:

 A.

Disable bulk user creationsby the IAM team

 B.

Extend log retention for all security and network devices to180 daysfor all traffic

 C.

Review the application allow listdaily

 D.

Routinely update allendpoints and network devicesas soon as new patches/hot fixes are
available

 E.

Ensure allnetwork and security devicesare sending relevant data to theSIEM

 F.

Configure firewall rules toonly allow production-to-non-productiontraffic

Answer

A, D, E
Explanation

Understanding the Security Event:
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Unauthorized usersgained access from non-production to production.

IAM policies were weak, allowingbulk user creation.

Vulnerability assessments were disabled, andpatching was delayed.

Logs were unavailable, making incident response difficult.

Why Options A, D, and E areCorrect:

A (Disable bulk user creation by IAM team)→ Prevents unauthorized mass user account
creation, which could beexploited by attackers.

D (Routine updates for endpoints & network devices)→ Patch management
ensuresvulnerabilities are not left open for attackers.

E (Ensure all security/network devices send logs to SIEM)→ Helps withreal-time monitoring
and detection of unauthorized activities.

Why Other Options Are Incorrect:

B (180-day log retention)→ While log retention is good,real-time monitoring is the priority.

C (Review application allow list daily)→ Reviewing itdaily is impractical. Regular audits are
better.

F (Restrict production-to-non-production traffic)→ The issue isunauthorized access, not
traffic routing.

[Reference:, CompTIA SecurityX CAS-005 Official Study Guide:IAM, Patch Management &
SIEM Logging Best Practices, NIST 800-53 (AC-2, AU-12):Audit Logging & Access Control, , ,
, , , ]

Questions # 35:

An organization is deploying a new data lake that will centralize records from several
applications. During the design phase, the security architect identifies the following
requirements:

• The sensitivity levels of the data is different.

• The data must be accessed through stateless API calls after authentication.

• Different users will have access to different data sets.

Which of the following should the architect implement to best meet these requirements?
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Options:

 A.

Directory services

 B.

802.1X with EAP-TLS

 C.

OpenID Connect

 D.

CASB

Answer

C

Questions # 36:

After several companies in the financial industry were affected by a similar incident, they
shared information about threat intelligence and the malware used for exploitation. Which of
the following should the companies do to best indicate whether the attacks are being
conducted by the same actor?

Options:

 A.

Apply code stylometry.

 B.

Look for common IOCs.

 C.

Use IOC extractions.

 D.

Leverage malware detonation.
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Answer

A
Explanation

Determining if attacks are from the same actor requires unique attribution. Let’s analyze:

A. Code stylometry:Analyzes coding style to identify authorship, the best method for
linking malware to a specific actor per CAS-005’s threat intelligence focus.

B. Common IOCs:Indicates similar attacks but not necessarily the same actor.

C. IOCextractions:Similar to B, lacks specificity for attribution.

[Reference:CompTIA SecurityX (CAS-005) objectives, Domain 2: Security Operations,
covering threat intelligence., , , , , , , , , , , , ]

Questions # 37:

A security engineer needs to create multiple servers in a company's private cloud. The servers
should have a virtual network infrastructure that supports connectivity, as well as security
configurations applied using predefined templates. Which of the following is the best option for
the security engineer to consider for the deployment?

Options:

 A.

Installing a container orchestration solution locally, configuring the infrastructure, and cloning
the solution

 B.

Creating templates on the cloud provider marketplace and modeling the solution using those
templates

 C.

Using Terraform to implement an infrastructure as code model with the existing private cloud
solution

 D.

Integrating the cloud provider API to the CI/CD pipeline model used by the company
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Answer

C

Questions # 38:

A security architect is troubleshooting an issue with an OIDC implementation. The architect
reviews the following configuration and errors:

Error: Invalid authentication request code

Which of the following is the most likely cause of the error?

Options:

 A.

The redirect-url parameter is not in the allowed list of redirect hosts in the configuration.

 B.

Introspection is not enabled within the OIDC code implementation.

 C.

The encoding of the URL parameters on the proxy system is failing.

 D.

The state parameter is being reused within the authentication challenge.

 E.

OAuth 2.0 was unable to verify the lack of an interception attack.
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Answer

A

Questions # 39:

A company lined an email service provider called my-email.com to deliver company emails.
The company stalled having several issues during the migration. A security engineer is
troubleshooting and observes the following configuration snippet:

Which of the following should the security engineer modify to fix the issue? (Select two).

Options:

 A.

The email CNAME record must be changed to a type A record pointing to 192.168.111

 B.

The TXT record must be Changed to "v=dmarc ip4:192.168.1.10 include:my-email.com -all"

 C.

The srvo1 A record must be changed to a type CNAME record pointing to the email server

 D.

The email CNAMErecord must be changed to a type A record pointing to 192.168.1.10

 E.

The TXT record must be changed to "v=dkim ip4:l92.168.1.11 include my-email.com -ell"

 F.

The TXT record must be Changed to "v=dkim ip4:192.168.1.10 include:email-all"

 G.

The srv01 A record must be changed to a type CNAME record pointing to the web01 server
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Answer

B, D
Explanation

The security engineer should modify the following to fix the email migration issues:

Email CNAME Record: The email CNAME record must be changed to a type A record
pointing to 192.168.1.10. This is because CNAME records should not be used where an IP
address (A record) is required. Changing it to an A record ensures direct pointing to the
correct IP.

TXT Record for DMARC: The TXT record must be changed to "v=dmarc ip4:192.168.1.10
include

com -all". This ensures proper configuration of DMARC (Domain-based Message
Authentication, Reporting & Conformance) to include the correct IP address and the email
service provider domain.

DMARC: Ensuring the DMARC record is correctly set up helps in preventing email spoofing
and phishing, aligning with email security best practices.

[References:, CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl,
RFC 7489: Domain-based Message Authentication, Reporting & Conformance (DMARC),
NIST Special Publication 800-45: Guidelines on Electronic Mail Security, , , , , , ]

Questions # 40:

A security architect must make sure that the least number of services as possible is exposed
in order to limit an adversary's ability to access the systems. Which of the following should the
architect do first?

Options:

 A.

Enforce Secure Boot.

 B.

Performattack surface reduction.

 C.

Disable third-party integrations.

 D.
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Limit access to the systems.

Answer

B
Explanation

Attack surface reductionfocuses on minimizingunnecessary services, open ports, and
vulnerabilities, reducing the exposure to potential adversaries. This aligns withzero trust
and least privilege principles.

Secure Boot (A)helps ensure system integrity but does not minimize exposed services.

Disabling third-party integrations (C)may help, but broader attack surface reduction is the
best first step.

Limiting access (D)is important but does not directly reduce exposed services.

[Reference:CompTIA SecurityX (CAS-005) Exam Objectives- Domain 2.0 (Security
Architecture), Section onAttack Surface Management and Reduction, , , , ]

Questions # 41:

A building camera is remotely accessed and disabled from the remote console application
during off-hours. A security analyst reviews the following logs:

A security architect is onboarding a new EDR agent on servers that traditionally do not have
internet access. In order for the agent to receive updates and report back to the management
console, some changes must be made. Which of the following should the architect do to best
accomplish this requirement? (Select two).

Options:

 A.
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Create a firewall rule to only allow traffic from the subnet to the internet via a proxy.

 B.

Configure a proxy policy that blocks all traffic on port 443.

 C.

Configure a proxy policy that allows only fully qualified domain names needed to communicate
to a portal.

 D.

Create a firewall rule to only allow traffic from the subnet to the internet via port 443.

 E.

Create a firewall rule to only allow traffic from the subnet to the internet to fully qualified
names that are not identified as malicious by the firewall vendor.

 F.

Configure a proxy policy that blocks only lists of known-bad, fully qualified domain names.

Answer

A, C
Explanation

SecurityX CAS-005 endpoint security and network control objectives emphasize least
privilege network access.

Creating a firewall rule to allow outbound traffic only via a proxy (A) ensures
centralized inspection and control.

Configuring the proxy to allow only the required FQDNs for EDR management
communication (C) limits exposure to necessary destinations.Options D and E allow
broader access than necessary, and B would block required communications entirely.
F relies on blocklists instead of allowlists, which is less secure for high-assurance
environments.

Questions # 42:

While reviewing recent modem reports, a security officer discovers that several employees
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were contacted by the same individual who impersonated a recruiter. Which of the following
best describes this type of correlation?

Options:

 A.

Spear-phishing campaign

 B.

Threat modeling

 C.

Red team assessment

 D.

Attack pattern analysis

Answer

A
Explanation

The situation where several employees were contacted by the same individual
impersonating a recruiter best describes aspear-phishing campaign. Here’s why:

Targeted Approach: Spear-phishing involves targeting specific individuals within an
organization with personalized and convincing messages to trick them into divulging
sensitive information or performing actions that compromise security.

Impersonation: The use of impersonation, in this case, a recruiter, is a common tactic in
spear-phishing to gain the trust of the targeted individuals and increase the likelihood of a
successful attack.

Correlated Contacts: The fact that several employees were contacted by the same
individual suggests a coordinated effort to breach the organization’s security by targeting
multiple points of entry through social engineering.

[References:, CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl,
NIST Special Publication 800-61: Computer Security Incident Handling Guide, OWASP
Phishing Cheat Sheet, , , , , ]

Questions # 43:
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Which of the following includes best practices for validating perimeter firewall configurations?

Options:

 A.

CIS controls

 B.

MITRE ATT&CK

 C.

NIST CSF

 D.

ISO 27001

Answer

A
Explanation

The Center for Internet Security (CIS) Controls provide prescriptive best practices for
validating and securing perimeter firewalls. These controls are specifically designed to
offer detailed, actionable steps that organizations can follow to ensure firewall rules are
configured properly, access is restricted to least privilege, and unnecessary services are
disabled. CIS benchmarks also provide specific configuration guidance for different
vendors, making them highly practical for real-world implementation and validation.

MITRE ATT&CK (B) is a framework for adversary tactics, techniques, and procedures,
valuable for threat modeling but not a direct standard for firewall validation. NIST CSF (C)
provides a high-level framework for cybersecurity risk management but lacks specific
configuration guidance for firewalls. ISO 27001 (D) defines an information security
management system (ISMS) framework, focusing on governance and certification rather
than hands-on configuration best practices.

Therefore, the CIS Controls and Benchmarks represent the most direct and practical
resource for validating firewall configurations in line with recognized industry best
practices.

Questions # 44:



Page 51 of 118

A company wants to invest in research capabilities with the goal to operationalize the research
output. Which of the following is the best option for a security architect to recommend?

Options:

 A.

Dark web monitoring

 B.

Threat intelligence platform

 C.

Honeypots

 D.

Continuous adversary emulation

Answer

B
Explanation

Investing in a threat intelligence platform is the best option for a company looking to
operationalize research output. A threat intelligence platform helps in collecting,
processing, and analyzing threat data to provide actionable insights. These platforms
integrate data from various sources, including dark web monitoring, honeypots, and other
security tools, to offer a comprehensive view of the threat landscape.

Why a Threat Intelligence Platform?

Data Integration: It consolidates data from multiple sources, including dark web
monitoring and honeypots, making it easier to analyze and derive actionableinsights.

Actionable Insights: Provides real-time alerts and reports on potential threats, helping the
organization take proactive measures.

Operational Efficiency: Streamlines the process of threat detection and response, allowing
the security team to focus on critical issues.

Research and Development: Facilitates the operationalization of research output by
providing a platform for continuous monitoring and analysis of emerging threats.

Other options, while valuable, do not offer the same level of integration and



Page 52 of 118

operationalization capabilities:

A. Dark web monitoring: Useful for specific threat intelligence but lacks comprehensive
operationalization.

C. Honeypots: Effective for detecting and analyzing specific attack vectors but not for
broader threat intelligence.

D. Continuous adversary emulation: Important for testing defenses but not for integrating
and operationalizing threat intelligence.

[References:, CompTIA SecurityX Study Guide, "Threat Intelligence Platforms," Gartner
Research, NIST Special Publication 800-150, "Guide to Cyber Threat Information Sharing", ,
, , , , ]

Questions # 45:

Previously intercepted communications must remain secure even if a current encryption key is
compromised in the future. Which of the following best supports this requirement?

Options:

 A.

Tokenization

 B.

Key stretching

 C.

Forward secrecy

 D.

Simultaneous authentication of equals

Answer

C
Explanation

Forward secrecy (FS) ensures that past encrypted data remains secure even if encryption
keys are compromised in the future. Itgenerates ephemeral session keys that are not
reused.
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Other options:

A (Tokenization) replaces sensitive data with tokens but does not prevent key
compromise.

B (Key stretching) makes brute-force attacks harder but does not ensure secrecy after
compromise.

D (Simultaneous Authentication of Equals – SAE) is used in WPA3 but is not related to past
communication security.

[Reference: CASP+ CAS-005 – Cryptographic Concepts and Key Management, , , , , , ]

Questions # 46:

Which of the following best explains the business requirement a healthcare provider fulfills by
encrypting patient data at rest?

Options:

 A.

Securing data transfer between hospitals

 B.

Providing for non-repudiation of data

 C.

Reducing liability from identity theft

 D.

Protecting privacy while supporting portability

Answer

D
Explanation

Encrypting patient data at rest ensures that sensitive information is protected from
unauthorized access, thereby maintaining patient privacy. Additionally, encryption
supports data portability by allowing secure transfer and storage of data across different
systems and devices without compromising confidentiality. This practice is crucial for
healthcare providers to comply with regulations such as the Health Insurance Portability
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and Accountability Act (HIPAA), which mandates the protection of patient information.​

[Reference:CompTIA SecurityX CAS-005 Official Study Guide, Chapter 11: "Data Security,"
Section 11.3: "Data Encryption and Protection Mechanisms.", , , , , , ]

Questions # 47:

A company reduced its staff 60 days ago, and applications are now starting to fail. The
security analyst is investigating to determine if there is malicious intent for the application
failures. The security analyst reviews the following logs:

22:03:50 sshd[21502]: Success login for user01 from 192.168.2.5

22:10:00 sshd[21502]: Failed login for user10 from 192.168.2.5

22:11:40 sshd[21502]: Success login for user07 from 192.168.2.58

22:12:00 sshd[21502]: Failed login for user10 from 192.168.2.5

22:13:00 sshd[21502]: Failed login for user10 from 192.168.2.5

22:13:00 sshd[21502]: Success login for user03 from 192.168.2.27

22:13:00 sshd[21502]: Failed login for user10 from 192.168.2.5

Which of the following is the most likely reason for the application failures?

Options:

 A.

The user’s account was set as a service account.

 B.

The user's home directory was deleted.

 C.

The user does not have sudo access.

 D.

The root password has been changed.
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Answer

B
Explanation

The logs indicate multiple failed login attempts for user10, who may have been part of the
staff reduction 60 days prior. If user10's account was removed, and their home directory
deleted, any applications or services relying on files or configurations within that directory
would fail. This scenario is common when service accounts are not properly identified and
preserved during staff reductions.

Ensuring that service accounts are documented and maintained separately from user
accounts is essential to prevent unintended disruptions to applications and services.

[Reference: CompTIA SecurityX CAS-005 Exam Objectives, Domain 3.1: "Given a scenario,
troubleshoot common issues with identity and access management (IAM) components in
an enterprise environment.", , , , , , ]

Questions # 48:

Third partiesnotified a company's security team about vulnerabilities in the company's
application. The security team determined these vulnerabilities were previously disclosed in
third-party libraries. Which of the following solutions best addresses the reported
vulnerabilities?

Options:

 A.

Using laC to include the newest dependencies

 B.

Creating a bug bounty program

 C.

Implementing a continuous security assessment program

 D.

Integrating a SASI tool as part of the pipeline
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Answer

D
Explanation

The best solution to address reported vulnerabilities in third-party libraries is integrating a
Static Application Security Testing (SAST) tool as part of the development pipeline. Here’s
why:

Early Detection: SAST tools analyze source code for vulnerabilities before the code is
compiled. This allows developers to identify and fix security issues early in the
development process.

Continuous Security: By integrating SAST tools into the CI/CD pipeline, the organization
ensures continuous security assessment of the codebase, including third-party libraries,
with each code commit and build.

Comprehensive Analysis: SAST tools provide a detailed analysis of the code, identifying
potential vulnerabilities in both proprietary code and third-party dependencies, ensuring
that known issues in libraries are addressed promptly.

[References:, CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl,
OWASP Static Analysis Security Testing (SAST) Cheat Sheet, NIST Special Publication
800-53: Security and Privacy Controls for Information Systems and Organizations, , , , , ]

Questions # 49:

A security administrator is reviewing the following code snippet from a website component:

A review of the inc.tmp file shows the following:

Which of the following is most likely the reason for inaccuracies?

Options:

 A.

A content management solution plug-in has been exploited.

 B.



Page 57 of 118

A search engine's bots are being blocked at the firewall.

 C.

The relevant stylesheet has become corrupted.

 D.

The WAF is configured to be in transparent mode.

Answer

A
Explanation

The code indicates that a WordPress (CMS) plug-in has likely been exploited. The function
get_hex_cache() combines obfuscated PHP code (hex2bin) with external file retrieval
(inc.tmp). This is characteristic of malicious plug-in injections in content management
systems such as WordPress, where attackers inject backdoors or malicious scripts through
vulnerable plug-ins.

Option B (search engine bots blocked) and C (corrupted stylesheet) would not explain
injected PHP logic. Option D (WAF in transparent mode) reduces security controls but does
not create malicious functions inside the CMS code.

The presence of obfuscated data in inc.tmp strongly suggests tampering. Exploited CMS
plug-ins are a common initial access vector, often used to hide persistent malware or web
shells.

This aligns with CAS-005 objectives on secure coding, monitoring for tampering, and
conducting regular code reviews of third-party dependencies.

Questions # 50:

A subcontractor develops safety critical avionics software for a major aircraft manufacturer.
After an incident, a third-party investigator recommends the company begin to employ formal
methods in the development life cycle. Which of the following findings from the investigation
most directly supports the investigator's recommendation?

Options:

 A.

The system's bill of materials failed to include commercial and open-source libraries.
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 B.

The company lacks dynamic and Interactive application security testing standards.

 C.

The codebase lacks traceability to functional and non-functional requirements.

 D.

The implemented software inefficiently manages compute and memory resources.

Answer

C
Explanation

Formal methods in software engineering use mathematically based specifications to
ensure system correctness, safety, and compliance with requirements. SecurityX CAS-005
stresses the importance of traceability between code and both functional and non-
functional requirements for high-assurance systems like avionics. A lack of traceability
means it is impossible to verify that the implementation meets all required safety and
performance standards—exactly what formal methods address.

Questions # 51:

After an incident occurred, a team reported during the lessons-learned review that the team.

* Lost important Information for further analysis.

* Did not utilize the chain of communication

* Did not follow the right steps for a proper response

Which of the following solutions is the best way to address these findinds?

Options:

 A.

Requestingbudget for better forensic tools to Improve technical capabilities for Incident
response operations

 B.
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Building playbooks for different scenarios and performing regular table-top exercises

 C.

Requiring professional incident response certifications tor each new team member

 D.

Publishing the incident response policy and enforcing it as part of the security awareness
program

Answer

B
Explanation

Building playbooks for different scenarios and performing regular table-top exercises
directly addresses the issues identified in the lessons-learned review. Here's why:

Lost important information for further analysis: Playbooks outline step-by-step procedures
for incident response, ensuring that team members know exactly what to document and
how to preserve evidence.

Did not utilize the chain of communication: Playbooks include communication protocols,
specifying who to notify and when. Regular table-top exercises reinforce these
communication channels, ensuring they are followed during actual incidents.

Did not follow the right steps for a proper response: Playbooks provide a clear sequence of
actions to be taken during various types of incidents, helping the team to respond in a
structured and effective manner. Regular exercises allow the team to practice these steps,
identifying and correcting any deviations from the plan.

Investing in better forensic tools (Option A) or requiring certifications (Option C) are also
valuable, but they do not directly address the procedural and communication gaps
identified. Publishing and enforcing the incident response policy (Option D) is important
but not as practical and hands-on as playbooks and exercises in ensuring the team is
prepared.

[References:, CompTIA Security+ Study Guide, NIST SP 800-61 Rev. 2, "Computer Security
Incident Handling Guide", SANS Institute, "Incident Handler's Handbook", , , , , ]

Questions # 52:

A security analyst is developing a threat model that focuses on attacks associated with the
organization's storage products. The products:
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• Are used in commercial and government user environments

• Are required to comply with crypto-export requirements

• Include both hardware and software components that are developed by external vendors in
Europe and Asia

Which of the following are the most important for the analyst to consider when developing the
model? (Select two).

Options:

 A.

Contractual obligations

 B.

Legal hold obligations

 C.

Trust boundaries

 D.

Cloud services enumeration

 E.

Supply chain access

 F.

Homomorphic encryption usage

Answer

C, E
Explanation

The most critical considerations are trust boundaries (C) and supply chain access (E). Trust
boundaries define where sensitive data crosses between systems or organizations,
requiring strict cryptographic protections—especially important in government and
commercial environments subject to crypto-export controls.

Supply chain access is also critical because hardware and software are sourced from
external vendors. If suppliers are compromised, attackers could introduce malicious code,
backdoors, or tampered firmware, endangering customers worldwide.
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Option A (contractual obligations) and B (legal hold) are compliance-related but not direct
security threats. Option D (cloud services enumeration) is irrelevant unless the storage is
cloud-based. Option F (homomorphic encryption) is an advanced technology but not
required for base threat modeling.

CAS-005 highlights modeling adversary capabilities at trust boundaries and accounting for
supply chain risks, making C and E the most important.

Questions # 53:

After an incident response exercise, a security administrator reviews the following table:

Which of the following should the administrator do to beat support rapid incident response in
the future?

Options:

 A.

Automate alerting to IT support for phone system outages.

 B.

Enable dashboards for service status monitoring

 C.

Send emails for failed log-In attempts on the public website

 D.

Configure automated Isolation of human resources systems

Answer

B
Explanation
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Enabling dashboards for service status monitoring is the best action to support rapid
incident response. The table shows various services with different risk, criticality, and alert
severity ratings. To ensure timely and effective incident response, real-time visibility into
the status of these services is crucial.

Why Dashboards for Service Status Monitoring?

Real-time Visibility: Dashboards provide an at-a-glance view of the current status of all
critical services, enabling rapid detection of issues.

CentralizedMonitoring: A single platform to monitor the status of multiple services helps
streamline incident response efforts.

Proactive Alerting: Dashboards can be configured to show alerts and anomalies
immediately, ensuring that incidents are addressed as soon as they arise.

Improved Decision Making: Real-time data helps incident response teams make informed
decisions quickly, reducing downtime and mitigating impact.

Other options, while useful, do not offer the same level of comprehensive, real-time
visibility and proactive alerting:

A. Automate alerting to IT support for phone system outages: This addresses one service
but does not provide a holistic view.

C. Send emails for failed log-in attempts on the public website: This is a specific alert for
one type of issue and does not cover all services.

D. Configure automated isolation of human resources systems: This is a reactive measure
for a specific service and does not provide real-time status monitoring.

[References:, CompTIA SecurityX Study Guide, NIST Special Publication 800-61 Revision 2,
"Computer Security Incident Handling Guide", "Best Practices for Implementing
Dashboards," Gartner Research, , , , , , ]

Questions # 54:

An auditor is reviewing the logs from a web application to determine the source of an incident.
The web application architecture includes an internet-accessible application load balancer, a
number of web servers in a private subnet, application servers, and one database server in a
tiered configuration. The application load balancer cannot store the logs. The following are
sample log snippets:

Web server logs:

192.168.1.10 - - [24/Oct/2020 11:24:34 +05:00] "GET /bin/bash" HTTP/1.1" 200 453
Safari/536.36

192.168.1.10 - - [24/Oct/2020 11:24:35 +05:00] "GET / HTTP/1.1" 200 453 Safari/536.36
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Application server logs:

24/Oct/2020 11:24:34 +05:00 - 192.168.2.11 - request does not match a known local user.
Querying DB

24/Oct/2020 11:24:35 +05:00 - 192.168.2.12 - root path. Begin processing

Database server logs:

24/Oct/2020 11:24:34 +05:00 [Warning] 'option read_buffer_size1 unassigned value 0
adjusted to 2048

24/Oct/2020 11:24:35 +05:00 [Warning] CA certificate ca.pem is self-signed.

Which of the following should the auditor recommend to ensure future incidents can be traced
back to the sources?

Options:

 A.

Enable the X-Forwarded-For header at the load balancer.

 B.

Install a software-based HIDS on the application servers.

 C.

Install a certificate signed by a trusted CA.

 D.

Use stored procedures on the database server.

 E.

Store the value of the $_SERVER['REMOTE_ADDR'] received by the web servers.

Answer

A
Explanation

The issue is tracing the original source of requests in a tiered architecture with a load
balancer. The web server logs show internal IPs (192.168.1.10), not the external client IPs,
because the load balancer forwards requests without preserving the source. Enabling
theX-Forwarded-Forheader on the load balancer adds the client’s original IP to the HTTP
request headers, allowing downstream servers to log it. This ensures traceability without



Page 64 of 118

altering the architecture significantly.

Option A:Correct—X-Forwarded-For is the standard solution for preserving client IPs
through load balancers.

Option B:A Host-based Intrusion Detection System (HIDS) detects anomalies but doesn’t
address IP traceability.

Option C:A trusted CA certificate fixes the self-signed warning but is unrelated to source
tracking.

Option D:Stored procedures improve database security but don’t help with IP logging.

Option E:Storing $_SERVER['REMOTE_ADDR'] captures the loadbalancer’s IP, not the
client’s, unless X-Forwarded-For is enabled.

[Reference:CompTIA SecurityX CAS-005 Domain 4: Cybersecurity Operations – Log
Analysis and Incident Investigation., , , , ]

Questions # 55:

A financial technology firm works collaboratively with business partners in the industry to
share threat intelligence within a central platform This collaboration gives partner
organizations the ability to obtain and share data associated with emerging threats from a
variety of adversaries Which of the following should the organization most likely leverage to
facilitate this activity? (Select two).

Options:

 A.

CWPP

 B.

YAKA

 C.

ATTACK

 D.

STIX

 E.

TAXII
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 F.

JTAG

Answer

D, E
Explanation

D. STIX (Structured Threat Information eXpression): STIX is a standardized language for
representing threat information in a structured and machine-readable format. It facilitates
the sharing ofthreat intelligence by ensuring that data is consistent and can be easily
understood by all parties involved.

E. TAXII (Trusted Automated eXchange of Indicator Information): TAXII is a transport
mechanism that enables the sharing of cyber threat information over a secure and trusted
network. It works in conjunction with STIX to automate the exchange of threat intelligence
among organizations.

Other options:

A. CWPP (Cloud Workload Protection Platform): This focuses on securing cloud workloads
and is not directly related to threat intelligence sharing.

B. YARA: YARA is used for malware research and identifying patterns in files, but it is not a
platform for sharing threat intelligence.

C. ATT&CK: This is a knowledge base of adversary tactics andtechniques but does not
facilitate the sharing of threat intelligence data.

F. JTAG: JTAG is a standard for testing and debugging integrated circuits, not related to
threat intelligence.

[References:, CompTIA Security+ Study Guide, "STIX and TAXII: The Backbone of Threat
Intelligence Sharing" by MITRE, NIST SP 800-150, "Guide to Cyber Threat Information
Sharing", , , , , ]

Questions # 56:

An incident response analyst finds the following content inside of a log file that was collected
from a compromised server:

.2308464678 ... whoami ..... su2032829%72%322/// ...... /etc/passwd ....
2087031731467478432 ...

$6490/90/./ ..< XML ?.. .... nty.
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Which of the following is the best action to prevent future compromise?

Options:

 A.

Blocking the processing of external files by forwarding them to another server for processing

 B.

Implementing an allow list for all text boxes throughout the web application

 C.

Filtering inserted characters for all user inputs and allowing only ASCII characters

 D.

Improving file-parsing capabilities to stop external entities from executing commands

Answer

D

Questions # 57:

A company's SICM Is continuously reporting false positives and false negatives The security
operations team has Implemented configuration changes to troubleshoot possible reporting
errors Which of the following sources of information best supports the required analysts
process? (Select two).

Options:

 A.

Third-party reports and logs

 B.

Trends

 C.

Dashboards

 D.



Page 67 of 118

Alert failures

 E.

Network traffic summaries

 F.

Manual review processes

Answer

A, B
Explanation

When dealing with false positives and false negatives reported by a Security Information
and Event Management (SIEM) system, the goal is to enhance the accuracy of the alerts
and ensure that actual threats are identified correctly. The following sources of
information best support the analysis process:

A. Third-party reports and logs: Utilizing external sources of information such as threat
intelligence reports, vendor logs, and other third-party data can provide a broader
perspective on potential threats. These sources often contain valuable insights and
context that can help correlate events more accurately, reducing the likelihood of false
positives and false negatives.

B. Trends: Analyzing trends over time can help inunderstanding patterns and anomalies in
the data. By observing trends, the security team can distinguish between normal and
abnormal behavior, which aids in fine-tuning the SIEM configurations to better detect true
positives and reduce false alerts.

Other options such as dashboards, alert failures, network traffic summaries, and manual
review processes are also useful but are more operational rather than foundational for
understanding the root causes of reporting errors in SIEM configurations.

[References:, CompTIA SecurityX Study Guide: Emphasizes the importance of leveraging
external threat intelligence and historical trends for accurate threat detection., NIST
Special Publication 800-92, "Guide to Computer Security Log Management": Highlights
best practices for log management, including the use of third-party sources and trend
analysis to improve incident detection., "Security Information and Event Management
(SIEM) Implementation" by David Miller: Discusses the use of external intelligence and
trends to enhance SIEM accuracy., , , , , , ]

Questions # 58:

An organization is required to
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* Respond to internal andexternal inquiries in a timely manner

* Provide transparency.

* Comply with regulatory requirements

The organization has not experienced any reportable breaches but wants to be prepared if a
breach occurs in the future. Which of the following is the best way for the organization to
prepare?

Options:

 A.

Outsourcing the handling of necessary regulatory filing to an external consultant

 B.

Integrating automated response mechanisms into the data subject access request process

 C.

Developing communication templates that have been vetted by internal and external counsel

 D.

Conducting lessons-learned activities and integrating observations into the crisis management
plan

Answer

C
Explanation

Preparing communication templates that have been vetted by both internal and external
counsel ensures that the organization can respond quickly and effectively to internal and
external inquiries, comply with regulatory requirements, and provide transparency in the
event of a breach.

Why Communication Templates?

Timely Response: Pre-prepared templates ensure that responses are ready to be deployed
quickly, reducing response time.

Regulatory Compliance: Templates vetted by counsel ensure that all communications
meet legal and regulatory requirements.

Consistent Messaging: Ensures that all responses are consistent, clear, and accurate,
maintaining the organization’s credibility.
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Crisis Management: Pre-prepared templates are a critical component of a broader crisis
management plan, ensuring that all stakeholders are informed appropriately.

Other options, while useful, do not provide the same level of preparedness and
compliance:

A. Outsourcing to an external consultant: This may delay response times and lose internal
control over the communication.

B. Integrating automated response mechanisms: Useful for efficiency but not for ensuring
compliant and vetted responses.

D. Conducting lessons-learned activities: Important for improving processes but does not
provide immediate preparedness for communication.

[References:, CompTIA SecurityX Study Guide, NIST Special Publication 800-61 Revision 2,
"Computer Security Incident Handling Guide", ISO/IEC 27002:2013, "Information
technology — Security techniques — Code of practice for information security controls", , ,
, , , ]

Questions # 59:

A security engineer wants to reduce the attack surface of a public-facing containerized
application Which of the following will best reduce the application's privilege escalation attack
surface?

Options:

 A.

Implementing the following commands in the Dockerfile:RUN echo
user:x:1000:1000iuser:/home/user:/dew/null > /ete/passwd

 B.

Installing an EDR on the container's host with reporting configured to log to a centralized SIFM
and Implementing the followingalerting rules TF PBOCESS_USEB=rooC ALERT_TYPE=critical

 C.

Designing a muiticontainer solution, with one set of containers that runs the mam application,
and another set oi containers that perform automatic remediation by replacing compromised
containers or disabling compromised accounts

 D.

Running the container in an isolated network and placing a load balancer in a public-facing
network. Adding the following ACL to the load balancer:PZRKZI HTTES from 0-0.0.0.0/0 pert
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443

Answer

A
Explanation

Implementing the given commands in the Dockerfile ensures that the container runs with
non-root user privileges. Running applications as a non-root user reduces the risk of
privilege escalation attacks because even if anattacker compromises the application, they
would have limited privileges and would not be able to perform actions that require root
access.

A. Implementing the following commands in the Dockerfile: This directly addresses the
privilege escalation attack surface by ensuring the application does not run with elevated
privileges.

B. Installing an EDR on the container's host: While useful for detecting threats, this does
not reduce the privilege escalation attack surface within the containerized application.

C.Designing a multi-container solution: While beneficial for modularity and remediation, it
does not specifically address privilege escalation.

D. Running the container in an isolated network: This improves network security but does
not directly reduce the privilege escalation attack surface.

[References:, CompTIA Security+ Study Guide, Docker documentation on security best
practices, NIST SP 800-190, "Application Container Security Guide", , , , , , ]

Questions # 60:

During a security review for the CI/CD process, a security engineer discovers the following
information in a testing repository from the company:
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Which of the following options is the best countermeasure to prevent this issue in the future?

Options:

 A.

Performing an application penetration test over the testing environment before moving to
production

 B.

Changing the repository technology to avoid inclusion of confidential information

 C.

Automating the upload process of code to the repository and improving the software
development life cycle

 D.

Using a secrets management platform to share and manage confidential information

Answer

D

Questions # 61:

During an incident response activity, the response team collected some artifacts from a
compromised server, but the following information is missing:

• Source of the malicious files

• Initial attack vector

• Lateral movement activities

The next step in the playbook is to reconstruct a timeline. Which of the following best supports
this effort?

Options:

 A.

Executing decompilation of binary files
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 B.

Analyzing all network routes and connections

 C.

Performing primary memory analysis

 D.

Collecting operational system logs and storage disk data

Answer

D

Questions # 62:

Company A acquired Company B. During an audit, a security engineer found Company B's
environment was inadequately patched. In response, Company A placed a firewall between
the two environments until Company B's infrastructure could be integrated into Company A's
security program. Which of the following risk-handling techniques was used?

Options:

 A.

Accept

 B.

Avoid

 C.

Transfer

 D.

Mitigate

Answer

D
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Explanation

Risk mitigation involves taking actions to reduce either the likelihood or impact of a threat.
By implementing a firewall between the two environments, Company A is minimizing the
risk of threats from Company B impacting its own systems. Accepting the risk would
involve taking no action, avoiding it would mean terminating activities with Company B,
and transferring would involve outsourcing the risk, none of which occurred here.

[Reference:CompTIA SecurityX CAS-005, Domain 1.0: Apply appropriate risk response
techniques to identified risks., , , , , ]

Questions # 63:

After remote desktop capabilities were deployed in the environment, various vulnerabilities
were noticed.

• Exfiltration of intellectual property

• Unencrypted files

• Weak user passwords

Which of the following is the best way to mitigate these vulnerabilities? (Select two).

Options:

 A.

Implementing data loss prevention

 B.

Deploying file integrity monitoring

 C.

Restricting access to critical file services only

 D.

Deployingdirectory-based group policies

 E.

Enabling modem authentication that supports MFA

 F.
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Implementing a version control system

 G.

Implementing a CMDB platform

Answer

A, E
Explanation

To mitigate the identified vulnerabilities, the followingsolutions are most appropriate:

A. Implementing data loss prevention (DLP): DLP solutions help prevent the unauthorized
transfer of data outside the organization. This directly addresses the exfiltration of
intellectual property by monitoring, detecting, and blocking sensitive data transfers.

E. Enabling modern authentication that supports Multi-Factor Authentication (MFA): This
significantly enhances security by requiring additional verification methods beyond just
passwords. It addresses the issue of weak user passwords by making it much harder for
unauthorized users to gain access, even if they obtain the password.

Other options, while useful in specific contexts, do not address all the vulnerabilities
mentioned:

B. Deploying file integrity monitoring helps detect changes to files but does not prevent
data exfiltration or address weak passwords.

C. Restricting access to critical file services improves security but is not comprehensive
enough to mitigate all identified vulnerabilities.

D. Deploying directory-based group policies can enforce security policies but might not
directly prevent data exfiltration or ensure strong authentication.

F. Implementing a version control system helps manage changes to files but is not a
security measure for preventing the identified vulnerabilities.

G. Implementing a CMDB platform (Configuration Management Database) helps manage IT
assets but does not address the specific security issues mentioned.

[References:, CompTIA Security+ Study Guide, NIST SP 800-53 Rev. 5, "Security and
Privacy Controls for Information Systems and Organizations", CIS Controls, "Control 13:
Data Protection" and "Control 16: Account Monitoring and Control", , , , , ]

Questions # 64:
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An organization is increasing its focus on training that addresses new social engineering and
phishing attacks. Which of the following is the organization most concerned about?

Options:

 A.

Meeting existing regulatory compliance

 B.

Overreliance on AI support bots

 C.

Generative AI tools increasing the quality of exploits

 D.

Differential analysis using AI models

Answer

C
Explanation

The organization is most concerned about Generative AI improving phishing and social
engineering attacks. Tools like ChatGPT can generate highly convincing phishing emails,
fake websites, and human-like interactions that bypass traditional detection methods.
Employees who were trained to spot poor grammar or obvious scams may now struggle to
detect AI-crafted exploits.

Option A relates to compliance but not AI-driven threats. Option B (overreliance on AI
bots) is operational risk, not phishing. Option D (differential analysis) applies to AI privacy
issues, not phishing.

CAS-005 emphasizes adapting training to emerging threats, including AI-enabled social
engineering. This ensures users remain resilient against modern attacks, making C the
correct answer.

Questions # 65:

Which of the following key management practices ensures that an encryption key is
maintained within the organization?
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Options:

 A.

Encrypting using a key stored in an on-premises hardware security module

 B.

Encrypting using server-side encryption capabilities provided by the cloud provider

 C.

Encrypting using encryption and key storage systems provided by the cloud provider

 D.

Encrypting using a key escrow process for storage of the encryption key

Answer

A
Explanation

Step by Step Explanation:

Understanding the Scenario: The question is about ensuring that an organization retains
control over its encryption keys. It focuses on different key storage and management
methods.

Analyzing the Answer Choices:

A. Encrypting using a key stored in an on-premises hardware security module (HSM): This
is thebest option for maintaining complete control over encryption keys. An HSM is a
dedicated, tamper-resistant hardware device specifically designed for secure key storage
and cryptographic operations. Storing keys on-premises within an HSM ensures the
organization has exclusive access.

[Reference: HSMs are a core component of strong key management practices, often
discussed in CASP+ material related to cryptography and data protection., B. Encrypting
using server-side encryption capabilities provided by the cloud provider: With server-side
encryption, the cloud provider typically manages the encryption keys. This means the
organization is relinquishing some control over the keys., C. Encrypting using encryption
and key storage systems provided by the cloud provider: Similar to option B, using cloud-
provider-managed key storage systems means the organization doesn't have full,
exclusive control over the keys., D. Encrypting using a key escrow process for storage of
the encryption key: Key escrow involves entrusting a third party with a copy of the
encryption key. This introduces a potential security risk, as the organization no longer has
sole control over the key. Also, the key is not maintained within the organization.,
Reference: Key escrow is sometimes used for data recovery, but it's generally not
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recommended for maintaining the highest level of security and control over encryption
keys. This is relevant to CASP+ discussions on risk assessment and key management best
practices., Why A is the Correct Answer:, Control: On-premises HSMs provide the highest
level of control over encryption keys. The organization has physical and logical control
over the HSM and the keys stored within it., Security: HSMs are designed to be tamper-
resistant and protect keys from unauthorized access, even if the surrounding systems are
compromised., Compliance: In some industries, regulatory requirements may mandate
that organizations maintain direct control over their encryption keys. On-premises HSMs
can help meet these requirements., CASP+ Relevance: HSMs, key management, and data
encryption are fundamental topics in CASP+. The exam emphasizes understanding the
security implications of different key management approaches., Elaboration on Key
Management Principles:, Key LifecycleManagement: Proper key management involves
managing the entire lifecycle of a key, from generation and storage to rotation and
destruction., Separation of Duties: It's generally a good practice to separate the roles of
key management and data encryption to enhance security., Access Control: Strict access
controls should be in place to limit who can access and use encryption keys., In
conclusion, using an on-premises HSM for key storage is the best way to ensure that an
organization maintains control over its encryption keys. It provides the highest level of
security and control, aligning with best practices in cryptography and key management as
emphasized in the CASP+ exam objectives., =================, , , , ]

Questions # 66:

An organization recently implemented a new email DLP solution. Emails sent from company
email addresses to matching personal email addresses generated a large number of alerts,
but the content of the emails did not include company data. The security team needs to
reduce the number of emails sent without blocking all emails to common personal email
services. Which of the following should the security team implement first?

Options:

 A.

Automatically quarantine outgoing email.

 B.

Create an acceptable use policy.

 C.

Enforce email encryption standards.

 D.

Perform security awareness training focusing on phishing.
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Answer

B
Explanation

Anacceptable use policy (AUP)defines what is considered appropriate use of corporate
email and prevents unnecessary emails to personal accounts. This helps in reducing false
DLP alerts while maintaining compliance.

Quarantining emails (A)is unnecessary since the content was not flagged as sensitive.

Encryption (C)secures emails but does not address overuse.

Phishing awareness training (D)is unrelated to policy enforcement for outgoing emails.

[Reference:CompTIA SecurityX (CAS-005) Exam Objectives- Domain 1.0(Governance, Risk,
and Compliance), Section onSecurity and Reporting Frameworks, , , , ]

Questions # 67:

During DAST scanning, applications are consistently reporting code defects in open-source
libraries that were used to build web applications. Most of the code defects are from using
libraries with known vulnerabilities. The code defects are causing product deployment delays.
Which of the following is the best way to uncover these issues earlier in the life cycle?

Options:

 A.

Directing application logs to the SIEM for continuous monitoring

 B.

Modifying the WAF policies to block against known vulnerabilities

 C.

Completing an IAST scan against the web application

 D.

Using a software dependency management solution
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Answer

D
Explanation

SecurityX CAS-005 exam content emphasizes integrating security into the SDLC and using
automated tools to identify vulnerabilities early.

Software dependency management solutions track and analyze libraries and
components for known vulnerabilities before deployment, using vulnerability
databases such as NVD or OSS Index.

IAST scanning still requires the application to be running and may detect issues later.

WAF policies help block attacks in production but do not prevent vulnerable code
from being deployed.

SIEM monitoring is reactive and identifies issues after they occur.By detecting
vulnerable dependencies early, software dependency management solutions prevent
late-stage deployment delays and reduce security risk.

Questions # 68:

A company has the following requirements for a cloud-based web application:

• Must authenticate customers

• Must prevent data exposure

• Must allow customer access to data throughout the cloud environment

• Must restrict access by specific regions

Which of the following solutions best addresses these security requirements?

Options:

 A.

Applying role-based access controls and configuring geolocation policies

 B.

Replicating the data in each customer environment
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 C.

Hosting the data regionally and providing each customer with a unique link

 D.

Moving to a cloud provider that operates only in one specific region

Answer

A
Explanation

The best way to address these requirements is to apply Role-Based Access Controls
(RBAC) combined with geolocation policies. RBAC ensures that customers are
authenticated and authorized to access only the data they are entitled to, thereby
minimizing data exposure risks. At the same time, geolocation policies enforce restrictions
on which regions customers can access data from, helping with compliance requirements
such as GDPR or regional sovereignty laws.

Option B (replicating data in each customer environment) is inefficient, expensive, and
introduces additional risks related to data sprawl. Option C (regional hosting with unique
links) complicates access management and does not inherently prevent exposure or
enforce strong authentication. Option D (restricting to a single region provider) removes
flexibility and may conflict with customer needs for global access.

Therefore, implementing RBAC along with geolocation controls provides fine-grained
access management, ensures compliance, prevents unnecessary data exposure, and is
scalable for a global cloud environment.

Questions # 69:

An organization plans to deploy new software. The project manager compiles a list of roles
that will be involved in different phases of the deployment life cycle. Which of the following
should the project manager use to track these roles?

Options:

 A.

CMDB

 B.

Recall tree
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 C.

ITIL

 D.

RACI matrix

Answer

D
Explanation

RACI matrix(Responsible, Accountable, Consulted, Informed) is used for role mapping
across the project lifecycle.

CMDB is a configuration inventory; ITIL is a framework. Recall trees are for disaster
recovery/business continuity.

FromCAS-005, Domain 1: Security Governance and Compliance:

“The RACI matrix is essential in role assignment and accountability for software
development and operational processes.”

[Reference:CAS-005 Official Guide, Chapter 3: Governance Frameworks, pg. 78–79, , , , , , ]

Questions # 70:

During a forensic review of a cybersecurity incident, a security engineer collected a portion of
the payload used by an attacker on a comprised web server Given the following portion of the
code:

Which of the following best describes this incident?

Options:

 A.

XSRF attack

 B.

Command injection
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 C.

Stored XSS

 D.

SQL injection

Answer

C
Explanation

The provided code snippet shows a script that captures the user's cookies and sends them
to a remote server. This type of attack is characteristic of Cross-Site Scripting (XSS),
specifically stored XSS, where the malicious script is stored on the target server (e.g., in a
database) and executed in the context of users who visit the infected web page.

A. XSRF (Cross-Site Request Forgery) attack: This involves tricking the user into
performing actions on a different site without their knowledge but does not involve
stealing cookies via script injection.

B. Command injection: This involves executing arbitrary commands on the host operating
system, which is not relevant to the given JavaScript code.

C. Stored XSS: The provided code snippet matches the pattern of a stored XSS attack,
where the script is injected into a web page, and when users visit the page, the script
executes and sends theuser's cookies to the attacker's server.

D. SQL injection: This involves injecting malicious SQL queries into the database and is
unrelated to the given JavaScript code.

[References:, CompTIA Security+ Study Guide, OWASP (Open Web Application
SecurityProject) guidelines on XSS, "The Web Application Hacker's Handbook" by Dafydd
Stuttard and Marcus Pinto, , , , , , ]

Questions # 71:

Consultants for a company learn that customs agents at foreign border crossings are
demanding device inspections. The company wants to:

• Minimize the risk to its data by storing its most sensitive data inside of a security container.

• Obfuscate containerized data on command.

Which of the following technologies is the best way to accomplish this goal?
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Options:

 A.

SED

 B.

eFuse

 C.

UEFI

 D.

vTPM

 E.

MicroSD HSM

Answer

A
Explanation

The best solution is to use Self-Encrypting Drives (SEDs). SEDs automatically encrypt all
data stored on the disk and can be rapidly sanitized or obfuscated by deleting or altering
the encryption keys. This provides immediate and secure protection if customs agents
demand device access, as the sensitive data inside containers becomes unreadable
without the decryption key.

Option B (eFuse) and C (UEFI) are hardware mechanisms unrelated to dynamic data
protection. Option D (vTPM) provides virtualized key storage but does not obfuscate data
quickly under inspection conditions. Option E (MicroSD HSM) is useful for key storage but
does not protect all data at scale.

CAS-005 highlights hardware-based encryption solutions like SEDs for protecting sensitive
data during travel, ensuring both regulatory compliance and rapid response capabilities
under hostile conditions.

Questions # 72:

After a cybersecurity incident, a security analyst was able to collect a binary that the attacker
used on the compromised server. Then the analyst ran the following command:
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Which of the following options describes what the analyst is trying to do?

Options:

 A.

To reconstruct the timeline of commands executed by the binary

 B.

To extract loCs from the binary used on the attack

 C.

To replicate the attack in a secure environment

Answer

B
Explanation

The strings utility extracts human-readable text from binary files. Security analysts use it
to identify Indicators of Compromise (IoCs) such as URLs, IP addresses, filenames, and
commands embedded in the malware.

Option A (reconstructing timeline) would require event logs or forensic timeline tools.

Option C (replicating the attack) involves execution in a sandbox, not static string
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extraction.

Questions # 73:

A security analyst received a report that an internal web page is down after a company-wide
update to the web browser Given the following error message:

Which of the following is the b«« way to fix this issue?

Options:

 A.

Rewriting any legacy web functions

 B.

Disabling all deprecated ciphers

 C.

Blocking all non-essential pons

 D.

Discontinuing the use of self-signed certificates

Answer

D
Explanation

The error message"NET::ERR_CERT_WEAK_SIGNATURE_ALGORITHM" indicates that the
web browser is rejecting the certificate because it uses a weak signature algorithm. This
commonly happens with self-signed certificates, which often use outdated or insecure
algorithms.

Why Discontinue Self-Signed Certificates?

Security Compliance: Modern browsers enforce strict security standards and may reject
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certificates that do not comply with these standards.

Trusted Certificates: Using certificates from a trusted Certificate Authority (CA) ensures
compliance with security standards and is less likely to be flagged as insecure.

Weak Signature Algorithm: Self-signed certificates might use weak algorithms like MD5 or
SHA-1, which are considered insecure.

Other options do not address the specific cause of the certificate error:

A. Rewriting legacy web functions: Does not address the certificate issue.

B. Disabling deprecated ciphers: Useful for improving security but not related to the
certificate error.

C. Blocking non-essential ports: This is unrelated to the issue of certificate validation.

[References:, CompTIA SecurityX Study Guide, "Managing SSL/TLS Certificates," OWASP,
"Best Practices for Certificate Management," NIST Special Publication 800-57, , , , , , ]

Questions # 74:

A security analyst wants to use lessons learned from a poor incident response to reduce dwell
lime in the future The analyst is using the following data points

Which of the following would the analyst most likely recommend?

Options:

 A.

Adjusting the SIEM to alert on attempts to visit phishing sites

 B.

Allowing TRACE method traffic to enable better log correlation

 C.

Enabling alerting on all suspicious administrator behavior
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 D.

utilizing allow lists on the WAF for all users using GFT methods

Answer

C
Explanation

In the context of improving incident response and reducing dwell time, the security
analyst needs to focus on proactive measures that can quickly detect and alert on
potential security breaches. Here’s a detailed analysis of the options provided:

A. Adjusting the SIEM to alert on attempts to visit phishing sites: While this is a useful
measure to prevent phishing attacks, it primarily addresses external threats and doesn’t
directly impact dwell time reduction, which focuses on the time a threat remains
undetected within a network.

B. Allowing TRACE method traffic to enable better log correlation: The TRACE method in
HTTP is used for debugging purposes, but enabling it can introduce security
vulnerabilities. It’s not typically recommended for enhancing security monitoring or
incident response.

C. Enabling alerting on all suspicious administrator behavior: This option directly targets
the potential misuse of administrator accounts, which are often high-value targets for
attackers. By monitoring and alerting on suspicious activities from admin accounts, the
organization can quickly identify and respond to potential breaches, thereby reducing
dwell time significantly. Suspicious behavior could include unusual login times, access to
sensitive data not usually accessed by the admin, or any deviation from normal behavior
patterns. This proactive monitoring is crucial for quick detection and response, aligning
well with best practices in incident response.

D. Utilizing allow lists on the WAF for all users using GET methods: This measure is aimed
at restricting access based on allowed lists, which can be effective in preventing
unauthorized access but doesn’t specifically address the need for quick detection and
response to internal threats.

[References:, CompTIA SecurityX Study Guide: Emphasizes the importance of monitoring
and alerting on admin activities as part of a robust incident response plan., NIST Special
Publication 800-61 Revision 2,"Computer Security Incident Handling Guide": Highlights
best practices for incident response, including the importance of detecting and responding
to suspicious activities quickly., "Incident Response & Computer Forensics" by Jason T.
Luttgens, Matthew Pepe, and Kevin Mandia: Discusses techniques for reducing dwell time
through effective monitoring and alerting mechanisms, particularly focusing on privileged
account activities., By focusing on enabling alerting for suspicious administrator behavior,
the security analyst addresses a critical area that can help reduce the time a threat goes
undetected, thereby improving the overall security posture of the organization., Top of
Form, Bottom of Form, , , , , ]
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Questions # 75:

A systems administrator needs to identify new attacks that could be carried out against the
environment. The administrator plans to proactively seek out and observe new attacks. Which
of the following is the best way to accomplish this goal?

Options:

 A.

Configuring an IPS

 B.

Implementing sandboxing

 C.

Scanning for IoCs

 D.

Deploying a honeypot

Answer

D
Explanation

According to SecurityX CAS-005 threat intelligence and testing objectives, a honeypot is a
decoy system designed to lure attackers, allowing security teams to observe new tactics,
techniques, and procedures (TTPs) in a controlled environment.

An IPS is designed to block known attacks but not discover new ones.

Sandboxing is useful for analyzing suspicious files or malware samples but not for
attracting live, unknown attack attempts.

Scanning for IoCs detects known compromise indicators, not new, emerging
attacks.A honeypot directly supports proactive attack discovery and analysis.

Questions # 76:
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A security architect wants to develop abaseline of security configurations These configurations
automatically will be utilized machine is created Which of the following technologies should
the security architect deploy to accomplish this goal?

Options:

 A.

Short

 B.

GASB

 C.

Ansible

 D.

CMDB

Answer

C
Explanation

To develop a baseline of security configurations that will be automatically utilized when a
machine is created, the security architect should deploy Ansible. Here’s why:

Automation: Ansible is an automation tool that allows for the configuration, management,
and deployment of applications and systems. It ensures that security configurations are
consistently applied across all new machines.

Scalability: Ansible can scale to manage thousands of machines, making it suitable for
large enterprises that need to maintain consistent security configurations across their
infrastructure.

Compliance: By using Ansible, organizations can enforce compliance with security policies
and standards, ensuring that all systems are configured according to best practices.

[References:, CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl,
Ansible Documentation: Best Practices, NIST Special Publication 800-40: Guide to
Enterprise Patch Management Technologies, , , , , , ]
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Questions # 77:

A developer makes a small change to a resource allocation module on a popular social media
website and causes a memory leak. During a peak utilization period, several web servers
crash, causing the website to go offline. Which of the following testing techniques is the most
efficient way to prevent this from reoccurring?

Options:

 A.

Load

 B.

Smoke

 C.

Regression

 D.

Canary

Answer

C
Explanation

Step-by-Step Explanation:

Regression testing ensures that new changes do not break existing functionality. It would
have identified the memory leak before deployment, preventing downtime.

Questions # 78:

A user tried to access a web page at http://10.1.1.1. Previously the web page did not require
authentication, and now the browser is prompting for credentials. Which of the following
actions would best prevent the issue from reoccurring and reduce the likelihood of credential
exposure?
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Options:

 A.

Implementing 802.1x EAP-TTLS on access points to reduce the risk of evil twins

 B.

Transitioning internal services to use DNS security

 C.

Modifying web server configuration and utilizing X509 certificates for authentication

 D.

Installing new rules for the IDS to detect impersonation attacks

Answer

C
Explanation

Using X.509 certificates for authentication with HTTPS encrypts credentials in transit and
provides server identity verification. In SecurityX CAS-005 objectives, securing internal
web services with TLS and mutual authentication is a primary method to reduce credential
interception or reuse.

802.1X EAP-TTLS is for network access control, not web authentication.

DNS security (DNSSEC) ensures DNS integrity, not web session encryption.

IDS rules help detect, but not prevent, credential exposure.

Questions # 79:

An organization must provide access to its internal system data. The organization requires
that this access complies with the following:

Access must be automated.

Data confidentiality must be preserved.

Access must be authenticated.
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Data must be preprocessed before it is retrieved.

Which of the following actions should the organization take to meet these requirements?

Options:

 A.

Configure a reverse proxy to protect the data.

 B.

Implement an on-demand VPN connection.

 C.

Deploy an API gateway protected with access tokens.

 D.

Continually publish all relevant data to a CDN.

Answer

C

Questions # 80:

An endpoint security engineer finds that a newly acquired company has a variety of non-
standard applications running and no defined ownership for those applications. The engineer
needs to find a solution thatrestricts malicious programs and software from running in that
environment, while allowing the non-standard applications to function without interruption.
Which of the following application control configurations should the engineer apply?

Options:

 A.

Deny list

 B.

Allow list

 C.
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Audit mode

 D.

MAC list

Answer

C
Explanation

Step-by-Step Explanation:

Option A: Deny list

Deny lists block specific applications or processes identified as malicious.

This approach is reactive and mayinadvertently block the non-standard applications that
are currently in use without proper ownership.

Option B: Allow list

Allow lists permit only pre-approved applications to run.

While secure, this approach requires defining all non-standard applications, which may
disrupt operations in an environment where ownership is unclear.

Option C: Audit mode

Correct Answer.

Audit mode allows monitoring and logging of applications without enforcing restrictions.

This is ideal in environments with non-standard applications and undefined ownership
because it enables the engineer to observe the environment and gradually implement
control without interruption.

Audit mode provides critical visibility into the software landscape, ensuring that necessary
applications remain functional.

Option D: MAC list

Mandatory Access Control (MAC) lists restrict access based on classification and clearance
levels.

This does not align with application control objectives in this context.

CompTIA CASP+ Study Guide - Chapters on Endpoint Security and Application Control.

CASP+ Objective 2.4: Implement appropriate security controls for enterprise endpoints.
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Questions # 81:

A company’s internal network is experiencing a security breach, and the threat actor is still
active. Due to business requirements, users in this environment are allowed to utilize multiple
machines at the same time. Given the following log snippet:

Which of the following accounts should a security analyst disable to best contain the incident
without impacting valid users?

Options:

 A.

user-a

 B.

user-b

 C.

user-c

 D.

user-d

Answer

C
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Explanation

Useruser-cis showinganomalous behavior across multiple machines, attempting to run
administrative tools such as cmd.exe and appwiz.CPL, which are commonly used by
attackers for system modification. The activity pattern suggests a lateral movement
attempt, potentially indicating a compromised account.

user-a (A)anduser-b (B)attempted to run applications but only on one machine, suggesting
less likelihood of compromise.

user-d (D)was blocked running cmd.com, but user-c’s pattern is more consistent with an
attack technique.

[Reference:CompTIA SecurityX (CAS-005) Exam Objectives- Domain 4.0 (Security
Operations), Section onThreat Intelligence and Indicators of Attack, , , , ]

Questions # 82:

A security administrator is performing a gap assessment against a specific OS benchmark The
benchmark requires the following configurations be applied to endpoints:

• Full disk encryption

* Host-based firewall

• Time synchronization

* Password policies

• Application allow listing

* Zero Trust application access

Which of the following solutions best addresses the requirements? (Select two).

Options:

 A.

CASB

 B.

SBoM

 C.

SCAP
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 D.

SASE

 E.

HIDS

Answer

C, D
Explanation

To address the specific OS benchmark configurations, the following solutions are most
appropriate:

C. SCAP (Security Content Automation Protocol): SCAP helps in automating vulnerability
management and policy compliance, including configurations like full disk encryption,
host-based firewalls, and password policies.

D. SASE (Secure Access Service Edge): SASE provides a framework for Zero Trust network
access and application allow listing, ensuring secure and compliant access to applications
and data.

These solutions together cover the comprehensive security requirements specified in the
OS benchmark, ensuring a robust security posture for endpoints.

[References:, CompTIA SecurityX Study Guide: Discusses SCAP and SASE as part of
security configuration management and Zero Trust architectures., NIST Special Publication
800-126, "The Technical Specification for the Security Content Automation Protocol
(SCAP)": Details SCAP's role in security automation., "Zero Trust Networks: Building Secure
Systems in Untrusted Networks" by Evan Gilman and Doug Barth: Covers the principles of
Zero Trust and how SASE can implement them., By implementing SCAP and SASE, the
organization ensures that all the specified security configurations are applied and
maintainedeffectively., , , , , ]

Questions # 83:

A recent security audit identified multiple endpoints have the following vulnerabilities:

• Various unsecured open ports

• Active accounts for terminated personnel

• Endpoint protection software with legacy versions
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• Overly permissive access rules

Which of the following would best mitigate these risks? (Select three).

Options:

 A.

Local drive encryption

 B.

Secure boot

 C.

Address space layout randomization

 D.

Unneeded services disabled

 E.

Patching

 F.

Logging

 G.

Removal of unused accounts

Answer

D, E, G
Explanation

Disabling unneeded servicesreduces the attack surface by closing open
ports.Patchingensures that endpoint protection software and operating systems are up-to-
date, reducing vulnerability exposure.Removing unused accountseliminates access paths
for malicious users exploiting dormant accounts. Secure boot, BIOS passwords, and drive
encryption are important, but they address different layers of security than the
vulnerabilities listed.

[Reference:CompTIA SecurityX CAS-005, Domain 2.0: Apply system hardening techniques
to endpoint security issues., ===========, , , ]
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Questions # 84:

A manufacturing plant is updating its IT services. During discussions, the senior management
team created the following list of considerations:

• Staff turnover is high and seasonal.

• Extreme conditions often damage endpoints.

• Losses from downtime must be minimized.

• Regulatory data retention requirements exist.

Which of the following best addresses the considerations?

Options:

 A.

Establishing further environmental controls to limit equipment damage

 B.

Using a non-persistent virtual desktop interface with thin clients

 C.

Deploying redundant file servers and configuring database journaling

 D.

Maintaining an inventory of spare endpoints for rapid deployment

Answer

B
Explanation

The best solution is to use a non-persistent virtual desktop infrastructure (VDI) with thin
clients (B). Thin clients are inexpensive, easy to replace, and resilient in harsh
environments where traditional endpoints may be damaged. With non-persistent VDI,
employee desktops are virtualized and reset to a clean state after logout, reducing risks
from turnover, malware persistence, or user misconfiguration. Centralized management
ensures consistent patching and security updates while minimizing downtime, since
damaged thin clients can be swapped quickly with minimal disruption.

Option A (environmental controls) may reduce equipment damage but does not address



Page 99 of 118

turnover or regulatory retention requirements. Option C (redundant servers and
journaling) improves data integrity but does not solve endpoint-related risks or staffing
issues. Option D (maintaining spare endpoints) mitigates hardware failures but still relies
on managing and configuring full systems, which is inefficient for high-turnover
environments.

CAS-005 emphasizes virtualization and centralization strategies in environments where
operational resilience, rapid recovery, and compliance are critical. Non-persistent VDI with
thin clients provides the most comprehensive solution here.

Questions # 85:

A financial services organization is using Al lo fully automate the process of deciding client
loan rates Which of the following should the organization be most concerned about from a
privacy perspective?

Options:

 A.

Model explainability

 B.

Credential Theft

 C.

Possible prompt Injections

 D.

Exposure to social engineering

Answer

A
Explanation

When using AI to fully automate the process of deciding client loan rates, the primary
concern from a privacy perspective is model explainability.

Why Model Explainability is Critical:

Transparency: It ensures that the decision-making process of the AI model can be
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understood and explained to stakeholders, including clients.

Accountability: Helps in identifying biases and errors in the model, ensuring that the AI is
making fair and unbiased decisions.

Regulatory Compliance: Various regulations require that decisions, especially those
affecting individuals' financial status, can be explained and justified.

Trust: Builds trust among users and stakeholders by demonstrating that the AI decisions
are transparent and justifiable.

Other options, such ascredential theft, prompt injections, and social engineering, are
significant concerns but do not directly address the privacy and fairness implications of
automated decision-making.

[References:, CompTIA SecurityX Study Guide, "The Importance ofExplainability in AI,"
IEEE Xplore, GDPR Article 22, "Automated Individual Decision-Making, Including Profiling", ,
, , , , ]

Questions # 86:

A company discovers intellectual property data on commonly known collaboration web
applications that allow the use of slide templates. The systems administrator is reviewing the
configurations of each tool to determine how to prevent this issue. The following security
solutions are deployed:

CASB

SASE

WAF

EDR

Firewall

IDS

SIEM

DLP endpoints

Which of the following should the administrator do to address the issue?

Options:

 A.
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Enable blocking for all WAF policies.

 B.

Enforce a policy to block unauthorized web applications within CASB.

 C.

Create an alert within the SIEM for outgoing network traffic to the suspected website.

 D.

Configure DLP endpoints to block sensitive data to removable storage.

Answer

B

Questions # 87:

A global organization is reviewing potential vendors to outsource a critical payroll function.
Each vendor's plan includes using local resources in multiple regions to ensure compliance
with all regulations. The organization's Chief Information Security Officer is conducting a risk
assessment on the potential outsourcing vendors' subprocessors. Which of the following best
explains the need for this risk assessment?

Options:

 A.

Risk mitigations must be more comprehensive than the existing payroll provider.

 B.

Due care must be exercised during all procurement activities.

 C.

The responsibility of protecting PII remains with the organization.

 D.

Specific regulatory requirements must be met in each jurisdiction.
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Answer

C
Explanation

Per SecurityX CAS-005 GRC principles, outsourcing a function does not transfer
accountability for protecting personally identifiable information (PII). While subprocessors
handle data, the originating organization remains responsible under most data protection
laws and frameworks (e.g., GDPR, CCPA).

Due care in procurement (option B) is important, but it is a supporting concept, not
the primary driver in this context.

Jurisdictional compliance (option D) is a requirement, but the underlying reason for
risk assessment is that accountability for PII protection remains with the
organization.

Questions # 88:

A security analyst is troubleshooting the reason a specific user is having difficulty accessing
company resources The analyst reviews the following information:

Which of the following is most likely the cause of the issue?

Options:

 A.

The local network access has been configured tobypass MFA requirements.

 B.

A network geolocation is being misidentified by the authentication server

 C.

Administrator access from an alternate location is blocked by company policy
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 D.

Several users have not configured their mobile devices toreceive OTP codes

Answer

B
Explanation

The table shows that the user "SALES1" is consistently blocked despite having met the
MFA requirements. The common factor in these blocked attempts is the source IP address
(8.11.4.16) being identified as from Germany while the user is assigned to France. This
discrepancy suggests that the network geolocation is being misidentified by the
authentication server, causing legitimate access attempts to be blocked.

Why Network Geolocation Misidentification?

Geolocation Accuracy: Authentication systems often use IP geolocation to verify the
location of access attempts. Incorrect geolocation data can lead to legitimate requests
being denied if they appear to come from unexpected locations.

Security Policies: Company security policies might block access attempts from certain
locations to prevent unauthorized access. If the geolocation is wrong, legitimate users can
be inadvertently blocked.

Consistent Pattern: The user "SALES1" from the IP address 8.11.4.16 is always blocked,
indicating a consistent issue with geolocation.

Other options do not align with the pattern observed:

A. Bypass MFA requirements: MFA is satisfied, so bypassing MFA is not the issue.

C. Administrator access policy: This is about user access, not specific administrator
access.

D. OTP codes: The user has satisfied MFA, so OTP code configuration is not the issue.

[References:, CompTIA SecurityX Study Guide, "Geolocation and Authentication," NIST
Special Publication 800-63B, "IP Geolocation Accuracy," Cisco Documentation, , , , , ]

Questions # 89:

A company's help desk is experiencing a large number of calls from the finance department
slating access issues to www bank com The security operations center reviewed the following
security logs:
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Which of the following is most likely the cause of the issue?

Options:

 A.

Recursive DNS resolution is failing

 B.

The DNS record has been poisoned.

 C.

DNS traffic is being sinkholed.

 D.

The DNS was set up incorrectly.

Answer

C
Explanation

Sinkholing, or DNS sinkholing, is a method used to redirect malicious traffic to a safe
destination. This technique is often employed by security teams to prevent access to
malicious domains by substituting a benign destination IP address.

In the given logs, users from the finance department are accessing www.bank.com and
receiving HTTP status code 495. This status code is typically indicative of a client
certificate error, which can occur if the DNS traffic is being manipulated or redirected
incorrectly. The consistency in receiving the same HTTP status code across different users
suggests a systematic issue rather than an isolated incident.

Recursive DNS resolution failure (A) would generally lead to inability to resolve DNS at all,
not to a specific HTTP error.

DNS poisoning (B) could result in usersbeing directed to malicious sites, but again, would
likely result in a different set of errors or unusual activity.

Incorrect DNS setup (D) would likely cause broader resolution issues rather than targeted
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errors like the one seen here.

By reviewing the provided data, it is evident that the DNS traffic for www.bank.com is
being rerouted improperly, resulting in consistent HTTP 495 errors for the finance
department users. Hence, the most likely cause is that the DNS traffic is being sinkholed.

[References:, CompTIA SecurityX study materials on DNS security mechanisms., Standard
HTTP status codes and their implications., , , , ]

Questions # 90:

A security analyst is reviewing the following authentication logs:

Which of the following should the analyst do first?

Options:

 A.

Disable User2's account

 B.

Disable User12's account

 C.

Disable User8's account

 D.

Disable User1's account
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Answer

D
Explanation

Based on the provided authentication logs, we observe that User1's accountexperienced
multiple failed login attempts within a very short time span (at 8:01:23 AM on 12/15). This
pattern indicates a potential brute-force attack or an attempt to gain unauthorized access.
Here’s a breakdown of why disabling User1's account is the appropriate first step:

Failed Login Attempts: The logs show that User1 had four consecutive failed login
attempts:

VM01 at 8:01:23 AM

VM08 at 8:01:23 AM

VM01 at 8:01:23 AM

VM08 at 8:01:23 AM

Security Protocols and Best Practices: According to CompTIA Security+ guidelines,
multiple failed login attempts within a short timeframe should trigger an immediate
response to prevent further potential unauthorized access attempts. This typically involves
temporarily disabling the account to stop ongoing brute-force attacks.

Account Lockout Policy: Implementing an account lockout policy is a standard practice to
thwart brute-force attacks. Disabling User1's account will align with these best practices
and prevent further failed attempts, which might lead to successful unauthorized access if
not addressed.

[References:, CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl,
CompTIA Security+ Certification Exam Objectives, NIST Special Publication 800-63B:
Digital Identity Guidelines, By addressing User1's account first, we effectively mitigate the
immediate threat of a brute-force attack, ensuring that further investigation can be
conducted without the risk of unauthorized access continuing during the investigation
period., , , , , ]

Questions # 91:

After discovering that an employee is using a personal laptop to access highly confidential
data, a systems administrator must secure the company's data. Which of the following
capabilities best addresses this situation?

Options:

 A.
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OCSP stapling

 B.

CASB

 C.

SOAR

 D.

Conditional access

 E.

Package monitoring

Answer

D
Explanation

The best solution is Conditional Access (D). Conditional access policies enforce access
requirements based on contextual signals such as device compliance, user identity,
location, or risk profile. In this case, the administrator can configure conditional access to
ensure that only managed, corporate-approved devices are allowed to access confidential
data. If an employee attempts to use a personal laptop, the access request will be blocked
or redirected to a secure process (e.g., virtual desktop).

Option A (OCSP stapling) relates to certificate revocation checking and does not control
device access. Option B (CASB) provides cloud access visibility and control but is broader
and less precise than enforcing direct device-level conditional policies. Option C (SOAR)
orchestrates responses but is not primarily designed for access enforcement. Option E
(package monitoring) detects software changes but does not prevent unauthorized device
usage.

Conditional access is a core principle in Zero Trust and modern IAM, making it the best
solution for ensuring that sensitive data can only be accessed from trusted devices.

Questions # 92:

An organization recently hired a third party to audit the information security controls present
in the environment. After reviewing the audit findings, the Chief Information Security Officer
(CISO) approved the budget for an in-depth defense strategy for network security. Which of
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the following is the most likely reason the CISO approved the additional budget?

Options:

 A.

Other departments had unused budget, which was transferred to IT security

 B.

Potential customers increasingly asked for security compliance reports.

 C.

The previous network architecture contained controls that could be easily bypassed.

 D.

The auditor reported a low score on the PCI DSS self-assessment questionnaire.

Answer

C
Explanation

The most likely driver for approving additional network security budget is that the audit
revealed that the existing architecture contained security controls that could be easily
bypassed. This indicates fundamental weaknesses in defense-in-depth and suggests that
attackers could gain access to sensitive systems or data despite the presence of controls.

Option A (unused budgets) is not a strategic reason for approving security investment.
Option B (compliance reports requested by customers) may influence investment in
compliance initiatives, but it does not explain the need for an in-depth defense
architecture. Option D (PCI DSS low score) is a compliance-specific issue but would not, on
its own, drive a broad architectural budget approval unless PCI was the only focus.

Security audits often uncover systemic flaws—such as flat networks, insufficient
segmentation, or single points of failure—that create the conditions for bypassing controls.
Addressing these issues requires rearchitecting the environment, introducing layered
defenses, and strengthening monitoring capabilities, all of which demand significant
budget. Thus, option C aligns with the decision to invest in robust defense-in-depth
strategies.

Questions # 93:
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A security manager at a local hospital wants to secure patient medical records. The manager
needs to:

• Choose an access control model that clearly defines who has access to sensitive information.

• Prevent those who enter new patient information from specifying who has access to this
data.

Which of the following access control models is the best way to ensure the lowest risk of
granting unintentional access?

Options:

 A.

Rule-based

 B.

Attribute-based

 C.

Mandatory

 D.

Discretionary

Answer

C
Explanation

The best option is Mandatory Access Control (MAC). In MAC, access decisions are centrally
controlled by the system or administrators, not by individual users. This ensures that
healthcare staff who enter patient information cannot grant access to others, thereby
preventing accidental or malicious disclosure. MAC enforces strict policies based on data
sensitivity and user clearance, which aligns with compliance requirements like HIPAA.

Option A (rule-based) defines access through specific rules but is not as rigidly enforced as
MAC. Option B (attribute-based) is flexible but could still allow dynamic grants of access.
Option D (discretionary) explicitly allows users to assign access rights, which is exactly
what must be avoided in this scenario.

CAS-005 stresses using centralized, non-discretionary controls when protecting sensitive
medical data, making MAC the correct choice for hospitals.
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Questions # 94:

During a recent security event, access from the non-production environment to the production
environment enabled unauthorized users to install unapproved software and make unplanned
configuration changes. During an investigation, the following findings are identified:

• Several new users were added in bulk by the IAM team.

• Additional firewalls and routers were recently added to the network.

• Vulnerability assessments have been disabled for all devices for more than 30 days.

• The application allow list has not been modified in more than two weeks.

• Logs were unavailable for various types of traffic.

• Endpoints have not been patched in more than ten days.

Which of the following actions would most likely need to be taken to ensure proper monitoring
is in place within the organization? (Select two)

Options:

 A.

Disable bulk user creations by the IAM team.

 B.

Extend log retention for all security and network devices for 180 days for all traffic.

 C.

Review the application allow list on a daily basis to make sure it is properly configured.

 D.

Routinely update all endpoints and network devices as soon as new patches/hot fixes are
available.

 E.

Ensure all network and security devices are sending relevant data to the SIEM.

 F.

Configure rules on all firewalls to only allow traffic from the production environment to the
non-production environment.
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Answer

B, E
Explanation

The incident highlights gaps in visibility, monitoring, and log management that allowed
unauthorized access to persist undetected. The most critical corrective actions are to
extend log retention for all devices (B) and to ensure all devices are forwarding relevant
logs to the SIEM (E). Together, these steps strengthen monitoring and incident detection
capabilities by ensuring that sufficient telemetry is collected, stored, and available for
correlation and investigation.

Disabling bulk user creation (A) may reduce misuse but does not directly address
monitoring gaps. Daily review of the application allow list (C) is operationally impractical
and does not provide the breadth of monitoring needed. Routine patching (D) is essential
for security hygiene but is separate from monitoring improvements. Configuring firewall
rules (F) may reduce traffic flows but does not ensure detection or visibility of
unauthorized activity.

By prioritizing comprehensive log collection and ensuring adequate retention, the SOC can
correlate anomalies across systems, detect malicious behavior earlier, and conduct
forensic investigations effectively. This aligns with CAS-005 best practices for security
operations and continuous monitoring in hybrid environments.

Questions # 95:

A company developed a new solution that needs to track any changes to the data, and the
changes need to be quickly identified. If any changes are attempted without prior approval,
multiple events must be triggered, such as:

Raising alerts

Blocking the unapproved changes

Quickly removing access to the data

Which of the following solutions best meets these requirements?

Options:

 A.

Tracking all application logs, integrating them to the existing SIEM, flagging any changes, and
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making them visible on security dashboards

 B.

Implementing a file integrity monitoring tool and integrating it via orchestration and
automation with other security tools

 C.

Introducing more granular access controls and allowing read-only access for non-privileged
users

 D.

Configuring CASB rules, making access to the data available only to authorized personnel

Answer

B

Questions # 96:

The identity and access management team is sending logs to the SIEM for continuous
monitoring. The deployed log collector isforwarding logs to

the SIEM. However, only false positive alerts are being generated. Which of the following is the
most likely reason for the inaccurate alerts?

Options:

 A.

The compute resources are insufficient to support the SIEM

 B.

The SIEM indexes are 100 large

 C.

The data is not being properly parsed

 D.

The retention policy is not property configured
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Answer

C
Explanation

Proper parsing of data is crucial for the SIEM to accurately interpret and analyze the logs
being forwarded by the log collector. If the data is not parsed correctly, the SIEM may
misinterpret the logs, leading to false positives and inaccurate alerts. Ensuring that the log
data is correctly parsed allows the SIEM to correlate and analyze the logs effectively,
which is essential for accurate alerting and monitoring.

Questions # 97:

The material finding from a recent compliance audit indicate a company has an issue with
excessive permissions. The findings show that employees changing roles or departments
results in privilege creep. Which of the following solutions are the best ways to mitigate this
issue? (Select two).

Setting different access controls defined by business area

Options:

 A.

Implementing a role-based access policy

 B.

Designing a least-needed privilege policy

 C.

Establishing a mandatory vacation policy

 D.

Performing periodic access reviews

 E.

Requiring periodic job rotation
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Answer

A, D
Explanation

To mitigate the issue of excessive permissions and privilege creep, the best solutions are:

Implementing a Role-Based Access Policy:

Role-Based Access Control (RBAC): This policy ensures that access permissions are
granted based on the user's role within the organization, aligning with the principle of
least privilege. Users are only granted access necessary for their role, reducing the risk of
excessive permissions.

[References:, CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl,
NIST Special Publication 800-53: Security and Privacy Controls for Information Systems
and Organizations, Performing Periodic Access Reviews:, RegularAudits: Periodic access
reviews help identify and rectify instances of privilege creep by ensuring that users'
access permissions are appropriate for their current roles. These reviews can highlight
unnecessary or outdated permissions, allowing for timely adjustments., References:,
CompTIA Security+ SY0-601 Study Guide by Mike Chapple and David Seidl, ISO/IEC
27001:2013 - Information Security Management, , , , , , ]

Questions # 98:

A security analyst is reviewing the following log:

Which of the following possible events should the security analyst investigate further?

Options:

 A.

A macro that was prevented from running

 B.

A text file containing passwords that were leaked

 C.
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A malicious file that was run in this environment

 D.

A PDF that exposed sensitive information improperly

Answer

B
Explanation

Based on the log provided, the most concerning event that should be investigated further
is the presence of a text file containing passwords that were leaked. Here's why:

Sensitive Information Exposure: A text file containing passwords represents a significant
security risk, as it indicates that sensitive credentials have been exposed in plain text,
potentially leading to unauthorized access.

Immediate Threat: Password leaks can lead to immediate exploitation by attackers,
compromising user accounts and sensitive data. This requires urgent investi

Questions # 99:

While performing threat-hunting functions, an analyst is using the Diamond Model of Intrusion
Analysis. The analyst identifies the likely adversary, the infrastructure involved, and the
target. Which of the following must the threat hunter document to use the model effectively?

Options:

 A.

Knowledge

 B.

Capabilities

 C.

Phase

 D.

Methodologies
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Answer

B

Questions # 100:

Due to an infrastructure optimization plan, a company has moved from a unified architecture
to a federated architecture divided by region. Long-term employees now have a better
experience, but new employees are experiencing major performance issues when traveling
between regions. The company is reviewing the following information:

Which of the following is the most effective action to remediate the issue?



Page 117 of 118

Options:

 A.

Creating a new user entry in the affected region for the affected employee

 B.

Synchronizing all regions* user identities and ensuring ongoing synchronization

 C.

Restarting European region physical access control systems

 D.

Resyncing single sign-on application with connected security appliances

Answer

B
Explanation

In a federated environment divided by region, if user identities are not synchronized
across regions, authentication may be slow or fail when employees travel. CAS-005 IAM
guidance states that identity synchronization ensures user attributes and credentials are
consistently available in all regions, reducing latency and login issues.

Option A creates separate identities, which breaks single identity management.

Option C is unrelated to the login performance issue.

Option D may resolve SSO appliance sync but not cross-region identity data
availability.
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