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Questions # 1:

Users are unable to reach an application. The BIG-IP Administrator checks the Configuration
Utility and observes that theVirtual Server has a red diamondin front of the status.

What is causing this issue? (Choose one answer)

Options:

 A.

The Virtual Server is receiving HTTPS traffic over an HTTP virtual

 B.

All pool members are down

 C.

All pool members have been disabled

 D.

The Virtual Server is disabled

Answer

D
Explanation

Comprehensive and Detailed Explanation From BIG-IP Administration Control
Plane Administration documents:

In the BIG-IP Configuration Utility,status iconsprovide immediate health information.
Ared diamondspecifically indicates that theobject itself is administratively disabled.
When a virtual server is disabled, BIG-IP will not accept or process traffic for that virtual
server, regardless of pool or node state.

Ifall pool members were down, the virtual server would typically show ayellow
triangle(available but no resources).

Ifall pool members were disabled, the virtual server would usually still be
enabled but unavailable due to pool status, not shown as a red diamond.

Protocol mismatch (HTTPS sent to HTTP) doesnotchange the administrative status
icon of the virtual server.
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Therefore, the red diamond clearly indicates thevirtual server is disabled, makingDthe
correct answer.

Questions # 2:

Which log file should the BIG-IP Administrator check to determine if aspecific user tried to
log in to the BIG-IP Configuration Utility? (Choose one answer)

Options:

 A.

/var/log/pam/tallylog

 B.

/var/log/secure

 C.

/var/log/ltm

 D.

/var/log/httpd

Answer

B
Explanation

Comprehensive and Detailed Explanation From BIG-IP Administration Control
Plane Administration documents:

On BIG-IP systems,all authentication attemptsfor administrative access—including
logins to theConfiguration Utility (GUI)—are logged in/var/log/secure. This log file
records:

Successful and failed login attempts

The username used

The authentication method (local, LDAP, RADIUS, etc.)



Page 4 of 9

Access denials and PAM authentication errors

Why the other options are incorrect:

/var/log/pam/tallylogtracks account lockouts and failed attempt counters, not
detailed login attempts.

/var/log/ltmlogs traffic management events, not administrative authentication.

/var/log/httpdlogs web server activity but does not record authentication success or
failure for BIG-IP administrative users.

Therefore, the correct log file to verify whether a user attempted to log in to the BIG-IP
Configuration Utility is/var/log/secure.

===========

Questions # 3:

A BIG-IP Administrator needs to update the list of configured NTP servers. In which area of the
Configuration Utility should the BIG-IP Administrator perform this update?

Options:

 A.

System > Configuration

 B.

System > Services

 C.

System > Preferences

 D.

System > Platform

Answer

A
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Explanation

Comprehensive and Detailed Explanation From BIG-IP Administration Control
Plane Administration documents:NTP (Network Time Protocol) is vital for management
connectivity and HA state synchronization. Correct time is required for log timestamping
and device trust group communication46. To manage these settings, the administrator
navigates to System > Configuration, where general system-level services like NTP and
DNS are defined to ensure the Control Plane remains synchronized with the network
environment.

Questions # 4:

A BIG-IP Administrator needs torestore a UCS fileto an F5 device using theConfiguration
Utility.

Which section of the Configuration Utility should the BIG-IP Administrator access to perform
this task? (Choose one answer)

Options:

 A.

System > Configuration

 B.

System > Archives

 C.

Local Traffic > Virtual Servers

 D.

Local Traffic > Policies

Answer

B
Explanation

Comprehensive and Detailed Explanation From BIG-IP Administration Control
Plane Administration documents:
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In the BIG-IPConfiguration Utility, all system backup and restore
operations—includingUCS (User Configuration Set) file restoration—are performed
from theArchivessection.

The correct navigation path is:

System > Archives

From this location, the administrator can:

Upload UCS files

Restore UCS backups

Manage system archive files used for backup and recovery

Why the other options are incorrect:

A. System > Configurationis used for general system settings, not backup
restoration.

C. Local Traffic > Virtual Serversis used for application traffic objects.

D. Local Traffic > Policiesmanages traffic policies, not system backups.

Therefore, the correct section to restore a UCS file using the Configuration Utility
isSystem > Archives.

===========

Questions # 5:

The BIG-IP Administrator has modified an iRule on one device of an HA pair. The BIG-IP
Administrator notices there is NO traffic on the BIG-IP device in which they are logged into.
What should the BIG-IP Administrator do to verify if the iRule works correctly?

Options:

 A.

Push configuration from this device to the group and start to monitor traffic on this device

 B.
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Pull configuration to this device to the cluster and start to monitor traffic on this device

 C.

Log in to the other device in the cluster, push configuration from it, and start to monitor traffic
on that device

 D.

Log in to the other device in the cluster, pull configuration to it, and start to monitor traffic on
that device

Answer

D
Explanation

Comprehensive and Detailed Explanation From BIG-IP Administration Control Plane
Adminis44tration documents: In a45n Active/Standby HA pair, application traffic only flows
through the Active device. If an administrator makes a change on the Standby device
(which has no traffic), they must synchronize the configuration to the Active device to test
it. The procedural step is to log into the Active device and "pull" the configuration from the
Standby device (or push from Standby) so the Active device can process traffic using the
new iRule

Questions # 6:

A BIG-IP Administrator is unable to connect to the management interface via HTTPS. What is a
possible reason for this issue?

Options:

 A.

The port lockdown setting is configured to Allow None.

 B.

An incorrect management route is specified.

 C.

The IP address of the device used to access the management interface is NOT included in the
"P Allow" list in the Configuration Utility.
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 D.

The IP address of the device used to access the management interface is NOT included in the
"httpd Allow" list in the CLI.

Answer

D
Explanation

Comprehensive and Detailed Explanation From BIG-IP Administration Control
Plane Administration documents:Management connectivity is protected by an allowed
access list for the httpd daemon. Unlike TMM data ports which use 'Port Lockdown'
settings, the management port's access is controlled by a specific 'Allow' list323232. If an
administrator's IP is not explicitly included in this list, the Control Plane will reject HTTPS
connection attempts to the management utility33.
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