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Questions # 1:

The network team has well-established procedures to follow for creating new rules on the
firewall. This includes having approval from a manager prior to implementing any new rules.
While reviewing the firewall configuration, you notice a recently implemented rule but cannot
locate manager approval for it. What would be a good step to have in the procedures for a
situation like this?

Options:

O A.

Have the network team document the reason why the rule was implemented without prior
manager approval.

O B.
Monitor all traffic using the firewall rule until a manager can approve it.
O C.

Do not roll back the firewall rule as the business may be relying upon it, but try to get
manager approval as soon as possible.

O D.

Immediately roll back the firewall rule until a manager can approve it

Answer

D

Questions # 2:

In the context of password security, a simple dictionary attack involves loading a dictionary
file (a text file full of dictionary words) into a cracking application such as LOphtCrack or John
the Ripper, and running it against user accounts located by the application. The larger the
word and word fragment selection, the more effective the dictionary attack is. The brute force
method is the most inclusive, although slow. It usually tries every possible letter and number
combination in its automated exploration. If you would use both brute force and dictionary
methods combined together to have variation of words, what would you call such an attack?
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Options:
O A.

Full Blown
O B.
Thorough
O C.
Hybrid

O D.

BruteDics

Answer

C

Questions # 3:

An attacker runs netcat tool to transfer a secret file between two hosts.

Machine Z: netcat -1 —p 1234 < secretfile
Machine B: netcat 152.168.3.4 > 1234

He is worried about information being sniffed on the network.

How would the attacker use netcat to encrypt the information before transmitting onto the
wire?

Options:

O A.

Machine A: netcat -l -p -s password 1234 < testfileMachine B: netcat 1234

O B.

Machine A: netcat -l -e magickey -p 1234 < testfileMachine B: netcat 1234

O C.

Machine A: netcat -l -p 1234 < testfile -pw passwordMachine B: netcat 1234 -pw password
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O D.

Use cryptcat instead of netcat

Answer

D

Questions # 4:

infecting a system with malware and using phishing to gain credentials to a system or web
application are examples of which phase of the ethical hacking methodology?

Options:

O A.

Reconnaissance

O B.

Maintaining access

O C.

Scanning

O D.

Gaining access

Answer

D
Explanation

This phase having the hacker uses different techniques and tools to realize maximum data
from the system. they’re -+ Password cracking - Methods like Bruteforce, dictionary
attack, rule-based attack, rainbow table are used. Bruteforce is trying all combinations of
the password. Dictionary attack is trying an inventory of meaningful words until the
password matches. Rainbow table takes the hash value of the password and compares
with pre-computed hash values until a match is discovered. Password attacks - Passive
attacks like wire sniffing, replay attack. Active online attack like Trojans, keyloggers, hash
injection, phishing. Offline attacks like pre-computed hash, distributed network and
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rainbow. Non electronic attack like shoulder surfing, social engineering and dumpster
diving.

Questions # 5:

While scanning with Nmap, Patin found several hosts which have the IP ID of incremental
seqguences. He then decided to conduct: nmap -Pn -p- -si kiosk.adobe.com www.riaa.com.
kiosk.adobe.com is the host with incremental IP ID sequence. What is the purpose of using "-
si" with Nmap?

Options:

O A.

Conduct stealth scan
O B.

Conduct ICMP scan
O C.

Conduct IDLE scan

O D.

Conduct silent scan

Answer

C
Explanation

Once a suitable zombie has been found, performing a scan is easy. Simply specify the
zombie hostname to the -sl option and Nmap does the rest. Example 5.19 shows an
example of Ereet scanning the Recording Industry Association of America by bouncing an
idle scan off an Adobe machine named Kiosk.

Example 5.19. An idle scan against the RIAA

# nmap -Pn -p- -sl kiosk.adobe.com www.riaa.com
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Starting Nmap ( http://nmap.org )

Idlescan using zombie kiosk.adobe.com (192.150.13.111:80); Class: Incremental
Nmap scan report for 208.225.90.120

(The 65522 ports scanned but not shown below are in state: closed)
Port State Service

21/tcp open ftp

25/tcp  open smtp

80/tcp open http

111/tcp open sunrpc

135/tcp open loc-srv

443/tcp open https

1027/tcp open 1S

1030/tcp open iadl

2306/tcp open unknown

5631/tcp open pcanywheredata

7937/tcp open unknown

7938/tcp open unknown

36890/tcp open unknown

Nmap done: 1 IP address (1 host up) scanned in 2594.47 seconds

https://nmap.org/book/idlescan.html

Questions # 6:

Which type of sniffing technique is generally referred as MiTM attack?
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MAC Flooding
DNS Poisoning

ARP Poisoning

DHCP Attacks

'

Password Sniffing

i

Spoofing Attack

Options:

O A.

Password Sniffing
O B.

ARP Poisoning

O C.

Mac Flooding

O D.

DHCP Sniffing

Answer

Questions # 7:
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Attacker Steve targeted an organization's network with the aim of redirecting the company's
web traffic to another malicious website. To achieve this goal, Steve performed DNS cache
poisoning by exploiting the vulnerabilities In the DNS server software and modified the original
IP address of the target website to that of a fake website. What is the technique employed by
Steve to gather information for identity theft?

Options:

O A.

Pretexting

O B.

Pharming

O C.

Wardriving

O D.

Skimming

Answer

B
Explanation

A pharming attacker tries to send a web site’s traffic to a faux website controlled by the
offender, typically for the aim of collection sensitive data from victims or putting in
malware on their machines. Attacker tend to specialize in making look-alike ecommerce
and digital banking websites to reap credentials and payment card data.

Though they share similar goals, pharming uses a special technique from phishing.
“Pharming attacker are targeted on manipulating a system, instead of tricking people into
reaching to a dangerous web site,” explains David Emm, principal security man of science
at Kaspersky. “When either a phishing or pharming attacker is completed by a criminal,
they need a similar driving issue to induce victims onto a corrupt location, however the
mechanisms during which this is often undertaken are completely different.”

Questions # 8:

Scenario: Joe turns on his home computer to access personal online banking. When he enters
the URL www.bank.com. the website is displayed, but it prompts him to re-enter his
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credentials as if he has never visited the site before. When he examines the website URL
closer, he finds that the site is not secure and the web address appears different. What type of
attack he is experiencing?.

Options:

O A.

Dos attack

O B.

DHCP spoofing

O C.

ARP cache poisoning

O D.

DNS hijacking

Answer

D
Explanation

Web Server Attacks - DNS Server Hijacking Attacker compromises the DNS server and
changes the DNS settings so that all the requests coming towards the target web server
are redirected to his/her own malicious server. (P.1623/1607)

Questions # 9:

Robin, an attacker, is attempting to bypass the firewalls of an organization through the DNS
tunneling method in order to exfiltrate data. He is using the NSTX tool for bypassing the
firewalls. On which of the following ports should Robin run the NSTX tool?

Options:
O A.
Port 53

O B.
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Port 23

o C.

Port 50

O D.

Port 80

Answer

A
Explanation

DNS uses Ports 53 which is almost always open on systems, firewalls, and clients to
transmit DNS queries. instead of the more familiar Transmission Control Protocol (TCP)
these queries use User Datagram Protocol (UDP) due to its low-latency, bandwidth and
resource usage compared TCP-equivalent queries. UDP has no error or flow-control
capabilities, nor does it have any integrity checking to make sure the info arrived
intact.How is internet use (browsing, apps, chat etc) so reliable then? If the UDP DNS
query fails (it's a best-effort protocol after all) within the first instance, most systems will
retry variety of times and only after multiple failures, potentially switch to TCP before
trying again; TCP is additionally used if the DNS query exceeds the restrictions of the UDP
datagram size - typically 512 bytes for DNS but can depend upon system settings.Figure 1
below illustrates the essential process of how DNS operates: the client sends a question
string (for example, mail.google[.]Jcom during this case) with a particular type - typically A
for a number address. I've skipped the part whereby intermediate DNS systems may need
to establish where ‘.com’ exists, before checking out where ‘google[.Jcom’ are often
found, and so on.
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Many worms and scanners are created to seek out and exploit systems running telnet.
Given these facts, it’s really no surprise that telnet is usually seen on the highest Ten
Target Ports list. Several of the vulnerabilities of telnet are fixed. They require only an
upgrade to the foremost current version of the telnet Daemon or OS upgrade. As is usually
the case, this upgrade has not been performed on variety of devices. this might flow from
to the very fact that a lot of systems administrators and users don’t fully understand the
risks involved using telnet. Unfortunately, the sole solution for a few of telnets
vulnerabilities is to completely discontinue its use. the well-liked method of mitigating all
of telnets vulnerabilities is replacing it with alternate protocols like ssh. Ssh is capable of
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providing many of an equivalent functions as telnet and a number of other additional
services typical handled by other protocols like FTP and Xwindows. Ssh does still have
several drawbacks to beat before it can completely replace telnet. it's typically only
supported on newer equipment. It requires processor and memory resources to perform
the info encryption and decryption. It also requires greater bandwidth than telnet thanks
to the encryption of the info . This paper was written to assist clarify how dangerous the
utilization of telnet are often and to supply solutions to alleviate the main known threats
so as to enhance the general security of the web

Once a reputation is resolved to an IP caching also helps: the resolved name-to-IP is
usually cached on the local system (and possibly on intermediate DNS servers) for a
period of your time . Subsequent queries for an equivalent name from an equivalent client
then don’t leave the local system until said cache expires. Of course, once the IP address
of the remote service is understood , applications can use that information to enable other
TCP-based protocols, like HTTP, to try to to their actual work, for instance ensuring
internet cat GIFs are often reliably shared together with your colleagues.So, beat all, a
couple of dozen extra UDP DNS queries from an organization’s network would be fairly
inconspicuous and will leave a malicious payload to beacon bent an adversary; commands
could even be received to the requesting application for processing with little difficulty.

Questions # 10:

You are attempting to crack LM Manager hashed from Windows 2000 SAM file. You will be
using LM Brute force hacking tool for decryption. What encryption algorithm will you be
decrypting?

Options:
O A.
MD4
O B.
DES
O C.
SHA
O D.

SSL
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Answer

B

Questions # 11:

What is the minimum number of network connections in a multi homed firewall?

Options:
O A.

3

O B.

5

O C.

4

O D.

Answer

Questions # 12:

This kind of password cracking method uses word lists in combination with numbers and
special characters:

Options:

O A.

Hybrid

O B.
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Linear

O C.
Symmetric
O D.

Brute Force

Answer

Questions # 13:

You receive an e-mail like the one shown below. When you click on the link contained in the
mail, you are redirected to a website seeking you to download free Anti-Virus software.

Dear valued customers,

We are pleased to announce the newest version of Antivirus 2010 for Windows which will
probe you with total security against the latest spyware, malware, viruses, Trojans and other
online threats. Simply visit the link below and enter your antivirus code:

Zntivirus code: 5014

http://www.Jjuggyboy/virus/virus.html

Thank you for choosing us, the worldwide leader Zntiwirus sclutions.

Mike Robertscon

PDF Reader Support

Copyright Antivirus 2010 %A1l rights reserwved

If you want to stop receiving mail, please go to:

http://waw. juggyboy. com

or you may contact us at the following address:
Media Internet Consultants, Edif. Neptuno, Planta
Baja, Ave. Ricardo J. Alfaro, Tumba Muerto, n/a Panama

How will you determine if this is Real Anti-Virus or Fake Anti-Virus website?

Options:
O A.

Look at the website design, if it looks professional then it is a Real Anti-Virus website
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O B.
Connect to the site using SSL, if you are successful then the website is genuine
O C.

Search using the URL and Anti-Virus product name into Google and lookout for suspicious
warnings against this site

O D.

Download and install Anti-Virus software from this suspicious looking site, your Windows 7 will
prompt you and stop the installation if the downloaded file is a malware

O E.

Download and install Anti-Virus software from this suspicious looking site, your Windows 7 will
prompt you and stop the installation if the downloaded file is a malware

Answer

Questions # 14:

You have retrieved the raw hash values from a Windows 2000 Domain Controller. Using social
engineering, you come to know that they are enforcing strong passwords. You understand that
all users are required to use passwords that are at least 8 characters in length. All passwords
must also use 3 of the 4 following categories: lower case letters, capital letters, numbers and
special characters. With your existing knowledge of users, likely user account names and the
possibility that they will choose the easiest passwords possible, what would be the fastest type
of password cracking attack you can run against these hash values and still get results?
Options:

O A.

Online Attack

O B.

Dictionary Attack

O C.

Brute Force Attack
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O D.

Hybrid Attack

Answer

D

Questions # 15:

Allen, a professional pen tester, was hired by xpertTech solutWns to perform an attack simul-
ation on the organization's network resources. To perform the attack, he took advantage of
the NetBIOS API and targeted the NetBIOS service. B/enumerating NetBIOS, he found that port
139 was open and could see the resources that could be accessed or viewed on a remote
system. He came across many NetBIOS codes during enumeration.

identify the NetBIOS code used for obtaining the messenger service running for the logged-in
user?

Options:

OA

<1B>

O B.

<00>

O C.

<03>

oD

<20>

Answer

C
Explanation

<03>Windows Messenger administrationCourier administration is an organization based
framework notice Windows administration by Microsoft that was remembered for some
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prior forms of Microsoft Windows.

This resigned innovation, despite the fact that it has a comparable name, isn’t connected
in any capacity to the later, Internet-based Microsoft Messenger administration for texting
or to Windows Messenger and Windows Live Messenger (earlier named MSN Messenger)
customer programming.

The Messenger Service was initially intended for use by framework managers to tell
Windows clients about their networks.[1] It has been utilized malevolently to introduce
spring up commercials to clients over the Internet (by utilizing mass-informing frameworks
which sent an ideal message to a predetermined scope of IP addresses). Despite the fact
that Windows XP incorporates a firewall, it isn't empowered naturally. Along these lines,
numerous clients got such messages. Because of this maltreatment, the Messenger
Service has been debilitated as a matter of course in Windows XP Service Pack 2.

Questions # 16:

Clark is a professional hacker. He created and configured multiple domains pointing to the
same host to switch quickly between the domains and avoid detection.

Identify the behavior of the adversary In the above scenario.

Options:

O A.

use of command-line interface
O B.

Data staging

O C.

Unspecified proxy activities

O D.

Use of DNS tunneling

Answer

C
Explanation
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A proxy server acts as a gateway between you and therefore the internet. It’s an
intermediary server separating end users from the websites they browse. Proxy servers
provide varying levels of functionality, security, and privacy counting on your use case,
needs, or company policy.If you're employing a proxy server, internet traffic flows through
the proxy server on its thanks to the address you requested. A proxy server is essentially
a computer on the web with its own IP address that your computer knows. once you send
an internet request, your request goes to the proxy server first. The proxy server then
makes your web request on your behalf, collects the response from the online server, and
forwards you the online page data so you’ll see the page in your browser.

Questions # 17:

in the Common Vulnerability Scoring System (CVSS) v3.1 severity ratings, what range does
medium vulnerability fall in?

Options:
O A.
3.0-6.9
O B.
40-6.0

O C.
4.0-6.9
O D.

3.9-6.9

Answer

C

Questions # 18:

Henry Is a cyber security specialist hired by BlackEye - Cyber security solutions. He was tasked
with discovering the operating system (OS) of a host. He used the Unkornscan tool to discover
the OS of the target system. As a result, he obtained a TTL value, which Indicates that the

target system is running a Windows OS. Identify the TTL value Henry obtained, which indicates
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that the target OS is Windows.

Options:
O A.

64

O B.

128

O C.

255

O D.

138

Answer

B

Explanation

Windows TTL 128, Linux TTL 64, OpenBSD 255 ...

https://subinsb.com/default-device-ttl-values/

Time to Live (TTL) represents to number of 'hops' a packet can take before it is considered
invalid. For Windows/Windows Phone, this value is 128. This value is 64 for Linux/Android.

Questions # 109:

During an Xmas scan what indicates a port is closed?

Options:

O A.

No return response
O B.

RST
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O C.

ACK

O D.

SYN

Answer

B

Questions # 20:

Which file is a rich target to discover the structure of a website during web-server footprinting?

Options:

O A.
Document root
O B.
Robots.txt

O C.
domain.txt

O D.

index.html

Answer

B
Explanation

Information Gathering from Robots.txt File A website owner creates a robots.txt file to list
the files or directories a web crawler should index for providing search results. Poorly
written robots.txt files can cause the complete indexing of website files and directories. If
confidential files and directories are indexed, an attacker may easily obtain information
such as passwords, email addresses, hidden links, and membership areas. If the owner of
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the target website writes the robots.txt file without allowing the indexing of restricted
pages for providing search results, an attacker can still view the robots.txt file of the site
to discover restricted files and then view them to gather information. An attacker types
URL/robots.txt in the address bar of a browser to view the target website’s robots.txt file.
An attacker can also download the robots.txt file of a target website using the Wget tool.
Certified Ethical Hacker(CEH) Version 11 pg 1650

Questions # 21:

Ricardo has discovered the username for an application in his targets environment. As he has
a limited amount of time, he decides to attempt to use a list of common passwords he found
on the Internet. He compiles them into a list and then feeds that list as an argument into his
password-cracking application, what type of attack is Ricardo performing?

Options:

O A.

Known plaintext
O B.

Password spraying
O C.

Brute force

O D.

Dictionary

Answer

D
Explanation

A dictionary Attack as an attack vector utilized by the attacker to break in a very system,
that is password protected, by golf shot technically each word in a very dictionary as a
variety of password for that system. This attack vector could be a variety of Brute Force
Attack.

The lexicon will contain words from an English dictionary and conjointly some leaked list of
commonly used passwords and once combined with common character substitution with
numbers, will generally be terribly effective and quick.
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How is it done?

Basically, it's attempting each single word that’s already ready. it's done victimization
machine-controlled tools that strive all the possible words within the dictionary.

Some password Cracking Software:
* John the ripper

* LOphtCrack

* Aircrack-ng

Questions # 22:

what are common files on a web server that can be misconfigured and provide useful
Information for a hacker such as verbose error messages?

Options:

O A.

httpd.conf

O B.

administration.config

O C.

idqg.dll

O D.

php.ini

Answer

D
Explanation

The php.ini file may be a special file for PHP. it’'s where you declare changes to your PHP
settings. The server is already configured with standard settings for PHP, which your site
will use by default. Unless you would like to vary one or more settings, there’s no got to
create or modify a php.ini file. If you’'d wish to make any changes to settings, please do so
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‘ through the MultiPHP INI Editor. |

Questions # 23:

Elliot is in the process of exploiting a web application that uses SQL as a back-end database.
He's determined that the application is vulnerable to SQL injection, and has introduced
conditional timing delays into injected queries to determine whether they are successful. What
type of SQL injection is Elliot most likely performing?

Options:

O A.

Error-based SQL injection

O B.

Blind SQL injection

O C.

Union-based SQL injection

O D.

NoSQL injection

Answer

B

Questions # 24:

Peter, a Network Administrator, has come to you looking for advice on a tool that would help
him perform SNMP enquires over the network.

Which of these tools would do the SNMP enumeration he is looking for? Select the best
answers.

Options:

O A.
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SNMPUil

O B.

SNScan

O C.

SNMPScan

O D.

Solarwinds IP Network Browser
O E.

NMap

Answer

A B, D

Questions # 25:

Why should the security analyst disable/remove unnecessary ISAPI filters?

Options:

O A.

To defend against social engineering attacks
O B.

To defend against webserver attacks

O C.

To defend against jailbreaking

O D.

To defend against wireless attacks
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Answer

B

Questions # 26:

Which definition among those given below best describes a covert channel?

Options:

O A.

A server program using a port that is not well known.

O B.

Making use of a protocol in a way it is not intended to be used.
O C.

It is the multiplexing taking place on a communication link.

O D.

It is one of the weak channels used by WEP which makes it insecure

Answer

Questions # 27:

You just set up a security system in your network. In what kind of system would you find the
following string of characters used as a rule within its configuration? alert tcp any any ->
192.168.100.0/24 21 (msg: ““FTP on the network!””;)

Options:

O A.

A firewall IPTable

O B.
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FTP Server rule
O C.

A Router IPTable
O D.

An Intrusion Detection System

Answer

Questions # 28:

What tool can crack Windows SMB passwords simply by listening to network traffic?

Options:

O A.

This is not possible
O B.

Netbus

O C.

NTFSDOS

O D.

LOphtcrack

Answer

D

Questions # 29:

A large mobile telephony and data network operator has a data center that houses network
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elements. These are essentially large computers running on Linux. The perimeter of the data
center is secured with firewalls and IPS systems.

What is the best security policy concerning this setup?

Options:
O A.

Network elements must be hardened with user ids and strong passwords. Regular security
tests and audits should be performed.

O B.

As long as the physical access to the network elements is restricted, there is no need for
additional measures.

O C.

There is no need for specific security measures on the network elements as long as firewalls
and IPS systems exist.

O D.

The operator knows that attacks and down time are inevitable and should have a backup site.

Answer

A

Questions # 30:

A new wireless client is configured to join a 802.11 network. This client uses the same
hardware and software as many of the other clients on the network. The client can see the
network, but cannot connect. A wireless packet sniffer shows that the Wireless Access Point
(WAP) is not responding to the association requests being sent by the wireless client. What is a
possible source of this problem?

Options:
O A.
The WAP does not recognize the client’s MAC address

O B.
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The client cannot see the SSID of the wireless network
O C.

Client is configured for the wrong channel

O D.

The wireless client is not configured to use DHCP

Answer

A
Explanation

https://en.wikipedia.org/wiki/MAC filtering

MAC filtering is a security method based on access control. Each address is assigned a 48-
bit address, which is used to determine whether we can access a network or not. It helps
in listing a set of allowed devices that you need on your Wi-Fi and the list of denied
devices that you don’t want on your Wi-Fi. It helps in preventing unwanted access to the
network. In a way, we can blacklist or white list certain computers based on their MAC
address. We can configure the filter to allow connection only to those devices included in
the white list. White lists provide greater security than blacklists because the router grants
access only to selected devices.

It is used on enterprise wireless networks having multiple access points to prevent clients
from communicating with each other. The access point can be configured only to allow
clients to talk to the default gateway, but not other wireless clients. It increases the
efficiency of access to a network.

The router allows configuring a list of allowed MAC addresses in its web interface, allowing
you to choose which devices can connect to your network. The router has several
functions designed to improve the network's security, but not all are useful. Media access
control may seem advantageous, but there are certain flaws.

On a wireless network, the device with the proper credentials such as SSID and password
can authenticate with the router and join the network, which gets an IP address and
access to the internet and any shared resources.

MAC address filtering adds an extra layer of security that checks the device’'s MAC address
against a list of agreed addresses. If the client’s address matches one on the router’s list,
access is granted; otherwise, it doesn’t join the network.

Questions # 31:
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A user on your Windows 2000 network has discovered that he can use LOphtcrack to sniff the
SMB exchanges which carry user logons. The user is plugged into a hub with 23 other
systems.

However, he is unable to capture any logons though he knows that other users are logging in.

What do you think is the most likely reason behind this?

Options:

O A.

There is a NIDS present on that segment.
O B.

Kerberos is preventing it.

O C.

Windows logons cannot be sniffed.

O D.

LOphtcrack only sniffs logons to web servers.

Answer

Questions # 32:

Which address translation scheme would allow a single public IP address to always correspond
to a single machine on an internal network, allowing "server publishing"?

Options:

O A.

Overloading Port Address Translation
O B.

Dynamic Port Address Translation
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O C.
Dynamic Network Address Translation
O D.

Static Network Address Translation

Answer

D

Questions # 33:

What does a firewall check to prevent particular ports and applications from getting packets
into an organization?

Options:

O A.

Transport layer port numbers and application layer headers
O B.

Presentation layer headers and the session layer port numbers
O C.

Network layer headers and the session layer port numbers

O D.

Application layer port numbers and the transport layer headers

Answer

Questions # 34:

Which regulation defines security and privacy controls for Federal information systems and
organizations?
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Options:

O A.

HIPAA

O B.

EU Safe Harbor
O C.

PCI-DSS

O D.

NIST-800-53

Answer

D
Explanation

NIST Special Publication 800-53 provides a catalog of security and privacy controls for all
U.S. federal information systems except those related to national security. It is published
by the National Institute of Standards and Technology, which is a non-regulatory agency of
the United States Department of Commerce. NIST develops and issues standards,
guidelines, and other publications to assist federal agencies in implementing the Federal
Information Security Modernization Act of 2014 (FISMA) and to help with managing cost-
effective programs to protect their information and information systems.

Questions # 35:

Which of the following tools performs comprehensive tests against web servers, including
dangerous files and CGIs?

Options:
O A.
Nikto

O B.

John the Ripper
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O C.

Dsniff

O D.

Snort

Answer

A
Explanation

https://en.wikipedia.org/wiki/Nikto (vulnerability scanner)

Nikto is a free software command-line vulnerability scanner that scans web servers for
dangerous files/CGls, outdated server software, and other problems. It performs generic
and server types specific checks. It also captures and prints any cookies received. The
Nikto code itself is free software, but the data files it uses to drive the program are not.

Questions # 36:

CompanyXYZ has asked you to assess the security of their perimeter email gateway. From
your office in New York, you craft a specially formatted email message and send it across the
Internet to an employee of CompanyXYZ. The employee of CompanyXYZ is aware of your test.
Your email message looks like this:

From: jim_miller@companyxyz.com

To: michelle_saunders@companyxyz.com Subject: Test message
Date: 4/3/2017 14:37

The employee of CompanyXYZ receives your email message.

This proves that CompanyXYZ's email gateway doesn’t prevent what?

Options:
O A.
Email Masquerading

O B.
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Email Harvesting
O C.

Email Phishing
O D.

Email Spoofing

Answer

D
Explanation

Email spoofing is the fabrication of an email header in the hopes of duping the recipient
into thinking the email originated from someone or somewhere other than the intended
source. Because core email protocols do not have a built-in method of authentication, it is
common for spam and phishing emails to use said spoofing to trick the recipient into
trusting the origin of the message.

The ultimate goal of email spoofing is to get recipients to open, and possibly even respond
to, a solicitation. Although the spoofed messages are usually just a nuisance requiring
little action besides removal, the more malicious varieties can cause significant problems
and sometimes pose a real security threat.

Questions # 37:

A company’s policy requires employees to perform file transfers using protocols which encrypt
traffic. You suspect some employees are still performing file transfers using unencrypted
protocols because the employees do not like changes. You have positioned a network sniffer
to capture traffic from the laptops used by employees in the data ingest department. Using
Wireshark to examine the captured traffic, which command can be used as display filter to find
unencrypted file transfers?

Options:

O A.

tcp.port = = 21
O B.

tcp.port = 23
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O C.
tcp.port = = 21 | | tcp.port = =22
O D.

tcp.port ! =21

Answer

A

Questions # 38:

Bob is doing a password assessment for one of his clients. Bob suspects that security policies
are not in place. He also suspects that weak passwords are probably the norm throughout the
company he is evaluating. Bob is familiar with password weaknesses and key loggers.

Which of the following options best represents the means that Bob can adopt to retrieve
passwords from his clients hosts and servers?

Options:

O A.

Hardware, Software, and Sniffing.

O B.

Hardware and Software Keyloggers.

O C.

Passwords are always best obtained using Hardware key loggers.
O D.

Software only, they are the most effective.

Answer

Questions # 39:
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An Intrusion Detection System (IDS) has alerted the network administrator to a possibly
malicious sequence of packets sent to a Web server in the network’s external DMZ. The
packet traffic was captured by the IDS and saved to a PCAP file. What type of network tool can
be used to determine if these packets are genuinely malicious or simply a false positive?
Options:

O A.

Protocol analyzer

O B.

Network sniffer

O C.

Intrusion Prevention System (IPS)

O D.

Vulnerability scanner

Answer

A

Questions # 40:

Which of the following tools can be used for passive OS fingerprinting?

Options:
O A.
nmap

O B.
tcpdump
O C.

tracert
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O D.

ping

Answer

Questions # 41.:

Which of the following is a low-tech way of gaining unauthorized access to systems?

Options:

O A.

Social Engineering
O B.
Eavesdropping

O C.

Scanning

O D.

Sniffing

Answer

Questions # 42:

One of your team members has asked you to analyze the following SOA record.

What is the TTL? Rutgers.edu.SOA NS1.Rutgers.edu ipad.college.edu (200302028 3600 3600
604800 2400.)
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Options:
O A.
200303028
O B.
3600

O C.
604800
O D.
2400

O E.

60

O F.

4800

Answer

Questions # 43:

You have successfully comprised a server having an IP address of 10.10.0.5. You would like to
enumerate all machines in the same network quickly.

What is the best Nmap command you will use?

Options:

O A.

nmap -T4 -q 10.10.0.0/24
O B.

nmap -T4 -F 10.10.0.0/24

o C.
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nmap -T4 -r 10.10.1.0/24
O D.

nmap -T4 -0 10.10.0.0/24

Answer

B
Explanation

https://nmap.org/book/man-port-specification.html

NOTE: In my opinion, this is an absolutely wrong statement of the question. But you may
come across a question with a similar wording on the exam. What does "fast" mean? If we
want to increase the speed and intensity of the scan we can select the mode using the -T
flag (0/1/2/3/4/5). At high -T values, we will sacrifice stealth and gain speed, but we will
not limit functionality.

«nmap -T4 -F 10.10.0.0/24» This option is "correct" because of the -F flag.
-F (Fast (limited port) scan)

Specifies that you wish to scan fewer ports than the default. Normally Nmap scans the
most common 1,000 ports for each scanned protocol. With -F, this is reduced to 100.

Technically, scanning will be faster, but just because we have reduced the number of ports
by 10 times, we are just doing 10 times less work, not faster.

Questions # 44:

What did the following commands determine?

C: userZsid \esarth guest
5-1-5-21-343813358-785336058-1343024051-501
C:si1dZ2user-5> 21 343818358 -T7B5933¢058 1343024091 500

ame 1=z Jo=
Domain is ELRTH
Options:
O A.

That the Joe account has a SID of 500
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O B.

These commands demonstrate that the guest account has NOT been disabled
O C.

These commands demonstrate that the guest account has been disabled

O D.

That the true administrator is Joe

O E.

Issued alone, these commands prove nothing

Answer

Questions # 45:

The collection of potentially actionable, overt, and publicly available information is known as

Options:

O A.

Open-source intelligence
O B.

Real intelligence

O C.

Social intelligence

O D.

Human intelligence

Answer

A
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Questions # 46:

What is not a PCI compliance recommendation?

Options:
O A.

Use a firewall between the public network and the payment card data.

O B.

Use encryption to protect all transmission of card holder data over any public network.
O C.

Rotate employees handling credit card transactions on a yearly basis to different departments.

O D.

Limit access to card holder data to as few individuals as possible.

Answer

C
Explanation

https://www.pcisecuritystandards.org/pci_security/maintaining_payment_security
Build and Maintain a Secure Network
1. Install and maintain a firewall configuration to protect cardholder data.

2. Do not use vendor-supplied defaults for system passwords and other security
parameters.

Protect Cardholder Data

3. Protect stored cardholder data.

4. Encrypt transmission of cardholder data across open, public networks.
Maintain a Vulnerability Management Program

5. Use and regularly update anti-virus software or programs.

6. Develop and maintain secure systems and applications.
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Implement Strong Access Control Measures

7. Restrict access to cardholder data by business need-to-know.

8. Assign a unique ID to each person with computer access.

9. Restrict physical access to cardholder data.

Regularly Monitor and Test Networks

10. Track and monitor all access to network resources and cardholder data.
11. Reqgularly test security systems and processes.

Maintain an Information Security Policy

12. Maintain a policy that addresses information security for employees and contractors.

Questions # 47:

A bank stores and processes sensitive privacy information related to home loans. However,
auditing has never been enabled on the system. What is the first step that the bank should
take before enabling the audit feature?

Options:

O A.

Perform a vulnerability scan of the system.

O B.

Determine the impact of enabling the audit feature.

O C.

Perform a cost/benefit analysis of the audit feature.

O D.

Allocate funds for staffing of audit log review.

Answer

B
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Questions # 48:

Peter extracts the SIDs list from Windows 2000 Server machine using the hacking tool
"SIDExtractor". Here is the output of the SIDs:

-1-5-21-1125394485-807628933-54978560-100Johns
1-5-21-1125394485-807628933-54978560-652Rebecca
1-5-21-1125394485-807628933-54978560-412Sheela
1-5-21-1125394485-807628933-54978560-999Shawn
1-5-21-1125394485-807628933-54978560-777Somia
1-5-21-1125394485-807628933-54978560-500chang
1-5-21-1125394485-807628933-54978560-555Micah

From the above list identify the user account with System Administrator privileges.

Options:
O A.
John

O B.
Rebecca
O C.
Sheela
O D.
Shawn
O E.
Somia
O F.
Chang
O G.

Micah

Answer
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Questions # 49:

The “Gray-box testing” methodology enforces what kind of restriction?

Options:

O A.

Only the external operation of a system is accessible to the tester.

O B.

The internal operation of a system in only partly accessible to the tester.
O C.

Only the internal operation of a system is known to the tester.

O D.

The internal operation of a system is completely known to the tester.

Answer

D
Explanation

White-box testing (also known as clear box testing, glass box testing, transparent box
testing, and structural testing) is a method of software testing that tests internal
structures or workings of an application, as opposed to its functionality (i.e. black-box
testing). In white-box testing, an internal perspective of the system, as well as
programming skills, are used to design test cases. The tester chooses inputs to exercise
paths through the code and determine the expected outputs. This is analogous to testing
nodes in a circuit, e.g. in-circuit testing (ICT). White-box testing can be applied at the unit,
integration and system levels of the software testing process. Although traditional testers
tended to think of white-box testing as being done at the unit level, it is used for
integration and system testing more frequently today. It can test paths within a unit, paths
between units during integration, and between subsystems during a system-level test.
Though this method of test design can uncover many errors or problems, it has the
potential to miss unimplemented parts of the specification or missing requirements.
Where white-box testing is design-driven,[1] that is, driven exclusively by agreed
specifications of how each component of the software is required to behave (as in
DO-178C and ISO 26262 processes) then white-box test techniques can accomplish
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assessment for unimplemented or missing requirements.

White-box test design techniques include the following code coverage criteria:
- Control flow testing

- Data flow testing

- Branch testing

- Statement coverage

- Decision coverage

- Modified condition/decision coverage

- Prime path testing

- Path testing

Questions # 50:

Which of the following is the BEST way to defend against network sniffing?

Options:

O A.

Using encryption protocols to secure network communications
O B.

Register all machines MAC Address in a Centralized Database
O C.

Use Static IP Address

O D.

Restrict Physical Access to Server Rooms hosting Critical Servers

Answer

A
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Explanation

https://en.wikipedia.org/wiki/Sniffing_attack

To prevent networks from sniffing attacks, organizations and individual users should keep
away from applications using insecure protocols, like basic HTTP authentication, File
Transfer Protocol (FTP), and Telnet. Instead, secure protocols such as HTTPS, Secure File
Transfer Protocol (SFTP), and Secure Shell (SSH) should be preferred. In case there is a
necessity for using any insecure protocol in any application, all the data transmission
should be encrypted. If required, VPN (Virtual Private Networks) can be used to provide
secure access to users.

NOTE: | want to note that the wording "best option" is valid only for the EC-Council's
exam since the other options will not help against sniffing or will only help from some
specific attack vectors.

The sniffing attack surface is huge. To protect against it, you will need to implement a
complex of measures at all levels of abstraction and apply controls at the physical,
administrative, and technical levels. However, encryption is indeed the best option of all,
even if your data is intercepted - an attacker cannot understand it.

Questions # 51:

An incident investigator asks to receive a copy of the event logs from all firewalls, proxy

servers, and Intrusion Detection Systems (IDS) on the network of an organization that has
experienced a possible breach of security. When the investigator attempts to correlate the
information in all of the logs, the sequence of many of the logged events do not match up.

What is the most likely cause?

Options:

O A.

The network devices are not all synchronized.

O B.

Proper chain of custody was not observed while collecting the logs.
O C.

The attacker altered or erased events from the logs.

O D.
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The security breach was a false positive.

Answer

A
Explanation

Many network and system administrators don't pay enough attention to system clock
accuracy and time synchronization. Computer clocks can run faster or slower over time,
batteries and power sources die, or daylight-saving time changes are forgotten. Sure,
there are many more pressing security issues to deal with, but not ensuring that the time
on network devices is synchronized can cause problems. And these problems often only
come to light after a security incident.

If you suspect a hacker is accessing your network, for example, you will want to analyze
your log files to look for any suspicious activity. If your network's security devices do not
have synchronized times, the timestamps' inaccuracy makes it impossible to correlate log
files from different sources. Not only will you have difficulty in tracking events, but you will
also find it difficult to use such evidence in court; you won't be able to illustrate a smooth
progression of events as they occurred throughout your network.

Questions # 52:

Which of the following viruses tries to hide from anti-virus programs by actively altering and
corrupting the chosen service call interruptions when they are being run?

Options:

O A.

Macro virus

O B.

Stealth/Tunneling virus

O C.

Cavity virus

O D.

Polymorphic virus

Page 45 of 68



Answer

B

Questions # 53:

What kind of detection techniques is being used in antivirus software that identifies malware
by collecting data from multiple protected systems and instead of analyzing files locally it's
made on the provider’s environment?

Options:

O A.

Behavioral based

O B.

Heuristics based

O C.

Honeypot based

O D.

Cloud based

Answer

D

Questions # 54:

Susan has attached to her company's network. She has managed to synchronize her boss's
sessions with that of the file server. She then intercepted his traffic destined for the server,
changed it the way she wanted to and then placed it on the server in his home directory.

What kind of attack is Susan carrying on?
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Options:

O A.

A sniffing attack

O B.

A spoofing attack

O C.

A man in the middle attack
O D.

A denial of service attack

Answer

C

Questions # 55:

An attacker with access to the inside network of a small company launches a successful STP
manipulation attack. What will he do next?

Options:

O A.

He will create a SPAN entry on the spoofed root bridge and redirect traffic to his computer.
O B.

He will activate OSPF on the spoofed root bridge.

O C.

He will repeat this action so that it escalates to a DoS attack.

O D.

He will repeat the same attack against all L2 switches of the network.
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Answer

A

Questions # 56:

A hacker is an intelligent individual with excellent computer skills and the ability to explore a
computer’s software and hardware without the owner’s permission. Their intention can either
be to simply gain knowledge or to illegally make changes.

Which of the following class of hacker refers to an individual who works both offensively and
defensively at various times?

Options:

O A.

White Hat

O B.

Suicide Hacker

O C.

Gray Hat

O D.

Black Hat

Answer

C

Questions # 57:

What does the -oX flag do in an Nmap scan?

Options:

O A.
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Perform an eXpress scan

O B.

Output the results in truncated format to the screen
O C.

Output the results in XML format to a file

O D.

Perform an Xmas scan

Answer

C
Explanation

https://nmap.org/book/man-output.html

-0X - Requests that XML output be directed to the given filename.

Questions # 58:

One of your team members has asked you to analyze the following SOA record. What is the
version?

Rutgers.edu.SOA NS1.Rutgers.edu ipad.college.edu (200302028 3600 3600 604800 2400.)
(Choose four.)

Options:

O A.

200303028

O B.

3600

O C.

604800

O D.
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2400

O E.

60

O F.

4800

Answer

Questions # 59:

Which DNS resource record can indicate how long any "DNS poisoning" could last?

Options:
O A.

MX

O B.

SOA

O C.

NS

O D.

TIMEOUT

Answer

B

Questions # 60:

What is the following command used for?
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net use \targetipc$ "" /u:""

Options:

O A.

Grabbing the etc/passwd file

O B.

Grabbing the SAM

O C.

Connecting to a Linux computer through Samba.
O D.

This command is used to connect as a null session
O E.

Enumeration of Cisco routers

Answer

D

Questions # 61:

Null sessions are un-authenticated connections (not using a username or password.) to an NT
or 2000 system. Which TCP and UDP ports must you filter to check null sessions on your
network?

Options:

O A.

137 and 139
O B.

137 and 443

O C.

139 and 443
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O D.

139 and 445

Answer

Questions # 62:

Which of the following tools is used to analyze the files produced by several packet-capture
programs such as tcpdump, WinDump, Wireshark, and EtherPeek?

Options:

O A.

tcptrace

O B.

Nessus

O C.

OpenVAS

O D.

tcptraceroute

Answer

A

Questions # 63:

By using a smart card and pin, you are using a two-factor authentication that satisfies

Options:

O A.
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Something you are and something you remember
O B.

Something you have and something you know

O C.

Something you know and something you are

O D.

Something you have and something you are

Answer

B
Explanation

Two-factor Authentication or 2FA is a user identity verification method, where two of the
three possible authentication factors are combined to grant access to a website or
application.1) something the user knows, 2) something the user has, or 3) something the
user is.

The possible factors of authentication are:
 Something the User Knows:

This is often a password, passphrase, PIN, or secret question. To satisfy this authentication
challenge, the user must provide information that matches the answers previously
provided to the organization by that user, such as “Name the town in which you were
born.”

- Something the User Has:

This involves entering a one-time password generated by a hardware authenticator. Users
carry around an authentication device that will generate a one-time password on
command. Users then authenticate by providing this code to the organization. Today,
many organizations offer software authenticators that can be installed on the user’s
mobile device.

- Something the User Is:

This third authentication factor requires the user to authenticate using biometric data.
This can include fingerprint scans, facial scans, behavioral biometrics, and more.

For example: In internet security, the most used factors of authentication are:

something the user has (e.g., a bank card) and something the user knows (e.g., a
PIN code). This is two-factor authentication. Two-factor authentication is also sometimes
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referred to as strong authentication, Two-Step Verification, or 2FA.

The key difference between Multi-Factor Authentication (MFA) and Two-Factor
Authentication (2FA) is that, as the term implies, Two-Factor Authentication utilizes a
combination of two out of three possible authentication factors. In contrast, Multi-Factor
Authentication could utilize two or more of these authentication factors.

Questions # 64:

What is the minimum number of network connections in a multihomed firewall?

Options:
O A.

3

O B.

5

O C.

4

O D.

Answer

Questions # 65:

What is a NULL scan?

Options:
O A.

A scan in which all flags are turned off
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O B.

A scan in which certain flags are off

O C.

A scan in which all flags are on

O D.

A scan in which the packet size is set to zero
O E.

A scan with an illegal packet size

Answer

Questions # 66:

Based on the following extract from the log of a compromised machine, what is the hacker
really trying to steal?

Options:

O A.

har.txt

O B.

SAM file

O C.

wwwroot

O D.

Repair file

Answer
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Questions # 67:

Why would you consider sending an email to an address that you know does not exist within
the company you are performing a Penetration Test for?

Options:

O A.

To determine who is the holder of the root account
O B.

To perform a DoS

O C.

To create needless SPAM

O D.

To illicit a response back that will reveal information about email servers and how they treat
undeliverable mail

O E.

To test for virus protection

Answer

Questions # 68:

Which results will be returned with the following Google search query? site:target.com -
site:Marketing.target.com accounting

Options:

O A.
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Results from matches on the site marketing.target.com that are in the domain target.com but
do not include the word accounting.

O B.
Results matching all words in the query.
O C.

Results for matches on target.com and Marketing.target.com that include the word
“accounting”

O D.

Results matching “accounting” in domain target.com but not on the site Marketing.target.com

Answer

D

Questions # 69:

You are the Network Admin, and you get a complaint that some of the websites are no longer
accessible. You try to ping the servers and find them to be reachable. Then you type the IP
address and then you try on the browser, and find it to be accessible. But they are not
accessible when you try using the URL.

What may be the problem?

Options:

O A.

Traffic is Blocked on UDP Port 53
O B.

Traffic is Blocked on TCP Port 80
O C.

Traffic is Blocked on TCP Port 54
O D.

Traffic is Blocked on UDP Port 80
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Answer

A
Explanation

Most likely have an issue with DNS.

DNS stands for “Domain Name System.” It’s a system that lets you connect to websites by
matching human-readable domain names (like example.com) with the server's unique ID
where a website is stored.

Think of the DNS system as the internet’s phonebook. It lists domain names with their
corresponding identifiers called IP addresses, instead of listing people’s names with their
phone numbers. When a user enters a domain name like wpbeginner.com on their device,
it looks up the IP address and connects them to the physical location where that website is
stored.

NOTE: Often DNS lookup information will be cached locally inside the querying computer
or remotely in the DNS infrastructure. There are typically 8 steps in a DNS lookup. When
DNS information is cached, steps are skipped from the DNS lookup process, making it
quicker. The example below outlines all 8 steps when nothing is cached.

The 8 steps in a DNS lookup:

1. A user types ‘example.com’ into a web browser, and the query travels into the Internet
and is received by a DNS recursive resolver;

2. The resolver then queries a DNS root nameserver;

3. The root server then responds to the resolver with the address of a Top-Level Domain
(TLD) DNS server (such as .com or .net), which stores the information for its domains.
When searching for example.com, our request is pointed toward the .com TLD;

4. The resolver then requests the .com TLD;

5. The TLD server then responds with the IP address of the domain’s nameserver,
example.com;

6. Lastly, the recursive resolver sends a query to the domain’s nameserver;
7. The IP address for example.com is then returned to the resolver from the nameserver;

8. The DNS resolver then responds to the web browser with the IP address of the domain
requested initially;

Once the 8 steps of the DNS lookup have returned the IP address for example.com, the
browser can request the web page:

9. The browser makes an HTTP request to the IP address;
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10. The server at that IP returns the webpage to be rendered in the browser.

NOTE 2: DNS primarily uses the User Datagram Protocol (UDP) on port number 53 to
serve requests. And if this port is blocked, then a problem arises already in the first step.
But the ninth step is performed without problems.

Questions # 70:

The establishment of a TCP connection involves a negotiation called three-way handshake.
What type of message does the client send to the server in order to begin this negotiation?

Options:
O A.
ACK
O B.
SYN
O C.
RST
O D.

SYN-ACK

Answer

Questions # 71:

What is a “Collision attack” in cryptography?

Options:
O A.

Collision attacks try to get the public key
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O B.
Collision attacks try to break the hash into three parts to get the plaintext value
O C.

Collision attacks try to break the hash into two parts, with the same bytes in each part to get
the private key

O D.

Collision attacks try to find two inputs producing the same hash

Answer

D

Questions # 72:

As a securing consultant, what are some of the things you would recommend to a company to
ensure DNS security?

Options:

O A.

Use the same machines for DNS and other applications
O B.

Harden DNS servers

O C.

Use split-horizon operation for DNS servers

O D.

Restrict Zone transfers

O E.

Have subnet diversity between DNS servers
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Answer

B,C, D, E

Questions # 73:

What is one of the advantages of using both symmetric and asymmetric cryptography in
SSL/TLS?

Options:
O A.

Supporting both types of algorithms allows less-powerful devices such as mobile phones to
use symmetric encryption instead.

O B.

Symmetric algorithms such as AES provide a failsafe when asymmetric methods fail.

O C.

Symmetric encryption allows the server to security transmit the session keys out-of-band.
O D.

Asymmetric cryptography is computationally expensive in comparison. However, it is well-
suited to securely negotiate keys for use with symmetric cryptography.

Answer

A

Questions # 74:

A technician is resolving an issue where a computer is unable to connect to the Internet using
a wireless access point. The computer is able to transfer files locally to other machines, but
cannot successfully reach the Internet. When the technician examines the IP address and
default gateway they are both on the 192.168.1.0/24. Which of the following has occurred?

Options:

O A.
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The computer is not using a private IP address.

O B.

The gateway is not routing to a public IP address.

O C.

The gateway and the computer are not on the same network.
O D.

The computer is using an invalid IP address.

Answer

B
Explanation

https://en.wikipedia.org/wiki/Private_network

In IP networking, a private network is a computer network that uses private IP address
space. Both the IPv4 and the IPv6 specifications define private IP address ranges. These
addresses are commonly used for local area networks (LANSs) in residential, office, and
enterprise environments.

Private network addresses are not allocated to any specific organization. Anyone may use
these addresses without approval from regional or local Internet registries. Private IP
address spaces were originally defined to assist in delaying IPv4 address exhaustion. IP
packets originating from or addressed to a private IP address cannot be routed through
the public Internet.

The Internet Engineering Task Force (IETF) has directed the Internet Assigned Numbers
Authority (IANA) to reserve the following IPv4 address ranges for private networks:

+10.0.0.0 - 10.255.255.255
+172.16.0.0 - 172.31.255.255
+192.168.0.0 - 192.168.255.255

Backbone routers do not allow packets from or to internal IP addresses. That is, intranet
machines, if no measures are taken, are isolated from the Internet. However, several
technologies allow such machines to connect to the Internet.

- Mediation servers like IRC, Usenet, SMTP and Proxy server

- Network address translation (NAT)

- Tunneling protocol
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‘ NOTE: So, the problem is just one of these technologies. |

Questions # 75:

Tess King is using the nslookup command to craft queries to list all DNS information (such as
Name Servers, host names, MX records, CNAME records, glue records (delegation for child
Domains), zone serial number, TimeToLive (TTL) records, etc) for a Domain.

What do you think Tess King is trying to accomplish? Select the best answer.

Options:

O A.

A zone harvesting
O B.

A zone transfer

O C.

A zone update

O D.

A zone estimate

Answer

B

Questions # 76:

A company’s security policy states that all Web browsers must automatically delete their HTTP
browser cookies upon terminating. What sort of security breach is this policy attempting to
mitigate?

Options:

O A.
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Attempts by attackers to access the user and password information stored in the company’s
SQL database.

O B.

Attempts by attackers to access Web sites that trust the Web browser user by stealing the
user’s authentication credentials.

o C.

Attempts by attackers to access password stored on the user’'s computer without the user’s
knowledge.

O D.

Attempts by attackers to determine the user’s Web browser usage patterns, including when
sites were visited and for how long.

Answer

B

Questions # 77:

While using your bank’s online servicing you notice the following string in the URL bar:

“http: // www. MyPersonalBank. com/ account?id=368940911028389
&Damount=10980&Camount=21"

You observe that if you modify the Damount & Camount values and submit the request, that
data on the web page reflects the changes.

Which type of vulnerability is present on this site?

Options:

O A.

Cookie Tampering
O B.

SQL Injection

O C.

Web Parameter Tampering
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O D.

XSS Reflection

Answer

C

Questions # 78:

Eve is spending her day scanning the library computers. She notices that Alice is using a
computer whose port 445 is active and listening. Eve uses the ENUM tool to enumerate Alice
machine. From the command prompt, she types the following command.

For /f "tokens=1 %%a in (hackfile.txt} do net use *
%%10.1.2.3%c$ Juser:"administrator" %%a

What is Eve trying to do?

Options:

O A.

Eve is trying to connect as a user with Administrator privileges

O B.

Eve is trying to enumerate all users with Administrative privileges
O C.

Eve is trying to carry out a password crack for user Administrator
O D.

Eve is trying to escalate privilege of the null user to that of Administrator

Answer

C

Questions # 79:
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In the field of cryptanalysis, what is meant by a “rubber-hose” attack?

Options:

O A.

Forcing the targeted keystream through a hardware-accelerated device such as an ASIC.
O B.

A backdoor placed into a cryptographic algorithm by its creator.

O C.

Extraction of cryptographic secrets through coercion or torture.

O D.

Attempting to decrypt ciphertext by making logical assumptions about the contents of the
original plaintext.

Answer

C
Explanation

A powerful and often the most effective cryptanalysis method in which the attack is
directed at the most vulnerable link in the cryptosystem - the person. In this attack, the
cryptanalyst uses blackmail, threats, torture, extortion, bribery, etc. This method's main
advantage is the decryption time's fundamental independence from the volume of secret
information, the length of the key, and the cipher's mathematical strength.

The method can reduce the time to guess a password, for example, for AES, to an
acceptable level; however, it requires special authorization from the relevant regulatory
authorities. Therefore, it is outside the scope of this course and is not considered in its
practical part.

Questions # 80:

You are tasked to perform a penetration test. While you are performing information gathering,
you find an employee list in Google. You find the receptionist’s email, and you send her an
email changing the source email to her boss’s email (boss@company). In this email, you ask
for a pdf with information. She reads your email and sends back a pdf with links. You

Page 66 of 68



exchange the pdf links with your malicious links (these links contain malware) and send back
the modified pdf, saying that the links don’t work. She reads your email, opens the links, and
her machine gets infected. You now have access to the company network. What testing
method did you use?

Options:

O A.

Social engineering

O B.

Piggybacking

O C.

Tailgating

O D.

Eavesdropping

Answer

A
Explanation

Social engineering is the term used for a broad range of malicious activities accomplished
through human interactions. It uses psychological manipulation to trick users into making
security mistakes or giving away sensitive information.

Social engineering attacks typically involve some form of psychological manipulation,
fooling otherwise unsuspecting users or employees into handing over confidential or
sensitive data. Commonly, social engineering involves email or other communication that
invokes urgency, fear, or similar emotions in the victim, leading the victim to promptly
reveal sensitive information, click a malicious link, or open a malicious file. Because social
engineering involves a human element, preventing these attacks can be tricky for
enterprises.
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