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Questions # 1:

Refer to the exhibit.

>

An administrator is configuring a GRE tunnel to establish an EIGRP neighbor to a remote
router. The

other tunnel endpoint is already configured. After applying the configuration as shown, the
tunnel

started flapping. Which action resolves the issue?

Options:

O A.

Modify the network command to use the TunnelO interface netmask

O B.

Advertise the Loopback0 interface from R2 across the tunnel

O C.

Stop sending a route matching the tunnel destination across the tunnel
O D.

Readdress the IP network on the TunnelO on both routers using the /31 netmask

Answer

C
Explanation
Explanation

In this question we are advertising the tunnel IP address 192.168.12.2 to the other side.
When other

end receives the EIGRP advertisement, it realizes it can reach the other side of the tunnel
via EIGRP.

In other words, it reaches the tunnel destination through the tunnel itself -> This causes
“recursive
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routing” error.

Note: In order to avoid this error, do not advertise the tunnel destination IP address on the
tunnel

interface to other side.

Good recursive routing reference:
https://networklessons.com/cisco/ccie-routing-switching/gretunnel-

recursive-routing-error

Questions # 2:

Exhibit.

>
>

Refer to the exhibit. A network is configured for EIGRP equal-cost load balancing, but the
traffic destined to the servers is not load balanced. Link metrics from router R2 to R3 and R4
are the same. Which delay value must be configured to resolve the issue?

Options:

O A.

208 oon R3 EO0/0

O B.

120 on R4 EO/1

O C.

120/on R3 EO/1

O D.

2200 on R4 EO/1

Answer

C
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Questions # 3:

Refer to the exhibit.

>

Routers R1 and R2 have established a network adjacency using EIGRP, and both routers are
advertising subnets to its neighbor. After issuing the show ip EIGRP topology all-links
command in R1, some prefixes are no showing R2 as a successor. Which action resolves the
issue?

Options:

O A.

Rectify the incorrect router ID in R2.

O B.

Enable split-horizon.

O C.

Configure the network statement on the neighbor.

O D.

Resolve the incorrect metric on the link.

Answer

D

Questions # 4:

In a DMVPN network, the Spokel user observed that the voice traffic is coming to Spoke?2
users via the hub router. Which command is required on both spoke routers to communicate
directly to one another?

Options:
O A.

ip nhrp map dynamic
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O B.

ip nhrp shortcut

O C.

ip nhrp nhs multicast
O D.

ip nhrp redirect

Answer

B

Questions # 5:

>

Refer to the exhibit. A network engineer cannot remote access R3 using Telnet from switch S1.
Which action resolves the issue?

Options:

O A.

Allow the inbound connection via the exec command on R3.

O B.

Add the transport input telnet command on R3.

O C.

Allow to use the ssh -l admin 10.0.0.1 command on the switch.

O D.

Add the login admin command on the switch.

Answer

A
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Questions # 6:

>

Refer to the exhibit. A network engineer receives a report that Spoke 1 users can perform
bank transactions with the server located at the Center site, but Spoke 2 users cannot. Which
action resolves the issue?

Options:

O A.

Configure the Spoke 2 users IP on the router B OSPF domain

O B.

Configure encapsulation dotlq 78 on the router C interface.

O C.

Configure IPv6 on the routers B and C interfaces

O D.

Configure OSPFv2 on the routers B and C interfaces

Answer

C

Questions # 7:

Refer to the exhibit.

>

R1 is configured with uRPF, and ping to R1 is failing from a source present in the R1 routing
table via the GigatxtEthernet 0/0 interface. Which action resolves the issue?

Options:
O A.

Remove the access list from the interface GigabrtEthernet 0/0
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O B.

Modify the uRPF mode from strict to loose

O C.

Enable Cisco Express Forwarding to ensure that uRPF is functioning correctly

O D.

Add a floating static route to the source on R1 to the GigabitEthernet 0/1 interface

Answer

B

Questions # 8:

:580

An engneer must configure encrypted packets for a single router OSPF neighoorsMp Which
configuration meets this requirement?

>

>

Options:
O A.
Option A
O B.
Option B
O C.
Option C
O D.

Option D
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Answer

A

Questions # 9:

>

>

Refer to the exhibit. AS 111 mut not be used as a transit AS, but ISP-1 is getting ISP-2 routes
from AS 111. Which configuration stops Customer AS from being used as a transit path on
ISP-1?

Options:

O A.

ip as-path access-list 1 permit ~$

O B.

ip as-path access-list 1 permit 111

O C.

ip as-path access-list 1 permit."

O D.

ip as-path access-list 1 permit ~111$

Answer

A

Questions # 10:

>

Refer to the exhibit. An engineer configured summarization for the R1 loopback addresses and
failed. Which action permits the successful advertisement of the R1 loopback addresses?
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Options:
O A.

Configure EIGRP 100 with a network statement for loopback 0 and configure and redistribute
the static route for loopback 50.

O B.

Configure EIGRP 100 with a network statement for loopback 0 and redistribute the connected
route for loopback 50.

O C.

Configure EIGRP 100 with a network statement for loopback 0 and remove the leak map for
loopback 50.

O D.

Configure 100.1.1.1 permit statement in the prefix list LOPPBACK50 and redistribute the
connected route for loopback 50.

Answer

B

Questions # 11:

An engineer must override the normal routing behavior of a router for Telnet traffic that is
destined to 10.10.10.10 from 10.10.1.0/24 via a next hop of 10.4.4.4. which is directly
connected to the router that is connected to the 10.1.1.0/24 subnet Which configuration
reroutes traffic according to this requirement?

>

Options:
O A.
Option A
O B.
Option B

O C.
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Option C
O D.

Option D

Answer

B

Questions # 12:

What action is performed for untagged outgoing labels in an MPLS router?

Options:
O A.

Convert the incoming MPLS packet to an untagged packet and then do a FIB lookup

O B.

Convert the incoming MPLS packet to an untagged packet and then do a RIB lookup.

O C.

Convert the untagged packet to a labeled packet and forward it to the next router

O D.

Convert the incoming MPLS packet to an IP packet and forward it to the next router.

Answer

C

Questions # 13:

>

Refer to the exhibit. Which action limits the access to R2 from 192.168.12.17
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Options:

O A.

Swap sequence 10 with sequence 20 in access-list 100.

O B.

Modify sequence 20 to permit tcp host 192.168.12.1 eq 22 any to access-list 100
O C.

Swap sequence 20 with sequence 10 in access-list 100

O D.

Modify sequence 10 to deny tcp any eq 22 any to access-list 100.

Answer

C

Questions # 14:

:582

>

Refer to the exhibit. Branch 2 hosts cannot receive dynamic IP addresses. Which action
resolves the issue?

Options:

O A.

Configure the ip helper command on the interface GigabitEthernet 0/2 of the R2 router

O B.

Configure the Ip helper command on the Layer 2 switch SW2 interfaces

O C.

Configure the Ip helper command on the interface GigabitEthernet 0/2 of the DHCP router.

O D.

Configure the Ip helper command on the interface GigabitEthernet 0/0 of the DHCP router.
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Answer

Questions # 15:

What is a characteristic of Layer 3 MPLS VPNs?

Options:

O A.

LSP signaling requires the use of unnumbered IP links for traffic engineering.
O B.

Traffic engineering supports multiple IGP instances

O C.

Traffic engineering capabilities provide QoS and SLAs.

O D.

Authentication is performed by using digital certificates or preshared keys.

Answer

C
Explanation

[Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_te_diffserv/configuration/15-mt/mp-t
e-diffserv-15-mt-book/mp-te-diffserv-aw.html, , MPLS traffic engineering supports only a
single IGP process/instance, The MPLS traffic engineering feature does not support routing
and signaling of LSPs over unnumbered, IP links., Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_te path_setup/configuration/xe-,
3s/mp-te-path-setup-xe-3s-book/mp-te-enhance-xe.html, , , , ]

Questions # 16:

Refer to the exhibit.
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>

An engineer configures the router 10.1.100.10 for EIGRP autosummarization so that R1 should
receive the summary route of 10.0.0.0/8. However, R1 receives more specific /24 routes.

Which action resolves this issue?

Options:
O A.

Router R1 should configure ip summary address eigrp (AS number) 10.0.0.0 255.0.0.0 for the
R1 Fast Ethernet 0/0 connected interface.

O B.

Router R1 should configure ip route 10.0.0.0 255.0.0.0 null O for the routes that are received
on R1.

O C.

Router 10.1.100.10 should configure ip route 10.0.0.0 255.0.0.0 null O for the routes that are
summarized toward R1.

O D.

Router 10.1.100.10 should configure ip summary address eigrp (AS number) 10.0.0.0
255.0.0.0 for the R1 Fast Ethernet 0/0 connected interface.

Answer

Questions # 17:

Which function does LDP provide in an MPLS topology?

Options:

O A.

It enables a MPLS topology to connect multiple VPNs to P routers.
O B.

It provides hop-by-hop forwarding in an MPLS topology for LSRs.
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O C.
It exchanges routes for MPLS VPNs across different VRFs.
O D.

It provides a means for LSRs to exchange IP routes.

Answer

B
Explanation
LDP provides a standard methodology for hop-by-hop, or dynamic label, distribution in an

MPLS

network by assigning labels to routes that have been chosen by the underlying Interior
Gateway

Protocol (IGP) routing protocols. The resulting labeled paths, called label switch paths
(LSPs), forward

label traffic across an MPLS backbone to particular destinations.
[Reference:

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/mp_ldp/configuration/12-4t/mp-ldp-,
12-4t-book.pdf, , , ,, ]

Questions # 18:

>

>

Refer to the exhibit SW100 cannot receive routes from R1 Which configuration resolves the
issue?

>

>

Options:
O A.

Option A
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O B.
Option B
O C.
Option C
O D.

Option C

Answer

A

Questions # 109:

>

Refer to the exhibit An engineer configured NetFlow but cannot receive the flows from R1
Which two configurations resolve the issue? (Choose two )

A)
>
B)
>
C)
>

D)

Options:

O A.

Option A
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O B.
Option B
O C.
Option C
O D.
Option D
O E.

Option E

Answer

B, E

Questions # 20:

Which table is used to map the packets in an MPLS LSP that exit from the same interface, via
the same next hop, and have the same queuing policies?

Options:
O A.

RIB

O B.

FEC

O C.

LDP

O D.

CEF

Answer
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Questions # 21:

>

>

Refer to the exhibit. When an FTP client attempts to use passive FTP to connect to the FTP
server, the file transfers fail Which action resolves the issue?
Options:

O A.

Configure active FTP traffic.

O B.

Modify FTP-SERVER access list to remove established at the end.
O C.

Modify traffic filter FTP-SERVER in to the outbound direction.

O D.

Configure to permit TCP ports higher than 1023.

Answer

D

Questions # 22:

Refer to the exhibit.

>

Reachability between servers in a network deployed with DHCPv6 is unstable. Which
command must be removed from the configuration to make DHCPv6 function?
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Options:

O A.

ipv6 dhcp server DHCPPOOL
O B.

ipv6 address 2001:0:1:4::/64
O C.

ipv6 nd ra suppress

O D.

address prefix 2001:0:1:4::/64 lifetime infinite infinite

Answer

C

Questions # 23:

Which protocol must be secured with MD-5 authentication across the MPLS cloud to prevent
hackers from introducing bogus routers?

Options:
O A.
MP-BGP
O B.

LSP

O C.
RSVP

O D.

LDP
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Answer

A

Questions # 24:

What are two features of BFD? (Choose two.)

Options:

O A.

scalable

O B.

replaces hello messages

O C.

reliable

O D.

intensive on CPU for Layer 2 links
O E.

requires routing protocols

Answer

A C

Questions # 25:

Refer to the exhibit.

>

A network engineer is adding a new spoke router into an existing DMVPN Phase 3 tunnel with
a hub router to provide secure communication between sites Which additional configuration
must the engineer apply to enable the tunnel to come up?
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Options:

O A.

ip nhrp registration no-unique
O B.

ip nhrp server-only non-caching
O C.

ip nhrp responder tunnel

O D.

ip nhrpnhs 172.23.5.1

Answer

D

Questions # 26:

Refer to the exhibit.

>

>

A network administrator sets up an OSPF routing protocol for a DMVPN network on the hub
router. Which configuration required to establish a DMVPN tunnel with multiple spokes?
Options:

O A.

ip ospf network point-to-multipoint on both spoke routers

O B.

ip ospf network point-to-point on the hub router

O C.

ip ospf network point-to-multipoint on One spoke router

O D.
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ip ospf network point-to-point on both spoke routers

Answer

A
Questions # 27:

Drag and drop the descriptions from the left onto the IPv6 first hop security features on the
right. Not all options are used.

>

Options:

Answer

Answer: >

Questions # 28:

What are the two goals of micro BFD sessions? (Choose two.)

Options:

O A.

The high bandwidth member link of a link aggregation group must run BFD
O B.

Run the BFD session with 3x3 ms hello timer

O C.

Continuity for each member link of a link aggregation group must be verified
O D.

Eny member link on a link aggregation group must run BFD

O E.
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Each member link of a link aggregation group must run BFD.

Answer

C E
Explanation

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/iproute_bfd/configuration/xe-16-8/irb-xe
-16-8-book/irb-micro-bfd.html

Questions # 29:

Refer to the exhibit.

>

An error message "an OSPF-4-FLOOD_WAR" is received on SW2 from SW1. SW2 is repeatedly
receiving its own link-state advertisement and flushes it from the network. Which action
resolves the issue?

Options:

O A.

Change area 5 to a normal area from a nonstub area

O B.

Resolve different subnet mask issue on the link

O C.

Configure Layer 3 port channel on interfaces between switches

O D.

Resolve duplicate IP address issue in the network

Answer

Page 22 of 53



Questions # 30:

What are two characteristics of IPv6 Source Guard? (Choose two.)

Options:

O A.

requires IPv6 snooping on Layer 2 access or trunk ports

O B.

used in service provider deployments to protect DDoS attacks
O C.

requires the user to configure a static binding

O D.

requires that validate prefix be enabled

O E.

recovers missing binding table entries

Answer

D, E

Explanation

IPv6 Source Guard uses the IPv6 First-Hop Security Binding Table to drop traffic from

unknown

sources or bogus IPv6 addresses not in the binding table. The switch also tries to recover
from lost

address information, querying DHCPv6 server or using IPv6 neighbor discovery to verify
the source

IPv6 address after dropping the offending packet(s).

[Reference: https://blog.ipspace.net/2013/07/first-hop-ipv6-security-features-in.html, , , , ,
]

Questions # 31: ‘
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>
>

Refer to the exhibit A customer reported a failure and intermittent disconnection between two
office buildings site X and site Y The network team finds that site X and site Y are exchanging
email application traffic with the data center network Which configuration resolves the issue
between site X and site Y?

A)
>
B)
>

Q)

Options:
O A.
Option A
O B.
Option B
O C.
Option C
O D.

Option D

Answer

C

Page 24 of 53



Questions # 32:

>
Refer to the exhibit An enterprise operations team must monitor all application server traffic in
the data center The team finds that traffic coming from the hub site from R3 and R6 rs
monitored successfully but traffic destined to the application server is not monitored Which
action resolves the issue?
A)
>
B)
>
C)
>
D)
>
Options:
O A.
Option A
O B.
Option B
O C.
Option C
O D.
Option D
Answer
C
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Questions # 33:

Refer to the exhibit.

>

An administrator is attempting to disable the automatic logout after a period of inactivity.
After logging out the console stopped responding to all keyword inputs. Remote access
through SSH still work resolves the issue?

Options:

O A.

Configure the exec command on line con 0.

O B.

Configure the absolute-timeout command on line con 0.

O C.

Configure the default exec-timeout command on line con 0.

O D.

Configure the no exec-timeout command on line con 0.

Answer

D

Questions # 34:

>

Refer to the exhibit. An engineer noticed that the router log messages do not have any
information about when the event occurred. Which action should the engineer take when
enabling service time stamps to improve the logging functionality at a granular level?

Options:

O A.
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Configure the debug uptime option
O B.

Configure the msec option

O C.

Configure the timezone option

O D.

Configure the tog uptime option

Answer

D

Questions # 35:

Refer to the exhibit.

>

Which policy configuration on R1 forwards any traffic that is sourced from the 192 168 130
0'24 network to R2?

A)
>
B)
>

C)

Options:

O A.

Option A
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O B.
Option B
O C.
Option C
O D.

Option D

Answer

B

Questions # 36:

A network administrator cannot connect to a device via SSH. The line vty configuration is as
follows:

>

Which action resolves this issue?

Options:

O A.

Increase the session timeout

O B.

Change the stopbits to 10.

O C.

Configure the transport input SSH
O D.

initialize the SSH key

Answer
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‘ D

Questions # 37:

Refer to the exhibit.

>

A junior engineer configured SNMP to network devices. Malicious users have uploaded
different configurations to the network devices using SNMP and TFTP servers.

Which configuration prevents changes from unauthorized NMS and TFTP servers?

Options:
O A.

access-list 20 permit 10.221.10.11access-list 20 deny any log!snmp-server group NETVIEW v3
priv read NETVIEW access 20snmp-server group NETADMIN v3 priv read NETVIEW write
NETADMIN access 20snmp-server community CiscOUs3r RO 20snmp-server community
CiscOwrus3r RW 20snmp-server tftp-server-list 20

O B.

access-list 20 permit 10.221.10.11access-list 20 deny any log!snmp-server group NETVIEW v3
priv read NETVIEW access 20snmp-server group NETADMIN v3 priv read NETVIEW write
NETADMIN access 20snmp-server community CiscOwrus3r RO 20snmp-server community
CiscOUs3r RW 20snmp-server tftp-server-list 20

O C.
access-list 20 permit 10.221.10.11access-list 20 deny any log
O D.

access-list 20 permit 10.221.10.11

Answer

A

Questions # 38:

The summary route is not shown in the RouterB routing table after this below configuration on
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Router A
>,

Which Router_A configuration resolves the issue by advertising the summary route to Router
B?

>

Options:
O A.
Option A
O B.
Option B
O C.
Option C
O D.

Option D

Answer

B

Questions # 39:

:584

>
>

Reler lothe exhibit The engineer is trying to transfer the newlOSfile to the router R3 but is
getting an error Which configuration achieves the file transfer?

>

Options:

O A.
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Option A
O B.
Option B
O C.
Option C
O D.

Option D

Answer

B

Questions # 40:

>

Refer to the exhibit. R1 and R2 cannot establish an EIGRP adjacency. Which action establishes
EIGRP adjacency?

Options:

O A.

Remove the current autonomous system number on one of the routers and change to a
different value.

O B.

Remove the passive-interface command from the R2 configuration so that it matches the R1
configuration.

O C.

Add the no auto-summary command to the R2 configuration so that it matches the R1
configuration.

O D.

Add the passive-interface command to the R1 configuration so that it matches the R2
configuration.
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Answer

B

Questions # 41:

Refer to exhibit.

>

Routing protocols are mutually redistributed on R3 and R1. Users report intermittent
connectivity to services hosted on the 10.1.1.0/24 prefix. Significant routing update changes
are noticed on R3 when the show ip route profile

command is run. How must the services be stabilized?

Options:
O A.

The issue with using BGP must be resolved by using another protocol and redistributing it into
EIGRP on R3

O B.
The routing loop must be fixed by reducing the admin distance of iBGP from 200 to 100 on R3
o C.
The routing loop must be fixed by reducing the admin distance of OSPF from 110 to 80 on R3
O D.

The issue with using iBGP must be fixed by running eBGP between R3 and R4

Answer

B
Explanation

After redistribution, R3 learns about network 10.1.1.0/24 via two paths:+ Internal BGP
(IBGP): advertised from R4 with AD of 200 (and metric of 0)+ OSPF: advertised from R1
with AD of 110 (O E2) (and metric of 20)Therefore R3 will choose the path with the lower
AD via OSPF
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But this is a looped path which is received from R3 -> R2 -> R1 -> R3. So when the
advertised route from R4 is expired, the looped path is also expired soon and R3
willreinstall the main path from R4. This is the cause of intermittent connectivity.In order
to solve this issue, we can lower the AD of iBGP to a value which is lower than 110 so that
it is preferred over OSPF-advertised route.

Questions # 42:

Refer to the exhibit.

>
A network administrator reviews the branch router console log to troubleshoot the OSPF
adjacency issue with the DR router. Which action resolves this issue?

Options:

O A.

Advertise the branch WAN interface matching subnet for the DR site.

O B.

Configure matching hello and dead intervals between sites.

O C.

Configure the WAN interface for DR site in the related OSPF area.

O D.

Stabilize the DR site flapping link to establish OSPF adjacency.

Answer

Questions # 43:

Refer to the exhibits.

>
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A user on the 192.168.1.0/24 network can successfully ping 192.168.3.1, but the administrator
cannot ping 192.168.3.1 from the LA router. Which set of configurations fixes the issue?

A)
>
B)
>

Q)

Options:
O A.
Option A
O B.
Option B
O C.
Option C
O D.

Option D

Answer

B

Questions # 44:

Refer to Exhibit.

>

Traffic from the branch network should route through HQ R1 unless the path is unavailable. An
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engineer tests this functionality by shutting down interface on the BRANCH router toward
HQ R1 router but 192.168.20.0/24 is no longer reachable from the branch router. Which set of
configurations resolves the issue?

Options:

O A.

HQ R1(config)# ip sla responderHQ R1(config)# ip sla responder icmp-echo 172.16.35.2
O B.

BRANCH(config)# ip sla 1BRANCH(config-ip-sla)# icmp-echo 172.16.35.1

O C.

HQ _R2(config)# ip sla responderHQ_R2(config)# ip sla responder icmp-echo 172.16.35.5
O D.

BRANCH(config)# ip sla 1BRANCH(config-ip-sla)# icmp-echo 172.16.35.2

Answer

D
Explanation

In the configuration above, the engineer has made a mistake as he was tracking
172.16.35.6 (the backup path) instead of tracking the main path (172.16.35.2).
Therefore,when he shut down the main path, the track 1 was still up so traffic still went
through the main path -> it failed.

To fix this issue, we just need to correct the tracking interface of the main path.

Questions # 45:

Refer to the exhibit.

>

Which action resolves the adjacency issue?
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Options:

O A.

Match the hello interval timers.

O B.

Configure the same EIGRP process IDs.
O C.

Match the authentication keys.

O D.

Configure the same autonomous system numbers.

Answer

D
Explanation

EIGRP does not have process ID as it uses Autonomous System (AS) numbers only.
This is not an authentication problem or we would see this error from the debug:

EIGRP: Ethernet0/0: ignored packet from 10.1.1.3, opcode = 1 (missing authentication or
key-chain missing)

If the AS numbers between two routers are different then the neighbor relationship cannot
be formed.

Questions # 46:

Refer to the exhibit.

>

R1 is being monitored using SNMP and monitoring devices are getting only partial information.
What action should be taken to resolve this issue?

Options:

O A.
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Modify the CoPP policy to increase the configured exceeded limit for SNMP.
O B.

Modify the access list to include snmptrap.

O C.

Modify the CoPP policy to increase the configured CIR limit for SNMP.

O D.

Modify the access list to add a second line to allow udp any any eq snmp

Answer

D

Questions # 47:

Which IGPs are supported by the MPLS LDP autoconfiguration feature?

Options:

O A.

RIPv2 and OSPF
O B.

OSPF and EIGRP
O C.

OSPF and ISIS
O D.

ISIS and RIPv2

Answer
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Questions # 48:

Which two protocols work in the control plane of P routers across the MPLS cloud? (choose
two)
Options:
O A.

LSP

O B.
RSVP

O C.
ECMP

O D.

LDP

O E.

MPLS OAM

Answer

B, D

Questions # 49:

In which two ways does the IPv6 First-Hop Security Binding Table operate? (Choose two.)

Options:
O A.

by IPv6 routing protocols to securely build neighborships without the need of authentication

O B.

by the recovery mechanism to recover the binding table in the event of a device reboot
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O C.

by IPv6 HSRP to make sure neighbors are authenticated before being used as gateways
O D.

by various IPv6 guard features to validate the data link layer address

O E.

by storing hashed keys for IPsec tunnels for the built-in IPsec features

Answer

B, D
Explanation

Overview of the IPv6 First-Hop Security Binding Table

A database table of IPv6 neighbors connected to the device is created from information
sources such as NDP snooping. This database, or binding table, is used by variousIPv6
guard features to validate the link-layer address (LLA), the IPv4 or IPv6 address, and the
prefix binding of the neighbors to prevent spoofing and redirect attacks.

IPv6 First-Hop Security Binding Table Recovery MechanismThe IPv6 first-hop security
binding table recovery mechanism enables the binding table to recover in the event of a
device reboot.

[Reference:
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/ipv6_fhsec/configuration/15-s/ip6-fhs-bi
nd-table.html, , , , ]

Questions # 50:

Exhibit:

>

An engineer configured R2 and R5 as route reflectors and noticed that not all routes are sent
to R1 to advertise to the eBGP peers. Which iBGP routers must be configured as route
reflectors to advertise all routes to restore reachability across all networks?

Options:

O A.
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R1 and R4

O B.

R1 and R5

O C.

R4 and R5

O D.

R2 and R5

Answer

C

Explanation

When R2 & R5 are route reflectors (RRs), routes from R4 & R8 are advertised to R5 and R5
advertises to R2. But R2 would drop them as R2 is also a RR. Therefore some routes are
missing on R1 to advertise to eBGP peers.

Good reference:
https://www.ciscolive.com/c/dam/r/ciscolive/emea/docs/2015/pdf/TECRST-2310.pdf

Route reflectors (RR) must be fully iBGP meshed so we cannot configure RR on both R1
and

R5.

We should choose routers at the center of the topology RRs, in this case R4 & R5.

Questions # 51:

Refer to the exhibit.

>

An IT staff member comes into the office during normal office hours and cannot access devices
through SSH Which action should be taken to resolve this issue?
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Options:

O A.

Modify the access list to use the correct IP address.
O B.

Configure the correct time range.

O C.

Modify the access list to correct the subnet mask
O D.

Configure the access list in the outbound direction.

Answer

A
Explanation

To ACL should be permit tcp 101 10.1.1.1 0.0.0.0

Questions # 52:

Refer to the exhibit.

>

An engineer wanted to set a tag of 30 to route 10 1.80.65/32 but it failed How is the issue
fixed?

Options:

O A.

Modify route-map ospf-to-eigrp permit 30 and match prefix-list ccnp2.

O B.

Modify route-map ospf-to-eigrp permit 10 and match prefix-list ccnp2.

O C.
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Modify prefix-list ccnp3 to add 10.1.64.0/20 le 24
O D.

Modify prefix-list ccnp3 to add 10.1.64.0/20 ge 32

Answer

B

Questions # 53:

What are two functions of MPLS Layer 3 VPNs? (Choose two.)

Options:

O A.

LDP and BGP can be used for Pseudowire signaling.

O B.

It is used for transparent point-to-multipoint connectivity between Ethernet links/sites.
O C.

BGP is used for signaling customer VPNv4 routes between PE nodes.

O D.

A packet with node segment ID is forwarded along with shortest path to destination.

O E.

Customer traffic is encapsulated in a VPN label when it is forwarded in MPLS network.

Answer

C E
Explanation

MPLS Layer-3 VPNs provide IP connectivity among CE sites* MPLS VPNs enable full-mesh,
hub-andspoke, and hybrid IP connectivity* CE sites connect to the MPLS network via IP
peering across PE-CE links* MPLS Layer-3 VPNs are implemented via VRFs on PE edge
nodes* VRFs providing customer routing and forwarding segmentation* BGP used for
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signaling customer VPN (VPNv4) routes between PE nodes* To ensure traffic separation,
customer traffic is encapsulated in an additional VPN label when forwarded in MPLS
network* Key applications are layer-3 business VPN services, enterprise network
segmentation, and segmented layer-3 Data Center access

[Reference:
https://www.ciscolive.com/c/dam/r/ciscolive/us/docs/2018/pdf/BRKMPL-1100.pdf, ,,,,,, ]

Questions # 54:

How does an MPLS Layer 3 VPN function?

Options:

O A.

set of sites use multiprotocol BGP at the customer site for aggregation
O B.

multiple customer sites interconnect through service provider network to create secure
tunnels between customer edge devices

O C.
set of sites interconnect privately over the Internet for security
O D.

multiple customer sites interconnect through a service provider network using customer edge
to provider edge connectivity

Answer

D
Explanation

A Multiprotocol Label Switching(MPLS) Layer 3 Virtual Private Network (VPN) consists of a
set

of sites that are interconnected by means of an MPLS provider core network. At each
customer

site, one or more customer edge (CE) routers attach to one or more provider edge (PE)
routers.
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[Reference:,
https://www.cisco.com/c/en/us/td/docs/routers/asr9000/software/asr9k-r6-5/Ixvpn/configur
ation/g, uide/b-I3vpn-cg-asr9000-65x/b-13vpn-cg-asr9000-65x_chapter_010.pdf, , , , ]

Questions # 55:

Refer to the exhibit.

>

A network is under a cyberattack. A network engineer connected to R1 by SSH and enabled
the terminal monitor via SSH session to find the source and destination of the attack. The
session was flooded with messages, which made it impossible for the engineer to troubleshoot
the issue. Which command resolves this issue on R1?

Options:

O A.

no terminal monitor

O B.

(config)#terminal no monitor

O C.

#terminal no monitor

O D.

(config)#no terminal monitor

Answer

C
Explanation

To turn off terminal monitor, use “terminal no monitor” in the enable mode

Questions # 56:
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>
Refer to the exhibit. Which action restores the routes from neighbors while still filtering
1.1.1.0/247

Options:

O A.

Add a second line in the access list to permit any.

O B.

Modify the route map to permit the access list instead of deny it

O C.

Modify the access list to deny instead of permit it.

O D.

Add a second sequence in the route map permit 20

Answer

D

Questions # 57:

Refer to the exhibit.

>
The R1 and R2 configurations are:

>

The neighbor is not coming up. Which two sets of configurations bring the neighbors up?
(Choose two.)

Options:

O A.

R2ip route 10.1.1.1 255.255.255.255 192.168.1.1Jrouter bgp 200neighbor 10.1.1.1 tti-security
hops 1neighbor 10.1.1.1 update-source loopback 0
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O B.

R2ip route 10.1.1.1 255.255.255.255 192.168.1.1Jrouter bgp 200neighbor 10.1.1.1 disable-
connected-checkneighbor 10.1.1.1 update-source loopback 0

o C.

R2ip route 10.1.1.2 255.255.255.255 192.168.1.2[Jrouter bgp 100neighbor 10.1.1.2 ttl-security
hops 1neighbor 10.1.1.2 update-source loopback 0

O D.

R1lip route 10.1.1.2 255.255.255.255 192.168.1.2[Jrouter bgp 100neighbor 10.1.1.1 ttl-security
hops 1neighbor 10.1.1.2 update-source loopback 0

O E.

Rlip route 10.1.1.2 255.255.255.255 192.168.1.2[Jrouter bgp 100neighbor 10.1.1.2 disable-
connected-checkneighbor 10.1.1.2 update-source LoopbackO

Answer

B, E
Explanation
>

Disable-connected-check enables a directly connected eBGP neighbor to peer using a
loopback address without adjusting the default TTL of 1. In disable connected check the
router does not decrease the TTL of an IP packet that is destined to itself so it only counts
or considers as one hop between the two loopbacks of the routers.

Questions # 58:

Exhibit:

>
NTP is configured across the network infrastructure and Cisco DNA Center. An NTP issue was
reported on the Cisco DNA Center at 17:15. Which action resolves the issue?

Options:

O A.
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Check and resolve reachability between the WLC and the NTP server

O B.

Reset the NTP server to resolve any synchronization issues for all devices

O C.

Check and resolve reachability between Cisco DNA Center and the NTP server
O D.

Check and configure NTP on the WLC and synchronize with Cisco DNA Center

Answer

D
Explanation

Excessive time lag between Cisco DNA Center and device: The time difference between
Cisco DNA Center and the device IP Address has drifted too far apart. CiscoDNA Center
cannot process the device data accurately if the time difference is more than 3 minutes.

[Reference:
https://www.cisco.com/c/en/us/td/docs/cloud-systems-management/network-automation-a
nd-management/dna-center-
assurance/1-2-10/b_cisco_dna_assurance_1 2 10 ug/b_cisco_dna_assurance 1 2 10 ug c
hapter 01101.html,,,,,,, 1]

Questions # 59:

Refer to the exhibit.

>

Which interface configuration must be configured on the HUB router to enable MVPN with
MGRE mode?

>

Options:
O A.

Option A
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O B.
Option B
O C.
Option C
O D.

Option D

Answer

C
Explanation

https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/sec_conn_dmvpn/configuration/15-mt/se
c-conn-dmvpn-15-mt-book/sec-conn-dmvpn-dmvpn.html

Questions # 60:

When configuring Control Plane Policing on a router to protect it from malicious traffic, an
engineer observes that the configured routing protocols start flapping on

that device. Which action in the Control Plane Policy prevents this problem in a production
environment while achieving the security objective?

Options:

O A.

Set the conform-action and exceed-action to transmit initially to test the ACLs and transmit
rates and apply the Control Plane Policy in the output direction

O B.

Set the conform-action and exceed-action to transmit initially to test the ACLs and transmit
rates and apply the Control Plane Policy in the input direction

O C.

Set the conform-action to transmit and exceed-action to drop to test the ACLs and transmit
rates and apply the Control Plane Policy m the input direction
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O D.

Set the conform-action to transmit and exceed-action to drop to test the ACLs and transmit
rates and apply the Control Plane Policy m the output direction

Answer

Questions # 61:

>

Refer to the exhibit. The engineer configured and connected Router2 to Routerl. The link
came up but could not establish a Telnet connection to Routerl IPv6 address of 2001:DB8::1.
Which configuration allows Router2 to establish a Telnet connection to Routerl?

Options:

O A.

jpv6 unicast-routing

O B.

permit ICMPv6 on access list INGRESS for Router2 to obtain IPv6 address

O C.

permit ip any any on access list EGRESS2 on Routerl

O D.

IPv6 address on GigabitEthernet0/0

Answer

D
Explanation

____________ --——-R1 —- —- —- —-

interface Ethernet0/0

ip address 209.165.201.1 255.255.255.0
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ip access-group EGRESS2 out
ipv6 address 2001:DB8::1/64

end

____________ R2---- ——- ——- —— S
interface Ethernet0/0

ip address 209.165.201.25 255.255.255.0
ipv6 address 2001:DB8::2/64

ipv6 address autoconfig

ipv6 nd autoconfig default-route

ipv6 nd cache expire 60

ipv6 nd ra suppress

ipv6 traffic-filter INGRESS in

end

IOU Router2#telnet 2001:DB8::1

Trying 2001:DB8::1 ... Open

IOU_Routerl>

Questions # 62:

>
Refer to the exhibit. A network administrator configured mutual redistribution on R1 and R2
routers, which caused instability in the network. Which action resolves the issue?

Options:

O A.

Set a tag in the route map when redistributing EIGRP into OSPF on R1. and match the same
tag on R2 to deny when redistributing OSPF into EIGRP.

Page 50 of 53



O B.

Set a tag in the route map when redistributing EIGRP into OSPF on R1. and match the same
tag on R2 to allow when redistributing OSPF into EIGRP.

o C.

Advertise summary routes of EIGRP to OSPF and deny specific EIGRP routes when
redistributing into OSPF.

O D.

Apply a prefix list of EIGRP network routes in OSPF domain on R1 to propagate back into the
EIGRP routing domain.

Answer

A
Explanation

When doing mutual redistribution at multiple points (between OSPF and EIGRP on R1 &
R2), we may create routing loops so we should use route-map to prevent redistributed
routes from redistributing again into the original domain.

In the below example, the route-map “SET-TAG” is used to prevent any routes that have
been redistributed into EIGRP from redistributed again into OSPF domain by tagging these
routes with tag 1:

>

Questions # 63:

Refer to the exhibit.

>

The network administrator must mutually redistribute routes at the Chicago router to the LA
and NewYork routers. The configuration of the Chicago router is this:

>

After the configuration, the LA router receives all the NewYork routes, but NewYork router
does not receive any LA routes. Which set of configurations fixes the problem on the Chicago
router?

A)
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Options:
O A.
Option A
O B.
Option B
O C.
Option C
O D.

Option D

Answer

B
Explanation

“LA router receives all the NewYork routes but it does not receive any LA routes” because
when redistrubuting into EIGRP, we must configure the default metric.
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