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Questions # 1:

Which factor is a prerequisite on FortiNAC to add a Layer 3 router to its inventory?

Options:

 A.

Allow HTTPS access from the router to the FortiNAC ethO IP address

 B.

Allow FTP access to the FortiNAC database from the router

 C.

The router responding to ping requests from the FortiNAC eth1 IP address

 D.

SNMP or CLI access to the router to carry out remote tasks

Answer

D
Explanation

 FortiNAC uses SNMP or CLI to communicate with network devices such as routers and
switches. To add a Layer 3 router to its inventory, FortiNAC needs to have SNMP or CLI
access to the router to perform remote tasks such as polling, VLAN assignment, and port
shutdown. Without SNMP or CLI access, FortiNAC cannot manage the router or its
ports. Therefore, SNMP or CLI access is a prerequisite for adding a Layer 3 router to
FortiNAC’s
inventory. References := https://docs.fortinet.com/document/fortinac/9.4.0/administration-
guide/105927/inventory

https://docs.fortinet.com/document/fortinac/9.4.0/administration-guide/344098/l3-polling

Questions # 2:

Exhibit.
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Which statement is true about the FortiAnalyzer playbook configuration shown in the exhibit?

Options:

 A.

The playbook is run on a configured schedule

 B.

The playbook is run when an incident is created that matches the filters.

 C.

The playbook is run when an event is created that matches the filters

 D.

The playbook is manually started by an administrator

Answer

D
Explanation

The FortiAnalyzer playbook configuration shown in the exhibit indicates that:

D. The playbook is manually started by an administrator: The "ON DEMAND"
trigger in the playbook suggests that it is initiated manually, as opposed to being
automated or scheduled. This typically means that an administrator decides when to
run the playbook based on specific needs or incidents.

Questions # 3:
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An administrator wants to prevent direct host-to-host communication at layer 2 and use only
FortiGate to inspect all the VLAN traffic What three things must the administrator configure on
FortiGate to allow traffic between the hosts? (Choose three.)

Options:

 A.

Configure proxy ARP to allow traffic

 B.

Block intra-VLAN traffic in the VLAN interface settings

 C.

Add the VLAN interface to a software switch

 D.

Configure static routes to allow subnets

 E.

Configure a firewall policy to allow the desired traffic between hosts

Answer

B, D, E
Explanation

To prevent direct host-to-host communication at layer 2 and use only FortiGate to inspect
all the VLAN traffic, an administrator must configure:

B. Block intra-VLAN traffic in the VLAN interface settings: This setting
prevents direct communication between hosts within the same VLAN, forcing traffic
to be routed through FortiGate for inspection.

D. Configure static routes to allow subnets: By setting up static routes, the
administrator ensures that traffic between different subnets is correctly routed
through the FortiGate for inspection and policy enforcement.

E. Configure a firewall policy to allow the desired traffic between hosts:
Firewall policies on the FortiGate will dictate what traffic is permitted between hosts,
ensuring that only authorized traffic is allowed.
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The other options are not typically required for this setup:

A. Configure proxy ARP to allow traffic: Proxy ARP is not necessary for this
scenario as it involves answering ARP requests on behalf of another host, which is
not relevant to blocking intra-VLAN traffic.

C. Add the VLAN interface to a software switch: This would create a switch-like
environment on the FortiGate, which is counterproductive to the goal of preventing
direct host-to-host communication at layer 2.

References:

FortiGate VLAN Configuration Guide.

Blocking Intra-VLAN Communication in FortiGate.

Questions # 4:

An administrator is trying to create a separate web tittering profile for off-fabric and on-fabric
clients and push it to managed FortiClient devices

Where can you enable this feature on FortiClient EMS?

Options:

 A.

Endpoint policy

 B.

ZTNA connection rules

 C.

System settings

 D.

On-fabric rule sets
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Answer

A
Explanation

To create a separate web filtering profile for off-fabric and on-fabric clients and push it to
managed FortiClient devices in FortiClient EMS, the feature can be enabled in:

A. Endpoint Policy: This is where administrators can define and manage different
policies for FortiClient endpoints. These policies can include settings for web filtering,
which can be customized for on-fabric and off-fabric scenarios.

The other options do not directly relate to the creation and management of web filtering
profiles:

B. ZTNA Connection Rules: These rules are more focused on access control and do
not deal directly with web filtering profiles.

C. System Settings: This section typically includes overall system configurations
rather than specific policy definitions.

D. On-fabric Rule Sets: While important for on-fabric configurations, they don't
directly deal with web filtering profiles.

References:

FortiClient EMS Administration Guide.

Managing Endpoint Policies in FortiClient EMS.

Questions # 5:

Which statement is true about FortiClient EMS in a ZTNA deployment?

Options:

 A.

Uses endpoint information to grant or deny access to the network

 B.
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Provides network and user identity authentication services

 C.

Generates and installs client certificates on managed endpoints

 D.

Acts as ZTNA access proxy for managed endpoints

Answer

A
Explanation

In a ZTNA (Zero Trust Network Access) deployment, FortiClient EMS:

A. Uses endpoint information to grant or deny access to the network:
FortiClient EMS plays a critical role in ZTNA by using information about the endpoint,
such as its security posture and compliance status, to determine whether to grant or
deny network access.

The other options do not accurately represent the role of FortiClient EMS in ZTNA:

B. Provides network and user identity authentication services: While it
contributes to the overall ZTNA strategy, FortiClient EMS itself does not directly
provide authentication services.

C. Generates and installs client certificates on managed endpoints:
Certificate management is typically handled by other components in the ZTNA
framework.

D. Acts as ZTNA access proxy for managed endpoints: FortiClient EMS does not
function as an access proxy; its role is more aligned with endpoint management and
policy enforcement.

References:

FortiClient EMS in Zero Trust Network Access Deployment.

Role of FortiClient EMS in ZTNA.
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Questions # 6:

An administrator has to configure LDAP authentication tor ZTNA HTTPS access proxy Which
authentication scheme can the administrator apply1?

Options:

 A.

Basic

 B.

Form-based

 C.

Digest

 D.

NTLM

Answer

B
Explanation

LDAP (Lightweight Directory Access Protocol) authentication for ZTNA (Zero Trust Network
Access) HTTPS access proxy is effectively implemented using a Form-based authentication
scheme. This approach allows for a secure, interactive, and user-friendly means of
capturing credentials. Form-based authentication presents a web form to the user,
enabling them to enter their credentials (username and password), which are then
processed for authentication against the LDAP directory. This method is widely used for
web-based applications, making it a suitable choice for HTTPS access proxy setups in a
ZTNA framework.References:FortiGate Security 7.2 Study Guide, LDAP Authentication
configuration sections.

Questions # 7:

What are two functions of NGFW in a ZTA deployment? (Choose two.)
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Options:

 A.

Acts as segmentation gateway

 B.

Endpoint vulnerability management

 C.

Device discovery and profiling

 D.

Packet Inspection

Answer

A, C
Explanation

NGFW stands for Next-Generation Firewall, which is a network security device that
provides advanced features beyond the traditional firewall, such as application awareness,
identity awareness, threat prevention, and integration with other security tools. ZTA
stands for Zero Trust Architecture, which is a security model that requires strict
verification of the identity and context of every request before granting access to network
resources. ZTA assumes that no device or user can be trusted by default, even if they are
connected to a corporate network or have been previously verified.

In a ZTA deployment, NGFW can perform two functions:

Acts as segmentation gateway: NGFW can act as a segmentation gateway, which is a
device that separates different segments of the network based on security policies
and rules. Segmentation can help isolate and protect sensitive data and applications
from unauthorized or malicious access, as well as reduce the attack surface and
contain the impact of a breach. NGFW can enforce granular segmentation policies
based on the identity and context of the devices and users, as well as the
applications and services they are accessing. NGFW can also integrate with other
segmentation tools, such as software-defined networking (SDN) and
microsegmentation, to provide a consistent and dynamic segmentation across the
network.

Device discovery and profiling: NGFW can also perform device discovery and
profiling, which are processes that identify and classify the devices that are
connected to the network, as well as their attributes and behaviors. Device discovery
and profiling can help NGFW to apply the appropriate security policies and rules
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based on the device type, role, location, health, and activity. Device discovery and
profiling can also help NGFW to detect and respond to anomalous or malicious
devices that may pose a threat to the network.

References: =

Some possible references for the answer and explanation are:

What is a Next-Generation Firewall (NGFW)? | Fortinet : What is Zero Trust Network Access
(ZTNA)? | Fortinet : Zero Trust Architecture Explained: A Step-by-Step Approach : The Most
Common NGFW Deployment Scenarios : Sample Configuration for Post vWAN Deployment

Questions # 8:

Which configuration is required for FortiNAC to perform an automated incident response based
on the FortiGate traffic?

Options:

 A.

FortiNAC should be added as a participant in the Security Fabric

 B.

FortiNAC requires read-write SNMP access to FortiGate.

 C.

FortiNAC should be configured as a syslog server on FortiGate

 D.

FortiNAC requires HTTPS access to FortiGate for API calls

Answer

A
Explanation

For FortiNAC to perform automated incident response based on FortiGate traffic, the
required configuration is:
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A. FortiNAC should be added as a participant in the Security Fabric: By
integrating FortiNAC into the Fortinet Security Fabric, it can respond to incidents
based on traffic analysis performed by FortiGate. This allows for coordinated and
automated responses to security events.

The other options are not specifically required for automated incident response in this
context:

B. FortiNAC requires read-write SNMP access to FortiGate: While SNMP access
is important for certain functions, it is not the key requirement for this

specific use case.

C. FortiNAC should be configured as a syslog server on FortiGate:
Configuring FortiNAC as a syslog server is useful for log collection but not specifically
for automated incident response based on traffic.

D. FortiNAC requires HTTPS access to FortiGate for API calls: HTTPS access
for API calls is important for integration, but it is not the primary requirement for
automated incident response based on FortiGate traffic analysis.

References:

FortiNAC Integration with FortiGate for Incident Response.

Fortinet Security Fabric Documentation.

Questions # 9:

Which two types of configuration can you associate with a user/host profile on FortiNAC?
(Choose two.)

Options:

 A.

Service Connectors

 B.

Network Access
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 C.

Inventory

 D.

Endpoint compliance

Answer

B, D
Explanation

 User/host profiles are used to map sets of hosts and users to different types of policies or
rules on FortiNAC. Among the options given, network access and endpoint compliance are
the two types of configuration that can be associated with a user/host profile. Network
access configuration determines the VLAN, CLI configuration or VPN group that is assigned
to a host or user based on their profile. Endpoint compliance configuration defines the
policies that checkthe host or user for compliance status, such as antivirus, firewall, patch
level, etc. Service connectors and inventory are not types of configuration, but features of
FortiNAC that allow integration with other services and devices, and collection of host and
user data, respectively. References := User/host profiles | FortiNAC 9.4.0 - Fortinet
Documentation and User/host profiles | FortiNAC 9.4.0 - Fortinet Documentation
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