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Questions # 1:

Which of the following strategies most effectively protects sensitive data at rest in a database?

Options:

O A.
Hashing

O B.
Masking

O C.
Tokenization
O D.

Obfuscation

Answer

C
Explanation

Comprehensive and Detailed Explanation From Exact Extract:

Tokenization is the most effective method for protecting sensitive data at rest within a
database. Tokenization replaces sensitive information—such as credit card numbers,
SSNs, or personal identifiers—with meaningless surrogate values (tokens). The actual data
is stored securely in a separate token vault, reducing exposure if the primary database is
compromised.

Hashing (A) is one-way and protects integrity, not usability, making it inappropriate for
data that must later be retrieved. Masking (B) hides data from users but does not secure
stored data in the database. Obfuscation (D) makes data harder to understand but is
reversible and not intended for strong security.

Security+ SY0-701 identifies tokenization as a key control for data-at-rest protection,
especially in regulated industries like finance and healthcare. It prevents attackers from
accessing real data even if the database is breached, significantly reducing risk and
compliance impact. This aligns with the exam’s emphasis on confidentiality and data
protection strategies in stored environments.
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Questions # 2:

Which of the following has been implemented when a host-based firewall on a legacy Linux
system allows connections from only specific internal IP addresses?

Options:

O A.

Compensating control

O B.

Network segmentation

O C.

Transfer of risk

O D.

SNMP traps

Answer

A
Explanation

A compensating control is a security measure that is implemented to mitigate the risk of
a vulnerability or a weakness that cannot be resolved by the primary control. A
compensating control does not prevent or eliminate the vulnerability or weakness, but it
can reduce the likelihood or impact of an attack. A host-based firewall on a legacy Linux
system that allows connections from only specific internal IP addresses is an example of a
compensating control, as it can limit the exposure of the system to potential threats from
external or unauthorized sources. A host-based firewall is a software application that
monitors and filters the incoming and outgoing network traffic on a single host, based on a
set of rules or policies. A legacy Linux system is an older version of the Linux operating
system that may not be compatible with the latest security updates or patches, and may
have known vulnerabilities or weaknesses that could be exploited by

attackers. References = Security Controls - SY0-601 CompTIA Security+ : 5.1, Security
Controls - CompTIA Security+ SY0-501 - 5.7, CompTIA Security+ Study Guide with over
500 Practice Test Questions: Exam SY0-701, 9th Edition, Chapter 5, page 240. CompTIA
Security+ (SY0-701) Certification Exam Objectives, Domain 5.1, page 18.
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Questions # 3:

A company ' s website is www. Company. com Attackers purchased the domain wwww.
company.com Which of the following types of attacks describes this example?
Options:

O A.

Typosquatting

O B.

Brand Impersonation

O C.

On-path

O D.

Watering-hole

Answer

A
Explanation

" Typosquatting, also known as URL hijacking, is a form of cybersquatting where attackers
register domain names that are intentionally similar to legitimate ones, often differing by a
single character or a common typographical error. For example, an attacker might register
"wwww.company.com ' to mimic ' www.company.com, ' tricking users who mistype the
URL into visiting a malicious site. This attack exploits human error and can be used to
steal credentials, distribute malware, or impersonate the legitimate entity. "

[Reference:CompTIA Security+ SY0-701 Study Guide, Domain 1.0: General Security
Concepts, Section: "Social Engineering Attacks and Threats" (Typosquatting is typically
covered under threats related to domain misuse)., Explanation:In this scenario, the
attackers registered "wwww.company.com," which is a subtle variation of
"www.company.com," relying on users mistyping or not noticing the extra "w." This fits the
definition of typosquatting perfectly. Brand impersonation (B) is related but broader and
doesn’t specifically tie to typographical errors. On-path (C) involves intercepting
communication, and watering-hole (D) targets users via compromised legitimate
sites—neither applies here., ,,,,,,,. ]
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Questions # 4:

Which of the following technologies must be used in an organization that intends to automate
infrastructure deployment?

Options:

O A.

laC

O B.

laaS

O C.

loC

O D.

loT

Answer

A
Explanation

Comprehensive and Detailed Explanation From Exact Extract:

Infrastructure as Code (laC) is the technology required for automating infrastructure
deployment. laC allows organizations to define and deploy servers, networks, containers,
and cloud resources using machine-readable configuration files rather than manual
configuration. This leads to faster deployment, consistent environments, repeatability,
version control, and lower human error.

CompTIA Security+ SY0-701 highlights laC as a foundational component of DevOps and
modern cloud operations. It supports automated provisioning through tools such as
Terraform, Ansible, CloudFormation, and Puppet. 1aC also enhances security by enabling
automated compliance checks and standardized hardened configurations.

laaS (B) is a cloud service model, not an automation mechanism. loC (C) refers to
Indicators of Compromise used in threat intelligence. 10T (D) refers to Internet-connected
devices and is unrelated to infrastructure deployment.

Therefore, 1aC is the required technology for automated, repeatable, secure infrastructure
deployments.
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Questions # 5:

During an investigation, a security analyst discovers traffic going out to a command-and-
control server. The analyst must find out if any data exfiltration has occurred. Which of the
following would best help the analyst determine this?

Options:

O A.
Application log
O B.

Metadata

O C.

Network log

O D.

Packet capture

Answer

D
Explanation

To determine whether data exfiltration has occurred, the most effective tool is a packet
capture (PCAP). Packet captures allow investigators to see exactly what data left the
network, including file contents, payloads, headers, protocols, and destination information.
PCAP files provide full-fidelity network evidence, enabling analysts to reconstruct sessions
and review exfiltrated content byte-by-byte.

Security+ SY0-701 emphasizes PCAP as the gold standard for forensic network
investigations, especially when dealing with:

Malware beaconing
Command-and-control (C2) traffic
Data leakage

Unauthorized transmissions
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Network logs (C) provide summaries such as IP addresses, ports, and timestamps but do
not show actual data contents. Metadata (B) gives descriptive information (e.g., file size,
type) but not transmitted payloads. Application logs (A) show application-level events but
do not capture network data.

If the analyst needs to confidently determine if sensitive information was exported to the
attacker, only packet capture provides the required depth of visibility.

Questions # 6:

A company wants to update its disaster recovery plan to include a dedicated location for
immediate continued operations if a catastrophic event occurs. Which of the following options
is best to include in the disaster recovery plan?

Options:
O A.

Hot site

O B.

Warm site
O C.
Geolocation
O D.

Cold site

Answer

A
Explanation

A hot site is a fully operational data center equipped with hardware, software, and network
connectivity, ready for immediate use after a disaster. It allows near-zero downtime,
making it ideal for critical systems needing continuous operations.

Warm sites (B) have some infrastructure but require additional setup time. Cold sites (D)
provide space and power but no equipment, leading to longer recovery. Geolocation (C) is
unrelated.
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Hot sites are a key disaster recovery solution discussed in SY0-701 ' s Resilience and
Recovery domain[]6:Chapter 9tCompTIA Security+ Study Guide[].

Questions # 7:

An employee asks a security analyst to scan a suspicious email that contains a link to a file on
a file-sharing site. The analyst determines that the file is safe after downloading and scanning
the file with antivirus software. When the employee opens the file, their device is infected with
ransomware. Which of the following steps should the analyst have taken?

Options:

O A.

Review the file in a code editor.

O B.

Monitor the file connections with netstat.
O C.

Execute the file in a sandbox.

O D.

Retrieve the file hash and check with OSINT.

Answer

C
Explanation

The best answer is C. Execute the file in a sandbox.

A sandbox is an isolated environment used to safely run suspicious files and observe their
behavior without risking production systems. In this case, the analyst only used antivirus
scanning, which may miss new, obfuscated, or previously unknown ransomware. By
executing the file in a sandbox, the analyst could have observed malicious behaviors such
as:

file encryption attempts

process spawning
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registry changes
network beaconing
suspicious system modifications

This makes sandboxing a much better method for analyzing potentially malicious files
than relying only on signature-based antivirus.

Why the other options are incorrect:

A. Review the file in a code editor.This might help in limited cases, but many malicious
files are compiled, packed, or obfuscated. It is not a reliable primary analysis method.

B. Monitor the file connections with netstat.Netstat only shows network connections and
would not fully reveal ransomware behavior, especially if the malware acts locally before
making network connections.

D. Retrieve the file hash and check with OSINT.Hash reputation checks can help identify
known malware, but they do not detect new or modified ransomware samples that do not
yet appear in threat intelligence sources.

From the SY0-701 perspective, suspicious files should be analyzed using dynamic analysis
in a sandbox to identify behavior that static tools may miss. That is why C is the best
answer.

Questions # 8:

Which of the following activities uses OSINT?

Options:

O A.

Social engineering testing

O B.

Data analysis of logs

O C.

Collecting evidence of malicious activity
O D.

Producing IOC for malicious artifacts
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Answer

C

Questions # 9:

A company ' s marketing department collects, modifies, and stores sensitive customer data.
The infrastructure team is responsible for securing the data while in transit and at rest. Which
of the following data roles describes the customer?

Options:

O A.

Processor

O B.

Custodian

O C.

Subject

O D.

Owner

Answer

C
Explanation

According to the CompTIA Security+ SY0-701 Certification Study Guide, data subjects are
the individuals whose personal data is collected, processed, or stored by an organization.
Data subjects have certain rights and expectations regarding how their data is handled,
such as the right to access, correct, delete, or restrict their data. Data subjects are
different from data owners, who are the individuals or entities that have the authority and
responsibility to determine how data is classified, protected, and used. Data subjects are
also different from data processors, who are the individuals or entities that perform
operations on data on behalf of the data owner, such as collecting, modifying, storing, or
transmitting data. Data subjects are also different from data custodians, who are the
individuals or entities that implement the security controls and procedures specified by
the data owner to protect data while in transit and at rest.
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ReferencesCompTIA Security+ SY0-701 Certification Study Guide, Chapter 2: Data
Security, page 511

Questions # 10:

A new corporate policy requires all staff to use multifactor authentication to access company
resources. Which of the following can be utilized to set up this form of identity and access
management? (Select two)

Options:

O A.
Authentication tokens
O B.

Least privilege

O C.

Biometrics

O D.

LDAP

O E.

Password vaulting
O F.

SAML

Answer

A C

Explanation

Multifactor authentication (MFA) requires users to provide two or more of the following

categories:

Something you know (password/PIN)
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Something you have (token/smart card)
Something you are (biometrics)

Authentication tokens (A) qualify as something you have, such as hardware tokens, OTP
apps, or smart cards.

Biometrics (C) qualify as something you are, such as fingerprint scans, facial recognition,
or iris scans. Using these two together easily establishes MFA.

Least privilege (B) is an authorization principle, not an MFA factor. LDAP (D) is a directory
service protocol, not an MFA mechanism. Password vaulting (E) assists with credential
storage but does not implement MFA. SAML (F) is a federation protocol used for Single
Sign-On (SS0O), not inherently MFA.

Thus, the correct MFA components are A: Authentication tokens and C: Biometrics.

Questions # 11:

A company identified the potential for malicious insiders to harm the organization. Which of
the following measures should the organization implement to reduce this risk?

Options:

O A.

Unified threat management
O B.

Web application firewall

O C.

User behavior analytics

O D.

Intrusion detection system

Answer

C
Explanation
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User Behavior Analytics (UBA)is specifically designed to detectanomalous or suspicious
behaviorsby users that may indicate insider threats. UBA toolsestablish a baseline of
normalbehaviorfor users and alert security teams when deviations occur (e.g., accessing
sensitive files at odd hours, downloading large volumes of data, etc.).

Malicious insiders often bypass perimeter defenses like firewalls or IDS/IPS systems
because they arelegitimate users. UBA offersvisibility into internal behavior patterns,
which is essential for detecting these threats.

[Reference: CompTIA Security+ SY0-701 Objectives, Domain 2.2 - "Insider threats and
behavioral analytics (e.g., UBA, UEBA).", , ., ... .1

Questions # 12:

A company wants to minimize the chance of its outgoing marketing emails getting flagged as

spam. The company decides to list the email servers on the proper DNS record. Which of the

following protocols should the company apply next?

Options:

O A.

DMARC

O B.

DLP

O C.

DKIM

O D.

SPF
Answer
C
Explanation
After listing authorized email servers in DNS using SPF, the next protocol the company
should apply is DKIM (DomainKeys Identified Mail). DKIM provides cryptographic assurance
that email messages have not been altered in transit and that they were legitimately sent
by the domain owner. Security+ SY0-701 explains that DKIM works by digitally signing
outgoing emails using a private key, which recipient servers verify using a public key
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stored in DNS.

SPF validates where an email is sent from, but it does not protect message integrity. DKIM
complements SPF by ensuring the message content is authentic, which significantly
improves email reputation and reduces spam filtering issues.

DMARC (A) builds on SPF and DKIM but requires both to be in place first. DLP (B) prevents
data leakage and is unrelated to email reputation. SPF (D) was already applied, as stated
in the question.

Thus, the correct next step is C: DKIM.

Questions # 13:

An administrator assists the legal and compliance team with ensuring information about
customer transactions is archived for the proper time period. Which of the following data
policies is the administrator carrying out?

Options:

O A.
Compromise
O B.
Retention

O C.
Analysis

O D.
Transfer

O E.

Inventory

Answer

B
Explanation
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A data retention policy is a set of rules that defines how long data should be stored and
when it should be deleted or archived. An administrator assists the legal and compliance
team with ensuring information about customer transactions is archived for the proper
time period by following the data retention policy of the organization. This policy helps the
organization to comply with legal and regulatory requirements, optimize storage space,
and protect data privacy and security.

References

CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition, Chapter 3, Section 3.4, page
1211

CompTIA Security+ Practice Tests: Exam SY0-701, 3rd Edition, Chapter 3, Question 15,
page 832

Questions # 14:

A systems administrator is concerned about vulnerabilities within cloud computing instances
Which of the following is most important for the administrator to consider when architecting a
cloud computing environment?

Options:

O A.

SQL injection

O B.

TOC/TOU

O C.

VM escape

O D.

Tokenization

O E.

Password spraying

Answer
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Questions # 15:

Options:
O A.
Directive
O B.
Deterrent
O C.
Preventive
O D.
Detective
O E.
Corrective
O F.

Technical

A company installed cameras and added signs to alert visitors that they are being recorded.
Which of the following controls did the company implement? (Select two).

B, D

Answer

Questions # 16:

A certificate authority needs to post information about expired certificates. Which of the
following would accomplish this task?
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Options:
O A.

TPM

O B.

CRL

O C.

PKI

O D.

CSR

Answer

B
Explanation

ACertificate Revocation List (CRL)is adigitally signed list maintained by a Certificate
Authority (CA)that containsrevoked or expired certificates. This prevents clients from
trustingcompromised or outdated certificates.

TPM (A)is a hardware security module, unrelated to certificate revocation.

PKI (C)is the overall system managing digital certificates, but it does not store revocation
lists.

CSR (D)is a request to obtain a certificate, not to revoke one.

[Reference:CompTIA Security+ SY0-701 Official Study Guide, Security Architecture
domain'lllllllll]

Questions # 17:

A financial institution would like to store its customer data m the cloud but still allow the data
to be accessed and manipulated while encrypted. Doing so would prevent the cloud service
provider from being able to decipher the data due to its sensitivity. The financial institution Is
not concerned about computational overheads and slow speeds. Which of the following
cryptographic techniques would best meet the requirement?
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Options:

O A.
Asymmetric
O B.
Symmetric

O C.
Homomorphic
O D.

Ephemeral

Answer

C
Explanation

Homomorphic encryption allows data to be encrypted and manipulated without needing to
decrypt it first. This cryptographic technique would allow the financial institution to store
customer data securely in the cloud while still permitting operations like searching
andcalculations to be performed on the encrypted data. This ensures that the cloud
service provider cannot decipher the sensitive data, meeting the institution’s security
requirements.

References =
CompTIA Security+ SY0-701 Course Content: Domain 03 Security Architecture.

CompTIA Security+ SY0-601 Study Guide: Chapter on Cryptographic Techniques.
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