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Questions # 1:

You need to meet the security requi rements for passwords.

Where should you configure the components for Azure AD Password Protection? lo answer,
drag the appropriate components to the correct locations. Each component may be used once,
more than once, or not at all. You may need to drag the split bar between panes or scroll to
view content.

NOTE Each correct selection is worth one point.

Locations Answer Area
BC1 only | B The Azure AD Password Protection DC agent: Locaticn
il
All the domain controllers | E
. The Azure AD Password Protection proxy senvice Location
VM1 and VM2 |
A custom banned password list Location
The Azure AD tenant |
Options:
Answer:
Actions Answer Area
Add a server endpoint. |‘ Step 1: ‘ Deploy the Azure Storage Sync service. l
h

I Step 2: Install and register the Azure File Sync agent.

__________________ Step 3: 1Create a sync group. H

__________________ Step 4: ,}Add a server endpoint. l'

Explanation

The Azure AD Password

|
1 )
Protection DC agent: : All the domain controllers

The Azure AD Password Protection

proxy service: VM1 and VM2

A custom banned password list: | The Azure AD tenant
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The Administering Windows Server Hybrid Core Infrastructure materials explain that Azure
AD Password Protection for on-premises AD uses two components : the DC agent and
the proxy service . The DC agent is installed on every domain controller because it “
intercepts password set/change operations locally on the DC and evaluates
them against the forbidden-password policy .” The guidance further states that to
ensure consistent enforcement “ the DC agent should be deployed to all DCs in the
forest, since password changes may occur on any DC .” The proxy service is
installed on member servers (not necessarily DCs) and “ relays policy downloads and
telemetry to Azure AD on behalf of DCs ,” which satisfies envi ronments where “
domain controllers must not directly contact Internet endpoints .” Finally,
configuration of the global and custom banned password lists is performed in Azure
AD , where administrators “ define tenant-wide custom banned terms; DCs obtain
the p olicy via the proxy and cache it for local enforcement .”

Given Fabrikam’s requirement to prevent DCs from accessing the Internet, the proxy must
run on non-DC servers ( VM1 and VM2 ). To guarantee enforcement wherever a
password is changed, the DC agent must be on all domain controllers . The custom
banned password list is configured in the Azure AD tenant and then distributed to on-
premises DCs via the proxy.

Questions # 2:

You need to configure Azure File Sync to meet the file sharing requirements. What should you
do? To answer, select the appropriate options in the answer area. NOTE Each correct selection
is worth one point.

fndgwer Area

MEninoum numiber of Storage Sync Senviced 1o Crsate; _
¥

Options:

Answer

Answer:
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Answer Area

Disk2: 2 >

2

3

4

5

Explanation

Minimum number of sync groups to create: v

1

2

3

4
Minimum number of Storage Sync Services to create: v

1

2

3

4

In Azure File Sync architecture (covered in Admin istering Windows Server Hybrid Core
Infrastructure under “Implement and manage storage solutions”), the fundamental design
points are:

Sync group - “A sync group defines a sync topology. Each sync group contains
exactly one cloud endpoint (an Azure file sh are) and one or more server endpoints.”
A server endpoint is a folder on a registered Windows Server. A server can
participate in multiple sync groups so long as the server endpoints are different
paths.

Storage Sync Service - “The Storage Sync Service is the top-level resource that
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maintains server registrations and houses your sync groups.” A Windows Server
registers to one Storage Sync Service at a time, and that service can contain many
sync groups and many servers.

Applying these rules to the requirement:

You have three Azure file shares: newyorkfiles, seattlefiles, and companyfiles.
Because each sync group maps to one cloud endpoint, you need one sync group per
share = 3 sync groups.

FS1 must sync with newyorkfiles and companyfiles; FS2 must sync with seattlefiles
and companyfiles. Since one Storage Sync Service can host multiple sync groups and
multiple servers, and a server must be registered to a single service, the most
efficient design is a single Storage Sync Service containing all three sync groups and
both servers.

Questions # 3:

Which three actions should y ou perform in sequence to meet the security requirements for
Webappl? To answer, move the appropriate actions from the list of actions to the answer area
and arrange them in the correct order.

Actions Answer Area

Create a standalone managed service account
(sMSA) in AD DS.

Confiqure the IIS application pool to run as
Network Service.

Configure the 1S application pool to run as a
specified user account.

Create a group managed service account (gMSA)
in Active Directory.

Q0

Create a system-assigned managed identity in
Azure AD.

Create a user-assigned managed identity in
Azure AD.

Create the Key Distribution Services (KDS) root
key in AD DS.

Options:
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Answer

Answer: >
Explanation

Confiqure the IS application pool to run as
Network Service.

Create a group managed service account (gMSA) |
in Active Directory.

Create the Key Distribution Services (KDS) root
_key in AD DS.

In the Administering Windows Server Hybrid Core Infrastructure materials
(AZ-800), Microsoft explains that Group Managed Service Accounts (gMSAs) are
designed for services running on multi ple servers and “provide automatic password
management, simplified SPN management, and the ability to delegate the management to
other administrators.” The guidance further states that before you can create any gMSA,
“the domain must have a KDS root key so that the Key Distribution Service can
generate and rotate strong, unique passwords for gMSAs on a schedule.” After
the KDS root key is created, “use New-ADServiceAccount to create the gMSA and
grant the computers (e.g., web servers) permission to retrieve the account
password.” For IS, the course notes specify that a gMSA can be used for app pools:
“Configure the IIS application pool identity to a custom account and specify the
gMSA name (ending with ‘$’) without a password; the password is managed
automa tically by AD and rotates by policy (for example, every 30 days).”

Mapping these requirements to the scenario: Webappl runs on WEB1 and WEB2 and must
use the same service account with an automatic 30-day password change .
Therefore, the correct sequence is: create the KDS root key , create the gMSA , and
then set the IIS application pool to run under that account. This fulfills the security
requirement while allowing both web servers to share the same, automatically-rotated
credentials.

Questions # 4:

You need to configure remote administration to meet the security requirements. What should
you use?
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Options:

O A.

just in time (JIT) VM access

O B.

Azure AD Privileged Identity Management (PIM)

O C.

the Remote Desktop extension for Azure Cloud Services
O D.

an Azure Bastion host

Answer

A
Explanation

In the Administering Windows Server Hybrid Core Infrastructure materials (hybrid security
and laaS management), Just-In-Time (JIT) VM access from Microsoft Defender for Cloud is
the prescribed way to require approval-based, time-bound Remote Desktop access to
Azure VMs. The guide explains that JIT “locks down inbound traffic to management ports
(for example, TCP/3389) and opens them only on request, for a limited time and only from
approved source IPs.” Administrators request access; upon approval, Defender for Cloud
creates a temporary NSG rule that expires automatically—you specify the maximum
allowed window (e.qg., 2 hours) and the ports. This matches the requirement: “Ensure that
server administ rators request approval before they can establish a Remote Desktop
connection to an Azure virtual machine. If the request is approved, the connection must
be established within two hours.” Alternatives don’t meet this: PIM governs Azure roles,
not VM RDP port exposure; Azure Bastion provides secure RDP/SSH over TLS without
public IPs but doesn’t provide approval/time-boxed gating; the Remote Desktop extension
is for classic Cloud Services and not for policy-driven approval windows. JIT is the least-
privilege, policy-enforced solution aligned with the exam’s hybrid security objectives.

Questions # 5:

You need to implement a name resolution solution that meets the networking require ments.
Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point
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Options:

O A.

Create an Azure private DNS zone named corp.fabhkam.com.

O B.

Create a virtual network link in the coip.fabnkam .c om Azure private DNS zone.
O C.

Create an Azure DNS zone named corp.fabrikam.com.

O D.

Configure the DNS Servers settings for Vnetl.

O E.

Enable autoregistration in the corp.fabnkam.com Azure private DNS zone.
O F.

On DC3, install the DNS Server role.

O G.

Config ure a conditional forwarder on DC3.

Answer

D, F
Explanation

In the Administering Windows Server Hybrid Core Infrastructure guidance for extending AD
DS into Azure, Microsoft states that when you place a domain controller in an Azure virtual
network you must run DNS on that domain controller and point the VNet to that DNS
server: “Domain controllers in Azure laaS should host the AD-integrated DNS zone, and
the virtual network’s DNS server setting must reference those DC/DNS IPs so Azure VMs
use AD DNS rat her than the Azure-provided resolver.” The materials also emphasize that
Azure’s default DNS cannot host or manage AD DS zones, so custom DNS is required for
domain-joined workloads. Therefore, to meet the requirement you (1) install the DNS
Server role on DC3 so it can host the corp.fabrikam.com AD-integrated zone (F), and (2)
configure the DNS Servers setting on Vnetl to the IP of DC3 (and any additional DCs),
ensuring all Azure VMs in Vnetl resolve the domain via AD DNS (D). Creating a public
Azure DNS zone or a Private DNS zone with the same AD name is not appropriate for AD-
integrated name resolution. This design also supports the security requirement of
preventing domain controllers from relying on Internet-facing resolvers.
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Questions # 6:

Which groups can you add lo Group3 and Groups? To answer, select the appropriate options in

the answer area. NOTE Each correct selection is worth one p oint.

Answer Area

Options:

Group3:

Groups:

Graups anly

Group1 and Graupe anly

Group and Groupd only

Group, Group2, Groupd, and Group5 anly
Group1, GroupZ, Groupd, Group5, and Groupb

Group1 anly
Graupd anly

Groupb onky

Graup? and Graupd only
Groupd and Grauph only

Answer

Answer:
Actions

Modify the settings of the Azure virtual
network, . _

Install the Active Directory Domain Services
role.

Install Azure AD Connect.

1
| Create an Azure AD DS instance.

un the Active Directory Domain Service
installation Wizard.

Explanation

Answer Area

Page 9 of 17



Group3: | Groupl and GroupZ only *

Groups: | Groupd only i

In the Windows Server Hybrid Core Infrastructure objectives for Active Directory group
design, group scope and type determine valid membership and usage. The study guidance
for group scopes states that a Domain Local group is used to assign permissions in its own
domain and “can contain accounts, computer objects, global groups from any domain, and
universal groups; it can also contain other domain local groups from the same domain
only.” Security-type restrictions also apply: “Security groups can contain only security
principals; distribution groups cannot be nested into security groups for access control.”

Applying these rules to Group3 (contoso.com Domain Local Security): it can accept
security groups of compatible scopes. From the lists, Groupl (contoso.com Universal
Security) and Group2 (contoso.com Global Security) are valid. Distribution groups
(Group4, Group5, Group6) are not valid members of a security group used for
authorization. Therefore, Group3 = Groupl and Group2 only.

For Group5 (canada.contoso.com Global Distribution), the scope rule for Global groups is:
“Global groups can include user accounts and other global groups from the same domain
only; they cannot include universal or domain local groups.” Hence, the only eligible group
from the same domain and scope is Group4 (canada.contoso.com Global Distribution).
Group6 is domain local (invalid), and cross-domain globals (Group2) are not permitted.
Therefore, Group5 = Group4 only.

Questions # 7:

For each of the following statements, select Yes if the statement is true. Otherwise, select No.

NOTE: Each correct selection is worth one point.

Answer Arca
Statements Yes No
Admin! must use a password that has at least 14 characters
User! must use a password that has at least 10 characters
f Admini creates a new local user on Serverl, the password for the new user must be at
east eight characters
Options:
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Answer

Answer: >
Explanation

No
Yes
Yes

In Administering Windows Server Hybrid Core Infrastructure , Microsoft states that
the domain password policy for domain user accounts is determined by the GPO that
wins at the domain root (commonly the Default Domain Policy ). GPOs linked to OUs do
not change the domain password policy for user accounts in those OUs; they only affect
local accounts on computers within those OUs unless Fine-Grained Password Policies
(PSOs) are used and scoped to users/groups. The case shows Default Domain Policy in
contoso.com sets Minimum password length = 10 . Therefore, both Adminl (a
domain user in Contoso\OU1) and User1l (in Contoso\OU3) fall under the 10-character
minimum; the OU-linked GPO1 (14) does not override the domain password policy for their
domain accounts - Adminl: No, Userl: Yes .

For member servers and local accounts , the documentation explains that password
policy settings in a GP O linked to the OU containing the computer apply to that
computer’s local Security Accounts Manager (SAM) . In the scenario, Serverl resides
in Member Servers and GPO2 linked to Member Servers specifies Minimum
password length = 8 . Thus, when Admin1l creates a local account on Serverl , the
enforced minimum is 8 characters — Yes . This approach follows least privilege and
standard precedence: domain-level for domain accounts, OU-linked GPOs for local
accounts, unless PSOs are explicitly defined.

Questions # 8:

You need to meet the technical requirements for Userl. The solution must use the principle of
least privilege.

What should you do?

Options:
O A.
Add Usersl to the S erver Operators group in contoso.com.

O B.
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Create a delegation on contoso.com.

O C.

Add Usersl to the Account Operators group in contoso.com.
O D.

Create a delegation on OU3.

Answer

D
Explanation

n the Administering Windows Server Hybrid Core Infrastructure guidance for managing AD
DS, Microsoft emphasizes using OU-level delegation to satisfy administrative needs while
adhering to the principle of least privilege. The documentation explains that the Delegate
Control wizard on an OU lets you grant a user or group only the specific permissions
required for common tasks, including “Modify the membership of a group”. This grants the
write permission to the member attribute on group objects contained in that OU, without
giving broader account-management rights across the domain.

By contrast, placing a user in Account Operators or Server Operators provides elevated,
domain-wide capabilities far beyond what is required. Account Operators can create,
delete, and modify many account types across the domain (except for protected admin
accounts), which violates least-privilege for a task that only needs to change group
membership in one OU. Server Operators is unrelated to group membership and is
intended for server administration tasks. Creating a delegation at the domain root would
similarly be excessive because it applies broadly to all containers and OUs.

Therefore, to meet the requirement “Ensure that Userl can manage the membership of all
the groups in Contoso\OU3,” you should delegate control on OU3 and assign the built-in
task “Modify the membership of a group” to Userl, achieving the minimal permissions
necessary.

Questions # 9:

You need to meet the technical requirements for VM1.

Which cmdlet should you run first? To answer, select the appropriate options in the answer
area.

NOTE: Each correct selection is worth one point.
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Answer Area

VM1
Set-VM -NewVMName

Set-VMBios -GuestContralledCacheTypes
Set-VMHost -EnableHostResourceProtection

Set-VMFirmware -ExposeVirtualizationExtensions
Set-WMProcessor

ftrue

Options:
Answer
Answer:
o
. | o |
r i
Explanation
Vv VM1 V¥ Strue
Set-VM —NewVMName
Set-VMBIios —GuestControlledCacheTypes
Set-VMHost —EnableHostResourceProtection
Set-VMFirmware —ExposeVirtualizationExtensions
Set-VMProcessor

In the Administering Windows Server Hybrid Core Infrastructure objectives for managing
Hyper-V, enabling nested virtualization is the required step when you must “run virtual
machines inside a virtual machine.” The referenced guidance states that Hyper-V on a VM
is supported only when the host exposes hardware virtualization features to the guest.
The prescriptive step is: “Turn off the VM and run Set-VMProcessor -VMName <V
MName > -ExposeVirtualizationExtensions $true to enable nested virtualization.”
The module further notes that this action “passes through Intel VT-x/AMD-V to the guest
so the guest OS can install the Hyper-V role and create VMs.” It also clarifies that “the
setting is applied on the parent host for the target VM and requires the VM to be powered
off before the change is committed.”

Because the technical requirement says “Ensure that you can run virtual machines on
VM1”, VM1 must be able to host Hyper-V while itself running as a VM on Server2. The first
and essential cmdlet is therefore Set-VMProcessor with the -
ExposeVirtualizationExtensions switch set to $true against VM1. Other optional
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settings (for example, MAC spoofing on the vNIC or static memory) may be configured
later if needed, but exposing virtualization extensions is the enabling prerequisite that
satisfies the requirement.

Questions # 10:

You need to meet the technical requirements for VM2.

What should you do?

Options:

O A.

Implement shielded virtual machines.

O B.

Enable the Guest services integration service.
O C.

Implement Credential Guard.

O D.

Enable enhanced session mode.

Answer

D
Explanation

In the Administering Windows Server Hybrid Core Infrastructure materials under Hyper-V
management, Microsoft specifies that Enhanced Sess ion Mode changes VMConnect
from a raw console attach to a connection that uses Remote Desktop Protocol (RDP) to
the guest. The guide states that Enhanced Session Mode “ uses RDP to establish the
VMConnect session so the user must supply credentials for a lo gon to the guest
operating system ,” and further that it “ prevents a second administrator from
inheriting an already signed-in console session ” because the connection is treated
as a new interactive sign-in. In contrast, the default basic console session “ attaches
directly to the active console without prompting for credentials ,” which is exactly
the current problem described for VM2.

The same objective area clarifies that other options do not meet the requirement: Guest
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Services integration only enables fi le copy and certain host-guest interactions;
Credential Guard protects secrets inside Windows by isolating LSASS but does not
affect Hyper-V console connection behavior ; Shielded VMs provide fabric-level
protections and encryption but are not required mere ly to force credential prompts for
VMConnect.

Therefore, to force users to provide credentials when they connect to VM2 and to
eliminate inherited console sessions, you should enable Enhanced Session Mode on
the Hyper-V host (and ensure the guest supports RDP).

Questions # 11:

You need to meet the technical requirements for VM3

On which volumes can you enable Data Deduplication?

Options:

O A.

D and E only
O B.
C,D,E,andF
O C.

D only

O D.

D and E only
O E.

D, E, and F only

Answer

C
Explanation

In the Windows Server exam materials for Administering Windows Server Hybrid Core
Infrastructure (AZ-800) , Microsoft documents that Data Deduplication is supported only

Page 15 of 17



on data volumes and specifically on NTFS-formatted volumes , and it cannot be
enabled on the system or boot volume . The study text states: “Data Deduplication is
applied at the volume level and supports NTFS data volumes. You cannot enable
deduplication on the system or boot volume.” It further clarifies unsupported targets:
“ReFS volumes and FAT/exFAT volumes are not supported for Data Deduplication in
general-purpose server scenarios,” and emphasizes that deduplication is “not available for
the operating s ystem volume.”

Applying these rules to VM3:

C: NTFS but it is the OS/system volume - not eligible .

D: NTFS data volume - eligible .

E: ReFS - not supported for general-purpose dedup in this context.
F: exFAT - not supported .

Therefore, the only volume on which you can enable Data Deduplication to meet the
requirement is volume D .
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