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Questions # 1:

A security team wants WAF policies to be automatically created when applications are
deployed. Which concept describes this capability?

Options:

O A.

laC

O B.

loT

O C.

loC

O D.

laas

Answer

A
Explanation

Automatically generating WAF rules when applications are deployed is a hallmark of
Infrastructure as Code (laC). laC allows infrastructure components—including firewalls,
WAF policies, and load balancers—to be defined and deployed via code templates rather
than manual configuration. In DevSecOps, 1aC enables security controls to be embedded
into deployment pipelines, ensuring that protections such as WAF rules are created
instantly and consistently whenever new application versions are released.

Security+ SY0-701 highlights IaC as a method for automating infrastructure provisioning,
standardizing security controls, and reducing configuration drift. This allows development
and security teams to collaborate more effectively by treating security policies as code.

loT (B) refers to smart devices, 10C (C) refers to indicators of compromise, and laaS (D)
refers to cloud compute infrastructure—not automated security policy creation.

Thus, the correct answer is A: laC.
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Questions # 2:

Which of the following is the best way to securely store an encryption key for a data set in a
manner that allows multiple entities to access the key when needed?

Options:

O A.

Public key infrastructure

O B.

Open public ledger

O C.

Public key encryption

O D.

Key escrow

Answer

Questions # 3:

Which of the following would be the best solution to deploy a low-cost standby site that
includes hardware and internet access?

Options:

O A.

Recovery site

O B.

Cold site

o C.

Hot site
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O D.

Warm site

Answer

B

Questions # 4:

A company wants to get alerts when others are researching and doing reconnaissance on the
company One approach would be to host a part of the Infrastructure online with known
vulnerabilities that would appear to be company assets. Which of the following describes this
approach?

Options:

O A.

Watering hole

O B.

Bug bounty

O C.

DNS sinkhole

O D.

Honeypot

Answer

D
Explanation

A honeypot is a security mechanism set up to attract and detect potential attackers by
simulating vulnerable assets. By hosting a part of the infrastructure online with known
vulnerabilities that appear to be company assets, the company can observe and analyze
the behavior of attackersconducting reconnaissance. This approach allows the company to
get alerts and gather intelligence on potential threats.
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References = CompTIA Security+ SY0-701 study materials, particularly on threat detection
techniques such as honeypots.

Questions # 5:

During a SQL update of a database, a temporary field that was created was replaced by an
attacker in order to allow access to the system. Which of the following best describes this type
of vulnerability?

Options:

O A.

Race condition

O B.

Memory injection
O C.

Malicious update
O D.

Side loading

Answer

A

Questions # 6:

A network engineer is increasing the overall security of network devices and needs to harden
the devices. Which of the following will best accomplish this task?

Options:
O A.

Configuring centralized logging
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O B.

Generating local administrator accounts
O C.

Replacing Telnet with SSH

O D.

Enabling HTTP administration

Answer

C

Questions # 7:

Which of the following exercises should an organization use to improve its incident response
process?

Options:
O A.
Tabletop
O B.
Replication
O C.
Failover

O D.

Recovery

Answer

A
Explanation

A tabletop exercise is a simulated scenario that tests the organization’s incident response
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plan and procedures. It involves key stakeholders and decision-makers who discuss their
roles and actions in response to a hypothetical incident. It can help identify gaps,
weaknesses, and improvement areas in the incident response process. It can also enhance
communication, coordination, and collaboration among the

participants. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th Edition,
page 5251

Questions # 8:

Which of the following describes an executive team that is meeting in a board room and
testing the company ' s incident response plan?

Options:

O A.

Continuity of operations
O B.

Capacity planning

O C.

Tabletop exercise

O D.

Parallel processing

Answer

C
Explanation

A tabletop exercise involves the executive team or key stakeholders discussing and
testing the company’s incident response plan in a simulated environment. These exercises
are low-stress, discussion-based, and help to validate the plan ' s effectiveness by walking
through different scenarios without disrupting actual operations. It is an essential part of
testing business continuity and incident response strategies.

Continuity of operations refers to the ability of an organization to continue functioning
during and after a disaster but doesn ' t specifically involve simulations like tabletop
exercises.
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Capacity planning is related to ensuring the infrastructure can handle growth, not incident
response testing.

Parallel processing refers to running multiple processes simultaneously, which is unrelated
to testing an incident response plan.

Questions # 9:

Which of the following environments utilizes a subset of customer data and is most likely to be
used to assess the impacts of major system upgrades and demonstrate system features?

Options:

O A.
Development
O B.

Test

O C.
Production

O D.

Staging

Answer

D
Explanation

A staging environment is a controlled setting that closely mirrors the production
environment but uses a subset of customer data. It is used to test major system upgrades,
assess their impact, and demonstrate new features before they are rolled out to the live
production environment. This ensures that any issues can be identified and addressed in a
safe environment before affecting end-users.

References = CompTIA Security+ SY0-701 study materials, particularly in the domain of
secure system development and testing environments.
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Questions # 10:

Which of the following should be used to select a label for a file based on the file ' s value,
sensitivity, or applicable regulations?

Options:

O A.

Verification

O B.

Certification

O C.

Classification

O D.

Inventory

Answer

C
Explanation

Classification is the process of assigning labels to files or data based on sensitivity,
business value, or regulatory requirements. Proper classification guides handling, access
controls, and protection measures.

Verification (A) and certification (B) are validation processes, and inventory (D) is a listing
of assets.

Data classification is a foundational data governance control in SY0-701[]6:Chapter
16tCompTIA Security+ Study Guide[].

Questions # 11:

A company ' s accounts payable clerk receives a message from a vendor asking to change
their bank account before paying an invoice. The clerk makes the change and sends the
payment to the new account. Days later, the clerk receives another message from the same
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vendor with a request for a missing payment to the original bank account. Which of the
following has most likely occurred?

Options:

O A.

Phishing campaign

O B.

Data exfiltration

O C.

Pretext calling

O D.

Business email compromise

Answer

D
Explanation

Business email compromise (BEC) is a type of targeted phishing attack where an attacker
gains access to a legitimate business email account (or convincingly impersonates one) to
manipulate financial transactions, such as redirecting payments to a fraudulent bank
account. The scenario described matches this pattern.

[Reference:, CompTIA Security+ SY0-701 Official Study Guide, Domain 2.2: "Business
email compromise involves manipulating legitimate business communications to divert
funds or sensitive information.", Exam Objectives 2.2: “Given a scenario, analyze potential
indicators associated with application attacks.”,,,,,,,, ]

Questions # 12:

An accounting clerk sent money to an attacker ' s bank account after receiving fraudulent
instructions over the phone to use a new account. Which of the following would most likely
prevent this activity in the future?

Options:

O A.
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Standardizing security incident reporting

O B.

Executing regular phishing campaigns

O C.

Implementing insider threat detection measures
O D.

Updating processes for sending wire transfers

Answer

D
Explanation

Comprehensive and Detailed In-Depth Explanation:

Updating wire transfer processes to include verification steps (such as requiring dual
approval or verifying account changes via a secondary communication method)
canprevent fraudulenttransactions. Attackers often use business email compromise (BEC)
or pretexting to trick employees into transferring funds to fraudulent accounts.

Standardizing security incident reportingis useful for tracking security events but does not
prevent fraud in real time.

Executing regular phishing campaignsimproves awareness but does not enforce a
verification process for financial transactions.

Implementing insider threat detectionfocuses on internal risks but does not specifically
prevent external fraud.

Amore secure wire transfer processwith additional verification steps is the most effective
measure against fraudulent transactions.

Questions # 13:

A company wants to ensure secure remote access to its internal network. The company has
only one public IP and would like to avoid making any changes to the current network setup.
Which of the following solutions would best accomplish this goal?
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Options:

O A.

PAT

O B.

IPSec VPN

O C.

Perimeter network
O D.

Reverse proxy

Answer

B

Questions # 14:

After completing an annual external penetration test, a company receives the following
guidance:

Decommission two unused web servers currently exposed to the internet.
Close 18 open and unused ports found on their existing production web servers.
Remove company email addresses and contact info from public domain registration records.

Which of the following does this represent?

Options:

O A.

Attack surface reduction
O B.

Vulnerability assessment

O C.

Tabletop exercise
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O D.

Business impact analysis

Answer

A
Explanation

The guidance focuses on attack surface reduction by eliminating unnecessary services,
closing unused ports, and limiting publicly available information that attackers could
leverage. Reducing the attack surface lowers the organization ' s exposure to threats and
potential entry points.

Vulnerability assessments (B) identify weaknesses but do not necessarily involve active
reduction measures. Tabletop exercises (C) simulate incidents, and business impact
analysis (D) assesses the effects of disruptions, neither of which match the described
activities.

Attack surface reduction is a core principle in Security Operations and penetration testing
remediation strategies in SY0-701[]6:Chapter 14tCompTIA Security+ Study Guide[].

Questions # 15:

A security professional discovers a folder containing an employee ' s personal information on
the enterprise ' s shared drive. Which of the following best describes the data type the
securityprofessional should use to identify organizational policies and standards concerning
the storage of employees ' personal information?

Options:
O A.
Legal

O B.
Financial
O C.
Privacy

O D.
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Intellectual property

Answer

C
Explanation

Detailed Explanation:Privacy data includes information such as Personally Identifiable
Information (PIl), which relates to employees ' or customers ' personal data. Organizations
often maintain policies and standards specifically addressing how such sensitive
information should be handled. Reference: CompTIA Security+ SY0-701 Study Guide,
Domain 5: Security Program Management, Section: " Data Types and Classifications " .

Questions # 16:

A systems administrator wants to prevent users from being able to access data based on their
responsibilities. The administrator also wants to apply the required access structure via a
simplified format. Which of the following should the administrator apply to the site recovery
resource group?

Options:
O A.
RBAC

O B.

ACL

O C.
SAML

O D.

GPO

Answer

A
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Explanation

RBAC stands for Role-Based Access Control, which is a method of restricting access to
data and resources based on the roles or responsibilities of users. RBAC simplifies the
management of permissions by assigning roles to users and granting access rights to
roles, rather than to individual users. RBAC can help enforce the principle of least privilege
and reduce the risk of unauthorized access or data leakage. The other options are not as
suitable for the scenario asRBAC, as they either do not prevent access based on
responsibilities, or do not apply a simplified format. References: CompTIA Security+ Study
Guide: Exam SY0-701, 9th Edition, page 133 1

Questions # 17:

A company must ensure that log searches are conducted in the shortest time frame. Which of
the following should the company do to maintain logs in live storage for 90 days?

Options:

O A.

Conduct deduplication.
O B.

Conduct archiving.

O C.

Apply aggregation.

O D.

Apply compression.

Answer

C
Explanation

The best answer is C. Apply aggregation.

In Security+ logging and monitoring concepts, log aggregation means collecting logs from
multiple systems and centralizing them in one place, often for use by a SIEM or another
monitoring platform. This improves the speed and efficiency of searches because analysts
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do not need to query many separate devices or locations individually. Centralized logs are
much easier to index, correlate, and search quickly.

Why the other options are not the best choice:

A. Conduct deduplicationDeduplication reduces repeated data and may save storage
space, but it is primarily a storage-efficiency method. It does not directly provide the best
improvement for fast searching across logs.

B. Conduct archivingArchiving is used for long-term retention, but archived logs are
usually moved out of readily searchable live storage. This would not support the
requirement for the shortest search time frame.

D. Apply compressionCompression saves storage capacity, but compressed logs may
require decompression or additional processing before review. This does not best support
the need for the fastest searches.

From a Security+ perspective, when the goal is rapid log review, correlation, and search
performance, aggregation is the strongest answer because it supports centralized
monitoring and efficient analysis of live logs over the retention period.

Questions # 18:

A penetration tester visits a client’s website and downloads the site ' s content. Which of the
following actions is the penetration tester performing?

Options:

O A.

Unknown environment testing
O B.

Vulnerability scan

O C.

Due diligence

O D.

Passive reconnaissance
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Answer

D
Explanation

Comprehensive and Detailed Explanation From Exact Extract:

The described activity—uvisiting a website and downloading publicly accessible content—is
a classic example of passive reconnaissance. Passive reconnaissance involves gathering
information about a target without interacting with its internal systems or generating
traffic that could be detected by security monitoring tools.

According to SY0-701, passive recon uses open-source intelligence (OSINT), such as:
Public websites

DNS records

News articles

Metadata

Public document repositories

The key distinction is that passive reconnaissance does not probe the system for
vulnerabilities, nor does it send active scanning traffic.

Vulnerability scanning (B) requires active probing. Unknown environment testing (A)
applies to black-box testing but still may involve active scanning. Due diligence (C) refers
to risk assessment or compliance reviews, not technical reconnaissance.

Therefore, downloading the website’s content is a non-intrusive information-gathering
technique, perfectly matching passive reconnaissance as defined in the exam materials
under Threats, Vulnerabilities, Attack Vectors, and Pen Testing Phases.

Questions # 109:

Which of the following is a prerequisite for a DLP solution?

Options:
O A.
Data destruction

O B.

Page 17 of 56



Data sanitization
O C.

Data classification
O D.

Data masking

Answer

C
Explanation

Data classification is required before implementing a Data Loss Prevention (DLP) solution
because DLP policies depend on identifying and categorizing sensitive data to monitor,
block, or encrypt it accordingly.

Data destruction (A) and sanitization (B) remove data, and masking (D) obscures data but
classification is foundational for DLP effectiveness.

Data classification is emphasized in Security Program Management and Data Protection
topics[]6:Chapter 161CompTIA Security+ Study Guide[].

Questions # 20:

Which of the following is the best way to prevent an unauthorized user from plugging a laptop
into an employee ' s phone network port and then using tools to scan for database servers?

Options:

O A.

MAC filtering
O B.
Segmentation
O C.
Certification

O D.
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Isolation

Answer

A
Explanation

Detailed Explanation:MAC filtering allows network administrators to control device access
by specifying allowed MAC addresses. This prevents unauthorized devices, such as a
laptop plugged into a network port, from gaining access. Reference: CompTIA Security+
SY0-701 Study Guide, Domain 2: Threats and Vulnerabilities, Section: " Network Access
Control Methods " .

Questions # 21:

A company is redesigning its infrastructure and wants to reduce the number of physical
servers in use. Which of the following architectures is best suited for this goal?

Options:

O A.

Isolation

O B.
Segmentation
O C.
Virtualization
O D.

Redundancy

Answer

Questions # 22:
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An organization wants to improve the company ' s security authentication method for remote
employees. Given the following requirements:

* Must work across SaaS and internal network applications
* Must be device manufacturer agnostic
* Must have offline capabilities

Which of the following would be the most appropriate authentication method?

Options:

O A.

Username and password
O B.

Biometrics

O C.

SMS verification

O D.

Time-based tokens

Answer

D

Questions # 23:

A company wants to use new Wi-Fi-enabled environmental sensors in order to automatically
collect metrics. Which of the following will the security team most likely do?

Options:
O A.
Add the sensor software to the risk register.

O B.
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Create a VLAN for the sensors.
O C.
Physically air gap the sensors.
O D.

Configure TLS 1.2 on all sensors.

Answer

B
Explanation

Because these are Wi-Fi-enabled environmental sensors, they are effectively
loT/embedded devices that often have limited security controls, inconsistent patch
support, and may expose management interfaces or services. A common Security+ best
practice is to reduce their attack surface and limit lateral movement by placing them in a
separate, protected network segment and tightly controlling what they can talk to (for
example, only to the metrics collector/broker). The Study Guide explicitly calls out VLAN-
based segmentation for IoT as a hardening technique: “A common technique used in
hardening networks is the use of VLANSs... Placing loT devices on a separate, protected
VLAN with appropriate access controls... can help to ensure that frequently vulnerable
devices are more protected.” It also reinforces this in a practice question scenario: “What
security control should she recommend...? ... Deploy the IoT devices to a protected VLAN.”

Why the other options are less likely:

A (risk register) is governance documentation, not the most likely immediate technical
control for deployment.

C (air gap) is usually unrealistic for Wi-Fi sensors that must transmit metrics.

D (TLS 1.2) may be beneficial, but many sensors can’t support strong crypto consistently;
segmentation is the most broadly applicable first move to contain risk.

[References: CompTIA Security+ Study Guide (SY0-701) — Network Hardening/VLAN
segmentation guidance ; related loT hardening practice question recommending a
protected VLAN ., ,,,, ]

Questions # 24:

Which of the following best describes the main difference between an MOU and an SOW?
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Options:

O A.

An MOU is usually not legally binding, while an SOW is usually legally binding about outcomes.
O B.

An MOU identifies engagement details, while an SOW specifies who will engage.

O C.

An MOU requires signatures from both parties, while an SOW only requires a signature from
the service provider.

O D.

An MOU is typically very detailed about tasks, while an SOW is typically high-level.

Answer

A
Explanation

The correct answer is A because the primary distinction between a Memorandum of
Understanding (MOU) and a Statement of Work (SOW) lies in their legal enforceability and
purpose. In the Security+ SY0-701 governance and third-party risk management context,
an MOU is generally a formal but nonbinding agreement that outlines mutual
expectations, responsibilities, and cooperation between parties. It establishes intent and
alignment but typically does not impose enforceable obligations or penalties if terms are
not met.

An SOW, on the other hand, is legally binding and serves as a contractual document that
defines specific deliverables, timelines, performance metrics, and acceptance criteria. The
SY0-701 study guide emphasizes that SOWs are critical in vendor and service provider
relationships because they clearly define what work will be performed, how success is
measured, and what happens if requirements are not met. This makes the SOW
enforceable in legal and regulatory contexts, especially when dealing with sensitive
systems or data.

Option B is incorrect because both MOUs and SOWSs can identify engagement participants,
but this is not their defining difference. Option C is incorrect because both documents
typically require agreement from all involved parties, and signature requirements vary by
organization and jurisdiction. Option D is incorrect because it reverses the actual level of
detail: MOUs are high-level and conceptual, while SOWs are detailed and task-specific.

In security programs, MOUs are often used for cooperative arrangements, such as
information sharing between organizations or government entities. SOWs are used when
accountability, compliance, and measurable outcomes are required. Understanding this
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distinction is essential for managing third-party risk, enforcing security requirements, and
maintaining compliance with Security+ SY0-701 governance objectives.

Questions # 25:

Which of the following organizational documents is most often used to establish and
communicate expectations associated with integrity and ethical behavior within an
organization?

Options:
O A.

AUP

O B.

SLA

O C.
EULA

O D.

MOA

Answer

A

Questions # 26:

The physical security team at a company receives reports that employees are not displaying
their badges. The team also observes employees tailgating at controlled entrances. Which of
the following topics will the security team most likely emphasize in upcoming security
training?

Options:

O A.
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Social engineering

O B.

Situational awareness
O C.

Phishing

O D.

Acceptable use policy

Answer

B
Explanation

Situational awareness refers to being mindful of security risks in one ' s environment and
taking proactive measures to mitigate them. In this scenario, employees are failing to
display their identification badges and allowing unauthorized personnel to follow them into
restricted areas (tailgating). These behaviors pose significant security risks, such as
unauthorized access to sensitive locations.

Security training focused on situational awareness will educate employees on the
importance of remaining vigilant about security practices, recognizing potential threats,
and enforcing access control measures.

Social engineering involves manipulating individuals to gain unauthorized access, but this
scenario highlights poor adherence to security protocols rather than deception.

Phishing is an email-based attack aimed at stealing sensitive information, which is
unrelated to physical security lapses.

Acceptable use policy governs the proper use of company resources but does not
specifically address tailgating or badge display issues.

Thus, situational awareness is the most relevant security training topic for addressing
these concerns.

Questions # 27:

An administrator implements web-filtering products but still sees that users are visiting
malicious links. Which of the following configuration items does the security administrator
need to review?
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Options:

O A.

Intrusion prevention system
O B.

Content categorization

O C.

Encryption

O D.

DNS service

Answer

B
Explanation

Web-filtering effectiveness heavily relies on content categorization to correctly identify
and block access to malicious or inappropriate websites. If users are still visiting malicious
links, it is likely that the categorization database or configuration needs updating or
correction.

Intrusion prevention systems (A) protect against network attacks but do not filter web
content by category. Encryption (C) is unrelated to web filtering, and DNS services (D)
assist with domain resolution but do not directly categorize content.

Proper configuration and maintenance of content categorization are essential to effective

web filtering, as emphasized in the Security Operations domain of SY0-701[J6:Chapter
121CompTIA Security+ Study Guide[].

Questions # 28:

An administrator must replace an expired SSL certificate. Which of the following does the
administrator need to create the new SSL certificate?

Options:

O A.
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CSR
O B.
OCSP
O C.
Key
O D.

CRL

Answer

A
Explanation

A Certificate Signing Request (CSR) is a request sent to a certificate authority (CA) to issue
an SSL certificate. The CSR contains information like the public key, which will be part of
the certificate.References: Security+ SY0-701 Course Content, Security+ SY0-601 Book.

Questions # 29:

Which of the following cryptographic methods is preferred for securing communications with
limited computing resources?

Options:

O A.

Hashing algorithm

O B.

Public key infrastructure
O C.

Symmetric encryption

O D.

Elliptic curve cryptography
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Answer

Questions # 30:

Which of the following would be the best way to test resiliency in the event of a primary power
failure?

Options:

O A.

Parallel processing

O B.

Tabletop exercise

O C.

Simulation testing

O D.

Production failover

Answer

D

Questions # 31:

Which of the following best describes the practice of preserving and documenting the handling
of forensic evidence?

Options:
O A.

Acquisition of evidence
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O B.

E-discovery

O C.

Chain of custody
O D.

Forensic tabletop exercises

Answer

C
Explanation

The best answer is C. Chain of custody.

Chain of custody is the documented process used to track forensic evidence from the
moment it is collected until it is presented, stored, transferred, or disposed of. It records:

who handled the evidence

when it was handled

where it was stored

how it was transferred

how its integrity was preserved

This is critical to ensure the evidence remains credible and admissible.
Why the other options are incorrect:

A. Acquisition of evidenceAcquisition refers to collecting or imaging evidence, but it does
not specifically cover the full documentation of handling over time.

B. E-discoveryE-discovery relates to identifying and producing electronically stored
information for legal matters, not specifically preserving forensic handling records.

D. Forensic tabletop exercisesThese are discussion-based practice activities, not evidence
handling procedures.

From a Security+ perspective, preserving and documenting forensic evidence handling is
the definition of chain of custody.
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Questions # 32:

A customer has a contract with a CSP and wants to identify which controls should be
implemented in the laaS enclave. Which of the following is most likely to contain this
information?

Options:

O A.

Statement of work

O B.

Responsibility matrix

O C.

Service-level agreement

O D.

Master service agreement

Answer

B
Explanation

A responsibility matrix clarifies the division of responsibilities between the cloud service
provider (CSP) and the customer, ensuring that each party understands and implements
their respective security controls.References: Security+ SY0-701 Course Content.

Questions # 33:

A business received a small grant to migrate its infrastructure to an off-premises solution.
Which of the following should be considered first?

Options:

O A.
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Security of cloud providers
O B.

Cost of implementation

O C.

Ability of engineers

O D.

Security of architecture

Answer

D
Explanation

Security of architecture is the process of designing and implementing a secure
infrastructure that meets the business objectives and requirements. Security of
architecture should be considered first when migrating to an off-premises solution, such as
cloud computing, because it can help to identify and mitigate the potential risks and
challenges associated with the migration, such as data security, compliance, availability,
scalability, and performance. Security of architecture is different from security of cloud
providers, which is the process of evaluating and selecting a trustworthy and reliable cloud
service provider that can meet the security and operational needs of the business.
Security of architecture is also different from cost of implementation, which is the amount
of money required to migrate and maintain the infrastructure in the cloud. Security of
architecture is also different from ability of engineers, which is the level of skill and
knowledge of the IT staff who are responsible for the migration and management of the
cloud infrastructure. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th
Edition, page 3491

Questions # 34:

Which of the following should an organization implement to avoid unnecessary liability after
the end of a legal contract obligation with a third party?

Options:
O A.

Data encryption
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O B.

Data classification
O C.

Data retention

O D.

Data inventory

Answer

C
Explanation

The best answer is C. Data retention.

To avoid unnecessary liability after the end of a legal contract obligation with a third party,
an organization should follow a proper data retention policy. Data retention policies define
how long data must be kept and when it should be deleted or securely destroyed once it is
no longer needed for legal, contractual, regulatory, or business purposes.

Keeping third-party data longer than necessary can increase:
legal exposure

privacy risk

breach impact

storage and governance burden

Why the other options are incorrect:

A. Data encryptionEncryption protects data confidentiality, but it does not address
whether the data should still be retained at all.

B. Data classificationClassification helps determine sensitivity and handling requirements,
but it does not define when data should be disposed of.

D. Data inventoryAn inventory helps identify what data exists, but it does not by itself
reduce liability after contractual obligations end.

From the SY0-701 perspective, reducing liability after contractual or legal obligations end
requires proper retention schedules and secure disposal, so C is the correct answer.
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Questions # 35:

Which solution is most likely used in the financial industry to mask sensitive data?

Options:

O A.
Tokenization
O B.
Hashing

O C.

Salting

O D.

Steganography

Answer

A
Explanation

Tokenization replaces sensitive financial data—such as credit card numbers, account
numbers, or customer identifiers—with harmless tokens that retain usability but reveal
nothing if leaked. This is widely used in the financial industry, particularly in PCI-DSS-
regulated systems.

Hashing (B) is one-way and not reversible, making it unsuitable for financial transactions
that need original data retrieved. Salting (C) is used to protect hashed passwords, not to
mask financial data. Steganography (D) hides data inside media files but is not used for

payment processing.

Security+ SY0-701 identifies tokenization as the preferred method for protecting
structured sensitive data while maintaining operational functionality.

Thus, the correct answer is A: Tokenization.

Questions # 36:
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A company processes personal data from customers in multiple countries. Which of the
following actions is most critical for maintaining legal compliance with global privacy
regulations?

Options:

O A.

Storing all customer data on encrypted local servers

O B.

Hiring a data privacy officer to review contracts

O C.

Ensuring DPAs are in place with third-party vendors

O D.

Using strong passwords and firewalls on all endpoints

Answer

C
Explanation

The best answer is C. Ensuring DPAs are in place with third-party vendors.

When a company handles personal data across multiple countries, one of the most
important legal and regulatory requirements is ensuring that any third parties processing
that data are contractually bound to protect it appropriately. A DPA (Data Processing
Agreement) defines how a vendor may collect, process, store, share, and protect personal
data. This is a key requirement in many privacy frameworks and regulations.

This matters because organizations are often still responsible for customer data even
when a third-party provider handles it. A DPA helps establish:

the roles and responsibilities of each party
the legal basis and limits for data processing
security and privacy obligations

breach notification expectations

cross-border data handling requirements
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Why the other options are incorrect:

A. Storing all customer data on encrypted local serversEncryption is important, but this
alone does not ensure compliance with international privacy laws. Legal compliance
involves governance, lawful processing, third-party handling, and contractual obligations.

B. Hiring a data privacy officer to review contractsA privacy officer may be helpful or
required in some situations, but simply hiring one is not as directly critical as having the
actual data processing agreements in place.

D. Using strong passwords and firewalls on all endpointsThese are valuable security
controls, but they are not sufficient for legal compliance with global privacy regulations.

From a Security+ perspective, privacy compliance often involves third-party risk

management, contractual controls, and lawful data handling, making DPAs the most
critical answer here.

Questions # 37:

Select the appropriate attack and remediation from each drop-down list to label the
corresponding attack with its remediation.

INSTRUCTIONS
Not all attacks and remediation actions will be used.

If at any time you would like to bring back the initial state of the simu-lation, please click the
Reset All button.

>

Options:

Answer

Answer: >
Explanation

Web serverBotnet Enable DDoS protectionUser RAT Implement a host-based IPSDatabase
server Worm Change the default application passwordExecutive KeyloggerDisable
vulnerable servicesApplication Backdoor Implement 2FA using push notification

> A screenshot of a computer program Description automatically generated with low
confidence
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Questions # 38:

A remote employee navigates to a shopping website on their company-owned computer. The
employee clicks a link that contains a malicious file. Which of the following would prevent this
file from downloading?

Options:
O A.

DLP

O B.

FIM

O C.

NAC

O D.

EDR

Answer

D
Explanation

EDR (Endpoint Detection and Response) solutions monitor endpoint activities in real-time
and can prevent malicious files from being downloaded or executed by detecting
suspicious behaviors. In this case, EDR would block the download or alert the security
team.

DLP (Data Loss Prevention) prevents unauthorized data exfiltration rather than blocking
malware downloads. FIM (File Integrity Monitoring) tracks changes to files but doesn’t
prevent downloads. NAC (Network Access Control) controls device access to the network
but does not directly block file downloads.

EDR ' s proactive blocking capabilities are covered under the Security Operations domain
in SYO-701[06:Chapter 111CompTIA Security+ Study Guide].
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Questions # 39:

A company has a website in a server cluster. One server is experiencing very high usage,
while others are nearly unused. Which of the following should the company configure to help
distribute traffic quickly?

Options:

O A.

Server multiprocessing

O B.

Warm site

O C.

Load balancer

O D.

Proxy server

Answer

C
Explanation

Comprehensive and Detailed In-Depth Explanation:

Aload balancerdistributes incoming traffic evenly across multiple servers to prevent any
single server from becoming overloaded. This ensureshigh availability, scalability, and
optimal performanceof the company ' s website.

Server multiprocessing (A)refers to the use of multiple processors within a single server
but does not distribute traffic across multiple servers.

A warm site (B)is a disaster recovery strategy, not a method for balancing real-time traffic.

A proxy server (D)acts as an intermediary between users and web services but does not
distribute server load.

Using aload balancerallows forefficient traffic management and prevents server overload.
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Questions # 40:

An enterprise is trying to limit outbound DNS traffic originating from its internal network.
Outbound DNS requests will only be allowed from one device with the IP address 10.50.10.25.
Which of the following firewall ACLs will accomplish this goal?

Options:

O A.

Access list outbound permit 0.0.0.0/0 0.0.0.0/0 port 53Access list outbound deny
10.50.10.25/32 0.0.0.0/0 port 53

O B.

Access list outbound permit 0.0.0.0/0 10.50.10.25/32 port 53Access list outbound deny
0.0.0.0/0 0.0.0.0/0 port 53

O C.

Access list outbound permit 0.0.0.0/0 0.0.0.0/0 port 53Access list outbound deny 0.0.0.0/0
10.50.10.25/32 port 53

O D.

Access list outbound permit 10.50.10.25/32 0.0.0.0/0 port 53Access list outbound deny
0.0.0.0/0 0.0.0.0/0 port 53

Answer

D
Explanation

A firewall ACL (access control list) is a set of rules that determines which traffic is allowed
or denied by the firewall. The rules are processed in order, from top to bottom, until a
match is found. The syntax of a firewall ACL rule is:

Access list < direction > < action > < source address > < destination address > <
protocol > < port >

To limit outbound DNS traffic originating from the internal network, the firewall ACL should
allow only the device with the IP address 10.50.10.25 to send DNS requests to any
destination on port 53, and deny all other outbound traffic on port 53. The correct firewall
ACL is:

Access list outbound permit 10.50.10.25/32 0.0.0.0/0 port 53 Access list outbound deny
0.0.0.0/0 0.0.0.0/0 port 53
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The first rule permits outbound traffic from the source address 10.50.10.25/32 (a single
host) to any destination address (0.0.0.0/0) on port 53 (DNS). The second rule denies all
other outbound traffic on port 532.

[References: CompTIA Security+ Certification Kit: Exam SY0-701, 7th Edition, Chapter 4,
page 175., ;...

Questions # 41:

A company wants to use new Wi-Fi-enabled environmental sensors to automatically collect
metrics. Which of the following will the security team most likely do?

Options:

O A.

Add the sensor software to the risk register.
O B.

Create a VLAN for the sensors.

O C.

Physically air gap the sensors.

O D.

Configure TLS 1.2 on all sensors.

Answer

B
Explanation

Creating a VLAN for Wi-Fi-enabled environmental sensors is the most likely and
appropriate action. Security+ SY0-701 recommends network segmentation for loT and
sensor devices to reduce attack surface and limit lateral movement. A dedicated VLAN
isolates sensors from critical systems while allowing controlled access to data collectors or
management platforms.

Adding items to a risk register (A) documents risk but does not provide protection.
Physically air gapping (C) contradicts the requirement for Wi-Fi connectivity. Configuring
TLS 1.2 (D) is beneficial for data-in-transit protection but does not address network-level
isolation and blast-radius reduction.
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‘ Thus, B: Create a VLAN for the sensors best aligns with secure design. |

Questions # 42:

A systems administrator notices that one of the systems critical for processing customer
transactions is running an end-of-life operating system. Which of the following techniques
would increase enterprise security?

Options:

O A.

Installing HIDS on the system

O B.

Placing the system in an isolated VLAN

O C.

Decommissioning the system

O D.

Encrypting the system ' s hard drive

Answer

B
Explanation

To enhance security for a system running an end-of-life operating system, placing the
system in an isolated VLAN is the most effective approach. By isolating the system from
the rest of the network, you can limit its exposure to potential threats while maintaining
its functionality. This segmentation helps protect the rest of the network from any
vulnerabilities in the outdated system.

Installing HIDS (Host-based Intrusion Detection System) can help detect intrusions but won
't mitigate the risks posed by an unsupported OS.

Decommissioning may not be feasible if the system is critical.

Encrypting the system ' s hard drive protects data at rest but doesn ' t address
vulnerabilities from an outdated OS.
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Questions # 43:

While investigating a recent security breach an analyst finds that an attacker gained access by
SOL infection through a company website. Which of the following should the analyst
recommend to the website developers to prevent this from reoccurring?

Options:

O A.

Secure cookies

O B.

Input sanitization

O C.

Code signing

O D.

Blocklist

Answer

B
Explanation

Input sanitization is a critical security measure to prevent SQL injection attacks, which
occur when an attacker exploits vulnerabilities in a website ' s input fields to execute
malicious SQL code. By properly sanitizing and validating all user inputs, developers can
prevent malicious code from being executed, thereby securing the website against such
attacks.

References = CompTIA Security+ SY0-701 study materials, particularly in the domain of
web application security and common vulnerability mitigation strategies.

Questions # 44:

Which of the following can be used to mitigate attacks from high-risk regions?
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Options:

O A.

Obfuscation

O B.

Data sovereignty
O C.

IP geolocation

O D.

Encryption

Answer

C

Questions # 45:

One of a company ' s vendors sent an analyst a security bulletin that recommends a BIOS
update. Which of the following vulnerability types is being addressed by the patch?

Options:

O A.
Virtualization
O B.
Firmware

O C.
Application
O D.

Operating system
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Answer

B
Explanation

Firmware is a type of software that is embedded in hardware devices, such as BIOS,
routers, printers, or cameras. Firmware controls the basic functions and operations of the
device, and can be updated or patched to fix bugs, improve performance, or enhance
security. Firmware vulnerabilities are flaws or weaknesses in the firmware code that can
be exploited by attackers to gain unauthorized access, modify settings, or cause damage
to the device or the network. A BIOS update is a patch that addresses a firmware
vulnerability in the basic input/output system of a computer, which is responsible for
booting the operating system and managing the communication between the hardware
and the software. The other options are not types of vulnerabilities, but rather categories
of software or technology.

Questions # 46:

Which of the following solutions would most likely be used in the financial industry to mask
sensitive data?

Options:

O A.

Tokenization

O B.

Hashing

O C.

Salting

O D.

Steganography

Answer

A
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Explanation

Tokenization is widely used in the financial industry to mask sensitive information such as
credit card numbers, bank account details, or payment tokens. Tokenization replaces
sensitive data with harmless surrogate values (tokens) that maintain format and usability
but reveal nothing if intercepted.

Security+ SY0-701 highlights tokenization as a preferred method for PCI-DSS-regulated
environments because:

It reduces exposure of actual sensitive data

It lowers compliance scope

Tokens can be mapped back to real data only through a secure token vault
It prevents attackers from accessing meaningful information

Hashing (B) is one-way and cannot be reversed, making it unsuitable for financial
transactions that require retrieving original values. Salting (C) enhances password hashing
security but does not mask data. Steganography (D) hides data inside images or media
files, not used for structured data protection.

Thus, the correct answer is A: Tokenization.

Questions # 47:

Which of the following should be deployed on an externally facing web server in order to
establish an encrypted connection?

Options:

O A.

Public key

O B.

Private Key

O C.
Asymmetric key

O D.

Symmetric key
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Answer

A
Explanation

To establish an encrypted connection (such as HTTPS/TLS) with an externally facing web
server, the server must deploy a public key as part of its digital certificate. Clients use the
server’s public key to initiate secure communication, which is validated by certificate
authorities. The server holds the matching private key, but it is the public key that must
be made available for encrypted connections to be established.

[Reference:, CompTIA Security+ SY0-701 Official Study Guide, Domain 1.3: "A public key is
made available to anyone and is used to establish secure connections with a web server.",
Exam Objectives 1.3: “Explain the importance of cryptographic concepts.”, ,,,,,.,, ]

Questions # 48:

A security analyst is creating base for the server team to follow when hardening new devices
for deployment. Which of the following beet describes what the analyst is creating?

Options:

O A.

Change management procedure
O B.

Information security policy

O C.

Cybersecurity framework

O D.

Secure configuration guide

Answer

D
Explanation

The security analyst is creating a " secure configuration guide, " which is a set of
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instructions or guidelines used to configure devices securely before deployment. This
guide ensures that thedevices are set up according to best practices to minimize
vulnerabilities and protect against potential security threats.

References =
CompTIA Security+ SY0-701 Course Content: Domain 03 Security Architecture.

CompTIA Security+ SY0-601 Study Guide: Chapter on System Hardening and Secure
Configuration.

Questions # 49:

A business is expanding to a new country and must protect customers from accidental
disclosure of specific national identity information. Which of the following should the security
engineer update to best meet business requirements?

Options:

O A.

SIEM

O B.

SCAP

O C.

DLP

O D.

WAF

Answer

C
Explanation

The requirement is to prevent the accidental disclosure of national identity
information—highly sensitive personal data. The best solution is DLP (Data Loss
Prevention). DLP tools monitor, detect, and block unauthorized transmission or exposure
of sensitive data across:
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Email

Cloud storage
Endpoints
Networks
Databases

In Security+ SY0-701, DLP is specifically recommended for ensuring compliance with
privacy regulations, including those related to national identifiers (e.g., Social Security
numbers, national ID numbers).

A SIEM (A) aggregates logs but does not prevent data leakage. SCAP (B) provides
standardized security configuration assessments, unrelated to data protection. A WAF (D)
helps protect web applications but does not prevent sensitive data exfiltration.

Since the requirement focuses on preventing accidental disclosure, DLP is the only
technology capable of detecting, labeling, blocking, and reporting attempts to move or
expose sensitive national identity data. Therefore, the correct answer is C.

Questions # 50:

A company wants to track modifications to the code used to build new virtual servers. Which
of the following will the company most likely deploy?

Options:

O A.

Change management ticketing system

O B.

Behavioral analyzer

O C.

Collaboration platform

O D.

Version control tool
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Answer

D
Explanation

Detailed Explanation:A version control tool, such as Git, tracks changes made to code,
maintains history, and allows developers to manage and revert to earlier versions when
needed. This ensures accountability and control over modifications. Reference: CompTIA
Security+ SY0-701 Study Guide, Domain 3: Security Architecture, Section: " Version
Control and Documentation " .

Questions # 51:

A user would like to install software and features that are not available with a smartphone 's
default software. Which of the following would allow the user to install unauthorized software
and enable new features?

Options:

O A.

Sou

O B.

Cross-site scripting
O C.

Jailbreaking

O D.

Side loading

Answer

C
Explanation

Jailbreaking is the process of removing restrictions imposed by the manufacturer on a
smartphone, allowing the user to install unauthorized software and features not available
through official app stores. This action typically voids the warranty and can introduce
security risks by bypassing built-in protections.
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SOU (Statement of Understanding) is not related to modifying devices.
Cross-site scripting is a web-based attack technique, unrelated to smartphone software.

Side loading refers to installing apps from unofficial sources but without necessarily
removing built-in restrictions like jailbreaking does.

Questions # 52:

Which of the following roles, according to the shared responsibility model, is responsible for
securing the company’s database in an laaS model for a cloud environment?

Options:

O A.

Client

O B.

Third-party vendor
O C.

Cloud provider

O D.

DBA

Answer

A
Explanation

According to the shared responsibility model, the client and the cloud provider have
different roles and responsibilities for securing the cloud environment, depending on the
service model. In an laaS (Infrastructure as a Service) model, the cloud provider is
responsible for securing the physical infrastructure, such as the servers, storage, and
network devices, while the client is responsible for securing the operating systems,
applications, and data that run on the cloud infrastructure. Therefore, the client is
responsible for securing the company’s database in an laaS model for a cloud
environment, as the database is an application that stores data. The client can use various
security controls, such as encryption, access control, backup, and auditing, to protect the
database from unauthorized access, modification, or loss. The third-party vendor and the
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DBA (Database Administrator) are not roles defined by the shared responsibility model,
but they may be involved in the implementation or management of the database
security. References = CompTIA Security+ SY0-701 Certification Study Guide, page
263-264; Professor Messer’'s CompTIA SY0-701 Security+ Training Course, video 3.1 -
Cloud and Virtualization, 5:00 - 7:40.

Questions # 53:

Which of the following would be the greatest concern for a company that is aware of the
consequences of non-compliance with government regulations?

Options:

O A.

Right to be forgotten

O B.

Sanctions

O C.

External compliance reporting

O D.

Attestation

Answer

B
Explanation

Detailed Explanation:

Sanctions imposed for non-compliance can include fines, legal actions, and loss of
business licenses. These pose a significant financial and reputational risk to organizations.
Reference: CompTIA Security+ SY0-701 Study Guide, Domain 5: Security Program
Management, Section: " Regulatory Compliance Risks " .

Questions # 54:
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Which of the following would best allow a company to prevent access to systems from the
Internet?

Options:

O A.

Containerization

O B.

Virtualization

O C.

SD-WAN

O D.

Air-gapped

Answer

D
Explanation

An air-gapped system is physically isolated from unsecured networks (like the public
Internet), ensuring that there is no direct or indirect network connection. This is the most
effective way to prevent Internet-based access to sensitive systems.

[Reference:, CompTIA Security+ SY0-701 Official Study Guide, Domain 3.2: "Air-gapped
systems are isolated from external networks and prevent Internet access.", Exam
Objectives 3.2: “Summarize security implications of embedded and specialized systems.”,

IIIIIII]

Questions # 55:

A security officer is implementing a security awareness program and is placing security-
themed posters around the building and is assigning online user training. Which of the
following would the security officer most likely implement?
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Options:

O A.

Password policy

O B.

Access badges

O C.

Phishing campaign
O D.

Risk assessment

Answer

C

Questions # 56:

A security consultant is working with a client that wants to physically isolate its secure
systems. Which of the following best describes this architecture?

Options:

O A.

SDN

O B.

Air gapped

O C.
Containerized
O D.

Highly available
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Answer

B

Questions # 57:

Which of the following tasks is typically included in the BIA process?

Options:

O A.

Estimating the recovery time of systems

O B.

Identifying the communication strategy

O C.

Evaluating the risk management plan

O D.

Establishing the backup and recovery procedures
O E.

Developing the incident response plan

Answer

A

Questions # 58:

Employees sign an agreement that restricts specific activities when leaving the company.
Violating the agreement can result in legal consequences. Which of the following agreements
does this best describe?

Options:

O A.
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SLA

O B.

BPA

O C.

NDA

O D.

MOA

Answer

C
Explanation

A non-disclosure agreement (NDA) restricts employees from sharing proprietary or
confidential information when they leave the company. Legal consequences may result
from violating an NDA.

[Reference:, CompTIA Security+ SY0-701 Official Study Guide, Domain 5.2: "NDAs are
legal agreements to prevent employees from disclosing sensitive information upon
termination.", Exam Objectives 5.2: “Summarize business agreement and legal
requirements.”, ,,,,,,, |

Questions # 59:

Which of the following types of vulnerabilities is primarily caused by improper use and
management of cryptographic certificates?

Options:

O A.
Misconfiguration
O B.

Resource reuse
O C.

Insecure key storage
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O D.

Weak cipher suites

Answer

C
Explanation

Detailed Explanation:Insecure key storage refers to vulnerabilities caused by improper
handling of cryptographic keys and certificates, such as storing them in plaintext or
lacking access controls. Reference: CompTIA Security+ SY0-701 Study Guide, Domain 2:
Threats, Section: " Cryptographic Vulnerabilities and Mitigation " .

Questions # 60:

Which of the following is prevented by proper data sanitization?

Options:

O A.

Hackers ' ability to obtain data from used hard drives

O B.

Devices reaching end-of-life and losing support

O C.

Disclosure of sensitive data through incorrect classification

O D.

Incorrect inventory data leading to a laptop shortage

Answer

A
Explanation

Detailed Explanation:Proper data sanitization ensures that sensitive data is securely
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erased from storage devices, preventing unauthorized access or recovery when the
devices are disposed of or reused. Reference: CompTIA Security+ SY0-701 Study Guide,
Domain 5: Security Program Management, Section: " Data Sanitization and Disposal
Methods " .

Questions # 61:

A security consultant needs secure, remote access to a client environment. Which of the
following should the security consultant most likely use to gain access?

Options:
O A.

EAP

O B.
DHCP

O C.
IPSec

O D.

NAT

Answer

C
Explanation

IPSec is a protocol suite that provides secure communication over IP networks. IPSec can
be used to create virtual private networks (VPNs) that encrypt and authenticate the data
exchanged between two or more parties. IPSec can also provide data integrity,
confidentiality, replay protection, and access control. A security consultant can use IPSec
to gain secure, remote access to a client environment by establishing a VPN tunnel with
the client’s network. References: CompTIA Security+ Study Guide: Exam SY0-701, 9th
Edition, Chapter 8: Secure Protocols and Services, page 385 1
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